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SECTION C
SPECI FI CATI ONS

Cl Ceneral.

The purpose of this acquisition is to provide general purpose
super-m ni conput er systens for the Navy, Arny, Air Force, Defense Logistics
Agency, Coast Guard, and other CGovernnent agencies for worldw de use. These
systens shall support a wide range of users in areas of command and contr ol
of fice automation, finance, inventory, engineering, and training. The Contractor
shal |l furnish, install, maintain, and upgrade the hardware and software and shal
integrate the systeminto the Governnent's existing data processing environnents.

Al'l additional conponents and features needed to satisfy specified perfornmance
and configuration requirenents shall be provided in conjunction with hardware and
software specified herein. Al functions can be provided as hardware, firnmnare,
or software unless otherw se noted. These specifications are nandatory except
those features specifically identified as "Desired Capabilities."

1.1 Concept. This specification defines hardware and software
characteristics which make up a super-m ni conputer systemto include network
servers, networks, X-termnals, intelligent workstations, and ot her
conponents. The |argest system shall support 256 concurrent users in
conbi nati ons varying from 200 rel ati onal database managenent system ( RDBVS)
users accessing a single database to 200 office autonmation users to 200
application devel opment users all in conjunction with 56 other mniscell aneous
users. These systenms shall be increnentally expandable within a famly of
systens fromthe smallest to |argest configuration. These systens shal
process classified information in system high node (Trusted Conputing Base
(TCB) level C2) and in a multilevel security node (TCB | evel Bl). The
Government will provide any physical controls deenmed necessary to satisfy
TEMPEST protection. The Contractor shall provide systens which can be
accredited for nultilevel processing. Functions to be run on these systens
i ncl ude user-supplied application prograns, applications devel opment, office
aut omati on, database managenent, system perfornance nonitoring, and
communi cati ons.

1.2 Architecture. The Contractor may provide a single processor, nultiple
processors, or any other architecture as |long as m ni mum nandatory requirements
are met.

1. 3 Gover nment - owned Equi prent (GOE). The Governnment will utilize equi pment
and software acquired under other contracts (see Table C1) to include termnals,
wor kst ati ons and personal conmputers, printers, optical disk storage, bar code
equi prent and software, |ocal area network (LAN) hardware and software, graphics
software, RDBMS, spreadsheets, project managenent packages, statistical analysis
packages, electronic mail (E-mmil) packages, and word processors. The Government
will maintain all GOE hardware, software, and transmission circuits. The
Contractor shall provide all necessary hardware and software for integration of
GOE

1.4 Software. Application software shall include a RDBMS, |anguage
processors, network managenent, office automation, intelligent workstation
software, publishing software, and order generator

1.5 Contractor Support. The Contractor shall provide naintenance support

whi ch shall include several options of principal period of maintenance and time
to repair. Each conponent shall be nmintained to assure a hi gh conponent
ef fectiveness level. A full conplenent of training courses shall be conducted at

t he Governnent and Contractor sites. A conplete set of nanuals for all hardware
and software as well as other documentation shall be provided. Systens anal yst
and engi neering support personnel shall be thoroughly know edgeable in the
super-m ni comput er systemincluding all hardware and software. The Contractor
shal |l al so provide systemmonitoring and tuning utilities and services.

1.6 |Installation The Contractor shall install super-mniconputer systens in
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a variety of office environments at sites |ocated throughout the world. Network
conmuni cati ons subsystens installation shall include all equi pnment, software, and
cabling necessary to connect a conplete subsystem The Contractor shall also
provi de equi pnent relocation and re-installation services.

C2 perational Concept.

2.1 Current Operational Environnent. Any conceivable nmix of conputers and
conmuni cati on methods are in the current operational environnent. The systens will
repl ace and augnent sone existing systens, as well as, neet new requirenents.

2.2 Hardware and Software. These systens nust satisfy a variety of functions
and provide both technical and non-techni cal professional personnel with the
capability to utilize a wide range of comercially avail able software.

2.3 Conmunications. Miltiple nmethods of communications shall be provided,
rangi ng fromdirect-connect to client-server to open systenms connections to
het er ogeneous conputer systens |ocated worl dwi de via packet switching. LANs
shal I provide maxi mum connectivity for fully configured systens with ninimm
direct-connect wiring. Each workstation shall be capabl e of connecting to other
system wor kst ati ons and to other workstations within
the local dialing area. Users shall have Defense Data Network (DDN)connection
capability for |ong-haul comrunicati ons.

C3 Standards.

3.1 Conpliance with Federal Information Processing Standards (FlPS)
Equi prent and software shall conformto the FIPS and Federal Standards listed in
Attachment 3, as well as, the guidelines listed in Attachnent 4.

3.2 Conpliance with other Standards. Conpliance is required with the
specifications and standards listed in Attachnent 5.

3.3 Regquest For Comments (RFCs). Oder of precedence for RFCs (listed in
Attachnment 5) conpliance shall be "MJST", "MJST NOT"*, "SHOULD', "SHOULD NOT", and
then "MAY", except when otherw se specified by the Governnent.

C4 Environnental and Physical Constraints.

The super-m ni conputer systens shall operate throughout the ranges of
el ectrical power and environnental tolerances stated bel ow

4.1 Space.
4.1.1 Location. Systems such as the one described in paragraph C4.1.2
will be located in conputer roomfacilities. Systens such as the one descri bed
i n paragraph C4.2.2b will be located in office environnents.

4.1.2 Physical Size. The follow ng configuration shall require no nore
than 400 square feet including space for operations and mai ntenance access:

a. A super-mniconputer configured to support 256 concurrent
users;

b. Sufficient rewitable direct access storage (DAS) to store al
order abl e super-m ni conputer software plus 32 GB avail able for
user storage;

c. A system consol e;

d. A 9-track tape subsystemw th 2 drives;

e. A DAS backup subsystemwith 2 drives;

f. Two (2) renovable rewitable DAS devices;

g. Two (2) WORM DAS devi ces;
h. Two (2) CD ROM DAS devi ces;
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i. A high-speed page printer with stand/cart;
j. Aline printer;
k. 56 Kbps super-m niconputer X 25 Port.

4.1.3 Flooring. Equipnent shall not require raised flooring. The
flooring may be carpeted. There will be no special static control
facilities. Cable raceways and troughs shall be installed by the Contractor
as necessary to satisfy safety considerations.

4.1.4 Ceiling. The distance fromfloor surface to unobstructed
ceiling will be at least 8 feet.

4.1.5 Access Route. Systens shall be installed in office buildings
with access via a nornmal office doorway of 32 by 80 inches.

4.2 A r Conditioning.

4.2.1 Tenperature will be nmaintai ned between 60 and 90 degrees F with
arelative humdity of between 20 and 80% noncondensi ng (naxi mum wet bul b
tenmperature of 70 degrees F). No special dust, static electricity control, or
chilled water facilities will be avail abl e.

4.2.2 Environnental Control. The naxi mum heat dissipation shall not
exceed:

a. 80,000 BTUs per hour for configuration in paragraph C4.1.2;
b. 20,000 BTUs per hour for the follow ng configuration:

(1) A super-ninicomputer system configured to support 75
concurrent users,

(2) Sufficient rewitable DAS to store all orderable
super-m ni comput er software plus 2 GB avail able for user
st or age,

(3) A systemconsol e,

(4) A magnetic tape subsystemw th 2 drives,

(5) A DAS backup subsystemwi th 2 drives,

(6) Two (2) renovable rewitabl e DAS devices,

(7) A high-speed page printer with stand/cart,

(8) 56 Kbps super-mniconmputer X.25 Port.

4.3 Noise. Equipnent noise |levels shall not exceed reconmmended | evels
found in Mlitary Standard (M L-STD) 1472D, 14 Mar 89, as foll ows:
a. Line printer shall conply with ML-STD 1472D, paragraph 5.8.3.3.1,
General Work Space, 75 dB(A) Speech Interference Level (SIL);

b. The 128-user, 192-user, and 256-user super-m ni conputers and the
character printer shall conmply with M L-STD 1472D, paragraph
5.8.3.3.3, Large Wrkspaces 55 dB(A) SIL;

c. Al other equiprment shall conply with ML-STD 1472D, paragr aph
5.8.3.3.4, Small Ofice Spaces/Special Areas, 45 dB(A) SIL.

4.4 Atitude. Al equipnment shall operate at altitudes fromO to at
| east 8,000 feet above sea |evel.

4.5 Electrical Power. Al equipnment shall operate as specified when
connected to a power source which conforms to Attachment 9, paragraph 3.
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C5 Overall System Requirenents.

5.1 Operating System The operating systens and utilities shall support
secure conmuni cati ons and networki ng capabilities.

5.2 Database Subsystem The dat abase subsystem shall have ful
application devel opment utilities, data dictionary, and standard structured
guery |l anguage (SQ.) interfaces.

5.3 Standards. This super-niniconmputer system shall be capabl e of
connecting systemusers to other National Institute of Standards and
Technol ogy (NI ST) Applications Portability Profile (APP) conpliant systenmns.
(See paragraphs C33, C34, C35, and Attachnents 3, 4, and 5)

5.4 Network Facilities. The network services subsystem shall neet the
performance and t hroughput necessary to achi eve system performance
requirenents.

5.5 User Interface. The graphical user interface shall be designed and
i ntegrated such that human interface with the system enbodi es characteristics
making it easy to learn and use for both inexperienced and experienced users.
Interface standards rmust be adhered to throughout. The ability for
user -devel oped application programto utilize this human interface system
nmust be provi ded.

5.6 Ofice Automation system shall have integrated functions and include
el ectronic mail, spreadsheet, word processing, business graphics, project
management, cal endar, authentication, electronic filing, task and suspense
managenent, spell checking, thesaurus, |exical analyzer, and docunent conversion

5.7 Software Conpatibility. Application software devel oped by the
CGovernent and devel oped under Government - sponsorship shall be source code
conpati bl e between the super-m ni conputer, network server, and intelligent
wor kst ati ons. Data interchange shall be easy to perform and provide conplete
data transfer.

5.8 Desired Capabilities.

5.8.1 Contractor conponents provide a consistent user interface for
an application across operating systens (e.g. the sane word processor user
interface for the super-mni computer, network server, multi-user workstation
and singl e-user workstation).

5.8.2 Contractor conponents provide a consistent user interface
within an operating system across applications (e.g. the sane user interface
on the super-mni computer for the word processor, spreadsheet, electronic
mai |, relational database nanagenent system etc.).

5.8.3 Contractor conponents provide functions and features nmaking the
systenms and applications easier to nanage, control, learn to use, devel op
applications, and di agnose faults.

C6 Super-m ni conputer Equipnent, CLINs 0001-0050.

Al'l equi pnment shall meet or exceed Attachment 6 system perfornmance (see
al so Section E). Al CLINs shall include necessary inter-conmponent cables,
speci al hardware, and connectors. Include services necessary to install and
test super-m ni conputer components at the Governnent site.

6.1 Super-mni conputer Configurations, CLINs 0001-0004.

6.1.1 Common Requirenments. All super-miniconmputers shall

a. Have an expandabl e architecture accomodati ng added nenory,
peri pheral s, and conmuni cati ons equi pment necessary to support
at |l east 256 concurrent users;

b. When installed with the UPS, be notified by the UPS of power
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failure and brownout conditions to provide an autonatic,
orderly shut down prior to UPS shutdown;

c. Notify the operating systemof any 1/O error conditions (e.g.
failure to conplete a data transfer to and from specified
external devices within a prescribed time interval);

d. | EEE 754 conpliant floating point hardware with precision
rangi ng fromat | east 10E+38 and 10E-38 (8 significant digits)
to at |east 10E+308 and 10E-308 (16 significant digits);

e. Be object code conpatible through the range of sizes;

f. Support direct connection of at |east 128 asynchronous devices
as described in paragraph C36.1;

g. Detect and correct all single-bit errors and detect all double
bit errors;

h. Reserved

i. On demand, the system shall produce a hard copy report
detailing nenory errors;

j. Include a system consol e;

k. Include sufficient rewitable direct access storage (DAS) to
store all orderabl e super-m ni conputer software plus user
storage, where the D provides:

(1) Self-test error detection and error notification to
the operating system and autonmatic retry after error

(2) Power failure and fluctuation protection
I ncl ude a super-n ni conputer DAS Backup Subsystem whi ch shal |
(1) Store at least 1 GB on a single nedia el ement,
(2) Backup at least 1 G in 1.5 hours,
(3) Restore at least 1 GB in 2.25 hours,
(4) Format blank storage nedium (if necessary),
(5) Ten (10) blank storage nedia;
m Include an | EEE 802.3 |l ocal area network (LAN) interface.
6.1.2 CLIN 0001, 75-user Super-m ni conputer shall include sufficient

processi ng power and nenory to support 75 concurrent users and sufficient DAS
to provide at least 2 GB of formatted user storage.

6.1.3 CLIN 0002, 128-user Super-nini conputer shall include sufficient
processi ng power and nenory to support 128 concurrent users and sufficient DAS
to provide at least 3.5 GB of formatted user storage.

6.1.4 CLIN 0003, 256-user Super-niniconputer shall include sufficient
processi ng power and nenory to support 256 concurrent users and sufficient DAS
to provide at least 7 GB of formatted user storage.

6.2 CLIN 0005, Super-mniconputer Expansion to 128 Users. Provide
conponents necessary to upgrade the 75-user super-mniconputer to support 128
concurrent users and nmintain Attachnent 6 system perfornmance specifications.

6.3 CLIN 0007, Super-mniconputer Expansion to 192 Users. Provide
conponents necessary to upgrade the 128-user super-m niconputer to support 192
concurrent users and nmintain Attachnment 6 system perfornmance specifications.
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6.4 CLIN 0009, Super-m niconputer Expansion to 256 Users. Provide
conponents necessary to upgrade the 192-user super-m niconputer to support 256
concurrent users and maintain Attachnent 6 system performance specifications.

6.5 Super-mniconmputer Rewitabl e DAS Subsystem Expansion, CLINs 0027-0032,
shal | :

a. Provide increnental expansion of the super-m ni conputer DAS
subsystem so there is sufficient storage for all orderable
super-m ni conputer software plus 32 GB (formatted);

b. Be available in at |least 3 sizes of formatted storage (e.g.
500 MB, 1 GB, 2 GB);

c. Provide self-test error detection and error notification to
the operating system and autonatic retry after error;

d. Provide power failure and fluctuation protection.

6.5.1 CLIN 0027, Super-mniconputer Small Rewitable DAS Device.

6.5.2 CLIN 0029, Super-mniconputer Medium Rewitable DAS Device.

6.5.3 CLIN 0031, Super-mniconputer Large Rewritable DAS Device.

6.6 CLIN 0033, Super-mniconputer Renovable Rewritable DAS Device The
requirenents for this device may be satisfied by CLIN 0037 if that device
supports rewitable storage nmedia. The renovabl e DAS device shall:

a. Provide at least 250 MB formatted user storage on a single nedia
el enent ;

b. Provide self-test error detection and error notification to the
operating system and automatic retry after error;

c. Include at least 2 blank storage nmedia with each device;
d. Provide power failure and fluctuation protection.
6.7 CLIN 0035, Super-mniconputer Rewitable DAS Subsystem Redundancy.

Provi de the redundancy to configure the super-m ni conputer DAS subsystem such
that there is no single point of failure for accessing each DAS devi ce.

6.8 Wite Once Read Many (WORM DAS, CLINs 0037-0040. A rewitable
storage technology is acceptable for these devices, if they support WORM nedi a.

6.8.1 Common Requirenents shall include:

a. At |east 50MB of storage;

b. Comply with International Standards Organization (1SO 9171,
Format A, Continuous Conposite Servo or ANSI X3B11;

c. Use 5.25 inch nedia;
d. Include 10 blank nedia per drive.

6.8.2 CLIN 0037, Super-mniconputer Internal WORM shall be provided
for the super-mnicomputer and in the basic or expansion cabinet.

6.8.3 CLIN 0039, External WORM shall be provided for the
super-m ni conputer, network server, and the intelligent workstations.

6.9 Conpact Disk - Read Only Menmory (CD-ROM DAS, CLINs 0041-0044.

6.9.1 Comon Requirenents shall include:

a. Read 550 MB di sks;
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b. [1SO 9660 conpatibility.

6.9.2 CLIN 0041, Super-mniconputer Internal CD ROM shall be provided
for the super-mniconputer and nounted I n the basic or expansion cabinet.

6.9.3 CLIN 0043, External CD ROM shall be provided for the
super-m ni comput er, network server, and the intelligent workstations.

6.10 CLIN 0045, Super-m niconputer DAS Backup Subsystem Expansi on
Provi de additional drives for the super-mni conputer DAS backup subsystem

6.11 CLIN 0047, Super-m niconputer 9-Track Tape Subsystem shall

a. Reserved

b. Provide 1600/ 6250 cpi 9-track Phase Encodi ng and Group Code
Recordi ng (PE/ GCR) (ANSI X3.39-1986 and ANSI X3.54-1986);

c. Have a tape speed of 125 inches per second (start/stop) or a tape
speed of at |east 100 ips (stream ng);

d. Provide automatic rewind, |lock at end-of-reel, end-of-file, and
end-of -job (may be acconplished by software);

e. Provide read after wite error detection

f. Provide read error detection with automatic retry and system
notification of the error condition

6.12 CLIN 0049, GOE Connection Hardware. Provide hardware to connect
specified GOE (see Table C-1) to the super-mni computer system This includes
but is not linmted to all conponents needed to nake 80386 GOE wor kstations
functionally equival ent (provide access to use the specified software features
and functions) to the super-niniconputer X-term nal workstation

C7 Network Server and Peripherals, CLINs 0051-0090.

This subsystem shall support all network server applications to include
file server, print server, and commruni cati ons server support (see paragraph
Cl16.4) and satisfy Attachnent 6 system performance (see also Section E)

7.1 Network Server Configurations, CLIN 0051-0054.

7.1.1 Common Requirenents. All network servers shall

a. Include a 3.5-inch, 1.44 MB diskette unit;

b. Include | EEE 802.3 LAN interface hardware and provi de support
for additional |EEE 802.3 LAN connections as described in
par agr aph C35. 2;

c. Support a maxi mum DAS capacity sufficient to store al
orderabl e network server software plus at |east 3 GB of
formatted user storage;

d. Provide support for X 25 connectivity as outlined in paragraph

C34;

e. Provide support for |ISDN connectivity as outlined in paragraph
C34;

f. Include at least 2 ports for connecting the printers described

i n paragraph C10;
g. Include a DAS backup subsystem which
(1) Stores at least 500 MB on a single nmedia el enent,

(2) Backups at least 500 MB in 1 hour
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(3) Restores at least 500 MB in 1 hour and 15 ninutes,
(4) Formats blank storage nedium if necessary,
(5) Includes ten (10) bl ank storage nedi a;

h. Include an internal power supply sufficient for the follow ng
configuration:

(1) Maxi mum nenory,

(2) Fax card,

(3) Two (2) I|IEEE 802.3 LAN connections,

(4) X 25 or | SDN connectivity at the user's discretion,
(5) One (1) 3.5-inch floppy drive

(6) Interface to two printers at the user's discretion
(7) Eight (8) asynchronous connections,

(8) 3 GB of user DAS

(9) Any 1 internal device to the system or expansion
cabinet (e.g. 3.5-inch floppy drive, 5.25-inch floppy
drive, renovable rewitable DAS device) at the user's

di scretion,

(10) One (1) unused nonproprietary, open architecture
expansi on bus /0O slot,

(11) One (1) unused serial /0O port;

i. Support at |east eight (8) asynchronous devices as described
i n paragraph C36. 2.

7.1.2 CLIN 0051, Small Network Server shall include:

a. Sufficient processing power and nenory to support at |east 32
concurrent client sessions and maintain Attachnent 6 system
per f or mance;

b. Sufficient DAS capacity to store all orderable network server
software plus at |east 500 MB of formatted user storage.

7.1.3 CLIN 0053, Large Network File Server shall include:

a. Sufficient processing power and nenory to support at |east 64
concurrent client sessions and nmaintain Attachnent 6 system
per f or mance;

b. Sufficient DAS capacity to store all orderable network server
software plus at least 1.5 GB of formatted user storage.

7.2 CLIN 0055, Network Server Expansion. Provide incremental expansion
of the small network file server processor/nenory to support a total of at
| east 64 concurrent client sessions and nmaintain Attachnment 6 system
per f or mance.

7.2.1 Desired Capability. Increnental expansion to support nore than
64 concurrent client sessions and nmintain the system performance stated in
At tachnment 6.

7.3 Network Server DAS Expansion, CLINs 0057-0060.

7.3.1 Common Requirenents. All network server DAS shall include:
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a. Self-test error detection and notification

b. Power failure and fluctuation protection to prevent damage to
drive and nedia

7.3.2 CLIN 0057, Small Network Server Rewritable DAS Device. Provide
expansion to the network server DAS by at |east 500 MB formatted capacity.

7.3.3 CLIN 0059, Large Network Server Rewritable DAS Device. Provide
expansion to the network server DAS by at least 1 GB formatted capacity.

7.4 CLIN 0067, Network Server 3.5-inch Diskette Unit. Provide at |east
1.44 MB of formatted user storage.

7.5 CLIN 0069, Network Server 5.25-inch Floppy Disdrk Unit. Provide at
least 1.2 MB of formatted user storage.

7.6 CLIN 0077, Network Server Renovable DAS Device. The requirenents for
this device may be satisfied by CLIN 0079 if that device supports rewitable
storage nmedia. The renovabl e DAS device shall include:

a. At least 100 MB formatted user storage;
b. Two (2) renovable nmedia or drives with each device.

7.7 CLIN 0079, Network Server Internal WORM The devi ce shall

a. Be internally mounted in the system or expansion cabi net;

b. Comply with 1SO 9171, Format A, Continuous Conposite Servo or ANS|
X3B11;

c. Use 5.25-inch nedia;
d. Include 2 blank dual -si ded nedi a per drive.

7.8 CLIN 0081, Network Server Internal CD ROM shall be:

a. Internally nounted in the system or expansion cabinet;
b. [1SO 9660 conpati bl e.
C8 Workstations and Peripherals, CLINs 0091-0140.

Provide the followi ng workstation configurations:

X-term nal Wirkstation

Basic Intelligent Whrkstation

Hi gh-resolution Basic Intelligent Workstation
Advanced Intelligent Wrkstation

Hi gh-resol uti on Advanced Intelligent Workstation

8.1 Basic Display. The display shall

a. Fully support the X-Wndows graphical user interface standards
(FI'PS 158 and | EEE P1201. x);

b. Interface with the X-terminal and intelligent workstations;

c. Have a pixel resolution of at |least 1024 by 768 with at |east
256 concurrent colors froma palette of at |east 4096 col ors;

d. Have a flicker free display (i.e. refresh rate of at |east 60
Hz, non-interlaced);

e. Have external operator controls for brightness, contrast, and
power on/off;
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Have an active diagonal display area of at |least 14 inches and
no nore than 20 inches;

Provide a screen saver feature which blanks screen after a
period of inactivity and instantly restores the full screen

i mage when any key on the keyboard is hit (may be satisfied by
sof tware) ;

Di spl ay text nodes of 80 columms by 25 lines, 132 colums with
25 lines, and 132 colums with 43 |ines;

CGenerate the ASCI|I 128-character subset (decinmal values 0 to
127) in accordance with FIPS 1-2, and the |BM Extended
Character Set (decimal values 128 to 255);

CGenerate a visible cursor indicating the next character
position wi thout obscuring any infornmation displayed

(excl udi ng underline);

Provi de an addressabl e cursor

CGenerate true descenders for all appropriate characters.

8.1.1 Desired Capabilities are:

a.

Provide a video output interface conpatible with 2
conmercially avail abl e video projection devices and which
automatically converts applications commands;

Provi de a nechani sm for adjustment of maxi mum active displ ay
area (Sizing and position);

Automatically emul ate the industry standard EGA, VGA and super
VGA vi droeo di splay nodes.

8.2 High-resolution Display. The display shall

a.

Ful |y support the X-Wndows graphical user interface standards
(FI'PS 158 and | EEE P1201. x);

Interface with the intelligent workstations;

Have a pixel resolution of at |least 1280 by 1024 with at | east
256 concurrent colors frompalette of at |east 4096 col ors;

Provi de support for "Conputer Gaphics Interface-Ilike"
primtive commands;

Have a flicker free display (i.e. refresh rate of at |east 60
Hz, non-interlaced);

Have external operator controls for brightness, contrast, and
power on/off;

Have an active diagonal display area of at |least 14 inches and
no nore than 20 inches;

I ncl ude screen saver feature which blanks screen after period
of inactivity and instantly restores full screen imge when
any key on keyboard is hit (nay be satisfied by software);

Di splay text nodes of 80 columms by 25 lines, 132 colums with
25 lines, and 132 columms with 43 |ines;

CGenerate ASCI| 128-character subset (decinmal values 0 to 127)
in accordance with FIPS 1-2, and | BM Extended Character Set
(deci mal val ues 128 to 255);

CGenerate visible cursor indicating next character position
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wi t hout obscuring any information displayed (excluding
underl i ne);

Provi de an addressabl e cursor

CGenerate true descenders for all appropriate characters.

8.2.1 Desired Capabilities are:

a.

Automatically emul ate i ndustry standard EGA, VGA, and super
VGA vi deo di splay nodes;

Available with the X-term nal workstation;

Provide a video output interface conpatible with 2
commercially avail abl e video projection devices and which
automatically converts applications comrands;

Provi de a nechani sm for adjustment of maxi mum active di spl ay
area (Sizing and position).

8.3 Keyboard shal |

a.

b

Be det achabl e;

Provi de 95-character ASCI| subset (FIPS 1-2) in two keystrokes
or |ess;

Have visual indicators for caps-, and numl ock keys readabl e
and di stinguishable in normal office |ighting;

Have at |east 12 user-programmabl e functi on keys accessing 48
user/application defined functions (these keys are separate
fromand in addition to character, nuneric, cursor position
and edit operation keys);

Have an auto-repeat function for all printable ASCl
characters and cursor, backspace, and space bar controls;

Have 6 dedicated cursor positioning keys grouped together to
performthe foll ow ng:

(1) Cursor right,

(2) Cursor left,

(3) Cursor up,

(4) Cursor down,

(5) Hone (moves cursor to upper-left screen corner),
(6) End (noves cursor to lower-left screen corner);

Have separate numeric keypad apart from al phanuneric portion
of keyboard including 4 arithnmetic function keys (+, -, *, /),

a".", numlock key, and an "ENTER' key;

Have a "PRI NT SCREEN' key or a 2-key conbination to send
screen imge to a slave printer

Have the foll ow ng enl arged keys:
(1) Tab,
(2) Enter/return,
(3) shift;
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j. Have a "control" key;
k. Have an "alternate" key;

. Have function keys, keypad, and cursor nmovenent keys
physically separated from QANERTY portion

m Have a physical support feature to provide angle adjustnment
(tilt) of the keyboard;

n. Operate at a speed of at |east 6 keystrokes per second;

0. Provide a separate key for each of the follow ng functions:
(1) I nsert,
(2) Delete,

(3) Repeatable line feed (nmove cursor down 1 |ine upon
depr essi on),

(4) Carriage return (cursor to extrene left of next line),
(5) Tab

(6) Escape,

(7) Upper case lock (change to all capitals),

(8) Shift (single CAP entry),

(9) Break,

(10) Page up,

(11) Page down;

p. Include all software and firmvare drivers required to operate
with the X-term nal and intelligent workstations.

8.4 Mbuse shall

a. Include all software and firmwvare drivers required to operate with
the X-ternminal and intelligent workstations;

b. Be conmpatible with all super-m niconputer, network server, and
intelligent workstation software;

c. Not require a separate power source

8.5 CLIN 0099, X-termi nal Wrkstation shall

a. Support all orderabl e super-mni conputer and network server
sof t war e;

b. Satisfy Attachnent 6 system performance;

c. Include a Basic Display (see paragraph 8.1), Keyboard (see
par agraph C8.3), and Myuse (see paragraph C8.4);

d. Provide connection to | ocal area networKks.

8.6 Intelligent Wirkstations, CLINs 0101-0110. The intelligent
wor kst ati ons include basic and advanced nodel s.

8.6.1 Commpn Requirenents. These workstations shall

a. Support all orderable intelligent workstation, network server,
and super-ni ni comput er sof tware;
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Satisfy Attachnent 6 system perfornmance;

Provi de direct connection to super-mniconputer, network
server, and LAN,

Have a 32-bit internal architecture with a 32-bit data and
address external bus architecture between the m croprocessor
and nenory;

Both intelligent workstations shall run a single-user
wor kst ati on operating systemand a nultiuser workstation
operating system and support a multitasking environnent;

I ncl ude Keyboard (see paragraph C8.3) and Muse (see paragraph
C8.4);

Include | EEE 754 conpliant floating point hardware wth

preci sion ranging fromat |east 10E+38 and 10E-38 (8
significant digits) to at |east 10E+308 and 10E-308 (16
significant digits);

I ncl ude perpetual tinme-of-day clock and cal endar with battery
backup which provides at |east 1 year of operation without
repl acenent ;

Reserved,;

Provi de connection to GOE printers listed in Table C1;

I nclude one (1) 3.5-inch Floppy Di sk Drive;

CLIN 0101, Basic Intelligent Wirkstati on shall include:

Sufficient menmory to support the orderabl e single-user
intelligent workstation software package using the nost

menory, while connected to the host using network drivers,
plus at least 1 MB avail abl e;

A basic display (see paragraph C8.1);

Support nenory expansi on (see paragraph C8.6.6);

One (1) rewitabl e DAS device capable of storing all orderable
si ngl e-user workstation software plus at |east 40 MB of user
st orage avail abl e;

An internal power supply which provides 20% greater out put
than required by the follow ng configuration

(1) Display and video interface board (if necessary),
(2) Muse and interface card (if necessary),

(3) Keyboard,

(4) Maxi mum nenory,

(5) Internal nodemor fax card at the user's discretion

(6) Direct-connect to super-mnicomputer or LAN at the
user's discretion,

(7) One (1) 3.5-inch floppy drive,

(8) An interface to a page printer or a character printer
at the user's discretion,

(9) Basic rewitable DAS devi ce,
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(10) Large rewitable workstati on DAS devi ce,

(11) One (1) internal device in the system or expansion
chassis (e.g. 3.5-inch floppy drive, 5.25-inch fl oppy
drive, DAS backup device, renovable rewitabl e DAS device)
at the user's discretion,

(12) One (1) unused nonproprietary, open architecture 1/0
expansi on sl ot,

(13) One (1) unused serial /0 port.

8.6.3 CLIN 0102, High Res. Basic Intelligent Wirkstation Configuration
Provide a basic intelligent workstation (CLIN 0101) and a high resol ution
di spl ay (see paragraph C8.2) vice the basic display.

8.6.4 CLIN 0103, Advanced Intelligent Wrkstation shall include:

a.

Sufficient menory to support the orderable nultiuser
intelligent workstation software package using the nost

nmenory, while connected to the host using network drivers,
plus at least 1 MB avail abl e;

Support menory expansion to 4 times ninimum configuration

A basic display (see paragraph C8.1);

One (1) rewitable DAS device capable of storing all orderable
nmul tiuser workstation software plus at |east 80 MB of user

st orage avail abl e;

Satisfy Attachnent 6 system performance;

I nternal power supply which provides 20% greater output than
required by the follow ng configuration

(1) Display and video interface board (if necessary),
(2) Mouse and interface card (if necessary),

(3) Keyboard

(4) Maxi mum nenory,

(5) Internal nodemor fax card at the user's discretion

(6) Direct-connect to super-mni conputer or LAN at the
user's discretion,

(7) One (1) 3.5-inch floppy drive

(8) Interface to page or character printer at the user's
di scretion,

(9) Basic rewitable DAS devi ce,

(10) Large rewitable workstati on DAS devi ce,

(11) Any 3 internal devices in the systemor expansion
chassis (e.g. 3.5-inch floppy drive, 5.25-inch floppy
drive, DAS backup device, renovable rewitabl e DAS device)
at the user's discretion,

(12) One (1) unused, nonproprietary expansion bus I/O
sl ot,

(13) One (1) unused serial /0 port.
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8.6.4.1 Desired Capability. Performance is 50% better than the
basic intelligent workstati on m ni rum mandatory requirenments. (See
At t achnent 6)

8.6.5 CLIN 0104, High Resolution Advanced Intelligent Vkstation
Configuration. Provide a basic intelligent workstation (CLIN 0103) and a high
resol ution display (see paragraph C8.2) vice a basic display.

8.6.6 CLIN 0105, Basic Intelligent Wrkstati on Menory Expansion.
Provi de increnental expansion of basic intelligent workstation nenory to at
| east twice the mninmumor sufficient to support the multi-user operating
system whichever is |arger

8.6.7 CLIN 0107, Advanced Intelligent Wrkstati on Menory Expansion
Provi de increnental expansion of advanced intelligent workstation menory to at
| east 4 times the mni mum

8.7 Rewitable Wirkstati on DAS Devices, CLINs 0111-0125.

8.7.1 Common Requirenents. All rewitable DAS devices shall

a. |If renovable, provide a nedia wite protect status indication
to the operating system

b. If not renovable, be capable of concurrently supporting al
intelligent workstation operating systemfornats;

c. Provide self-test error detection and notification

d. Provide power failure and fluctuation protection to insure no
physi cal damage to the drive and the nedia.

8.7.2 CLIN 0111, Intelligent Whrkstation 5.25-inch Floppy Disk Unit.
Devi ce shall be internally nounted and shall read, wite, and fornat diskettes
in at least 360 KB and 1.2 MB 5. 25-inch Ms-DOS conpatible formats.

8.7.3 CLIN 0113, Intelligent Wirkstation 3.5-inch Diskette Unit.
Devi ce shall be internally nounted and shall read, wite, and fornat diskettes
in at least 720 KB and 1.44 MB 3.5-inch Ms-DOS conpatible formats.

8.7.4 CLIN 0115, Intelligent Workstation |Internal Renpvabl e DAS Devi ce shal |

a. Beinternally mounted in the system or expansion chassis;
b. Have at least 100 MB formatted user storage;
c. Include 2 renovable nmedia or drives.

8.7.5 CLIN 0119, Basic Intelligent Wirkstati on DAS Device shall be:

a. Internally nounted in the system or expansion chassis;

b. Capable of storing all orderable single-user workstation
software with at [east 40 MB of fornmatted user storage
remai ni ng.

8.7.6 CLIN 0121, Advanced Intelligent Wrkstati on DAS Devi ce shall be:

a. Internally nounted in the system or expansion chassis;

b. Capable of storing all orderable multiuser workstation
software with at [east 80 MB of fornatted user storage
remai ni ng.

8.7.7 CLIN 0123, Large Wrkstation DAS Device shall
a. Be internally mounted in the system or expansion chassis;

b. Have at |least 300 MB formatted user storage.
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8.7.8 CLIN 0125, Very Large Wrkstati on DAS Device shal l

a. Be internally nmounted in the system or expansion chassis;
b. Have at |east 600 MB formatted user storage.

8.8 Intelligent Wrkstation DAS Backup Device, CLIN 0129-0131

8.8.1 Commpn Requirenents shall include:

a. At least 150 MB on a single nedia el enent;
b. Capability to format bl ank storage nedium if necessary;
c. Ten (10) blank storage nedia with each unit.

8.8.2 CLIN 0129, Internal Intelligent Wrkstation DAS Backup Device
shall be internally mounted in the system or expansi on chassis.

8.8.3 CLIN 0131, External Intelligent Whrkstati on DAS Backup Device
shall interface with the basic and advanced intelligent workstations.

8.9 CLIN 0133, Digitizing Tablet shall

a. Include an electronic stylus, cross hair, and four push-button
cursor with magnification

b. Have at |east 100 points per inch resolution horizontally and
vertically;

c. Be conpatible with graphics software and support both absol ute
coordi nate addressing and rel ative coordi nate addressi ng;

d. Have at least a 12 by 12 inch digitizer surface;
e. Interface to the intelligent workstations.
8.10 CLIN 0135, GOE Bar Code Equiprent Interface(s). Provide an intelligent

wor kstation interface conpatible with the GOE bar code equi pnent
and software listed in Table C1

8.11 CLIN 0137, GOE Optical Disk Interface. Provide an intelligent
wor kstation interface for connection of |1SO 9660 conpatible GOE optical disk
subsystenms. (See Table C-1).

C9 CLIN 0141, Facsinile Card.

Provide fax cards for use with the network server and intelligent
wor kstations. The cards will be provided for worldw de use. The card shall

a. Munt internally in the system or expansi on chassis;

b. Operate at a mni num of 9600 bps when transnitting and receiving
text, bit-mapped data, and graphics with CCITT Goup 3 and 4 FAX
machi nes (FED- STD 1062, 1064, 1065) and fax cards, G oup 4 support
shall be provided within a nutually agreed tine frane (REF: F4.9);

c. Provide ASCII-to-FAX and FAX-to-ASClI| data conversion

d. Provide a printed copy of data and text using character and page
printers;

e. Reserved
f. Include a nbdemthat operates at a mninum of 2400 bps;

g. If required by the nation for which the card is ordered, include
certification of host-nation approval/connection authority. This
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shall be provided within a nutually agreed tine frane (REF: F4.8).

Cl0 Printers,

CLINs 0191-0220.

This section includes printers and interface requirements. The Government
is the sole judge of copy legibility and letter-quality print. The follow ng

devi ces shal

10.1 Page

be provi ded:

Page Printers

Low- speed

- Medi um speed

- Hi gh-speed

- Col or Graphics
Line Printer
Character Printer

Printers, CLINs 0191-0210. Provide page printers capabl e of

both letter-quality text and graphics output.

10. 1.1

a.

g.

Conmon Requirenments. Al page printers shall

Support graphics printing tasks such as inage rotation and
shading (e.g. dithering or determ ning specially calcul ated
dot patterns to achi eve shading);

Provide sufficient printing material, exclusive of paper
(e.g. toner cartridges, toner refills, etc.) for 6 nonths of
usage at the stated duty cycle;

Print the 95-character ASCI| subset (FIPS 1-2);

Print horizontal (landscape) and vertical (portrait) formats;

Provide print resolution of at |east 300 by 300 dots per inch
(dpi) and plot density of 90,000 dots per square inch

(1) Provide a 10 cpi and a 12 cpi (both courier or both
prestige) online for both portrait and | andscape orientations,

(2) Provide a compressed font online for courier or prestige,

(3) Provide the following fonts and styles for both portrait
and | andscape orientations:

Orator-like/Narrator-like 10 cp

Couri er 10 cp
12 cpi
Prestige Elite 10 cp
12 cpi

conpr essed

Letter Gothic 12 cpi
conpr essed

OCR A Size 1 (FIPS 32-1) 10 cp
(Portrait only)

St andard Roman Bol d 8 Poi nt
10 Poi nt
12 Poi nt
Hel veti ca Bol d-1i ke 10 Poi nt
12 Poi nt
14 Poi nt

Provi de page description | anguage conpatible w th publishing
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software, word processing, and conposition graphics packages;
h. Provide software-sel ectable (wi thout manual intervention at

the printer) enulation for HP LaserJet. For the nedi um speed
and the hi gh-speed page printers, also provide at |east one of
the foll ow ng:

(1) Diablo 630,

(2) Epson FX/ MX

(3) IBMProprinter;

i. Process 8.5 by 11-inch and 8.5 by 14-inch cut sheet, 16- to
20-1 b paper;

j. Page printers except the color page printer process envel opes;

k. Page printers except the color page printer process |abels;

. Print 85 by 11-inch transparencies;

m Provide both automati c and nanual paper feed except for the
hi gh- speed page printer which shall provide automatic paper
f eed;

n. Automatically collate and stack output such that output is in
ascendi ng sequential order, and, in the case of multiple
copi es, each copy is self contained, not grouped;

0. Provide controllers, connection devices, and cabl es necessary
to interface with the super-mni conputer, network server, and
intelligent workstations.

10.1.2 CLIN 0191, Low speed Page Printer shall

a. Use laser, ion deposition, or light enmitting di ode based
t echnol ogy;

b. Provide a duty cycle of at |east 2,500 pages per nonth;

c. Provide a steady state print speed of a m ni mum of 240
lines of text per minute online or the equivalent of a
m ni mum 4 page per minute (ppn) of 8.5 by 11-inch, 20-1b
copi er paper;

d. Provide a conbined text and graphics steady state print
speed of a mnimumof 1 ppmof 8.5 by 11-inch, 20-1b
copi er paper;

e. Have an input hopper and output stacker, each with at
| east a 150-sheet, 20-1b copier paper capacity.

10.1.2.1 Desired Capabilities are:

a. Print barcode |abels;
b. Provide duplex printing;
10.1.3 CLIN 0193, Low speed Page Printer Menbry Expansion. Provide

expansi on of the | ow speed page printer nmenory so a fully configured systemis
capabl e of printing one page, processing a second, and receiving a third.

10.1.4 CLIN 0195, Medium speed Page Printer shall

a. Use laser, ion deposition, or light emtting diode based
t echnol ogy;

b. Provide a duty cycle of at |east 5,000 pages per nonth;
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c. Provide a steady state print speed of a m ni mum of 480
lines of text per minute online or the equivalent of a
m mum 8 ppmof 8.5 by 11-inch, 20-1b copier paper

d. Provide a conbined text and graphics steady state print
speed of at least 2 ppmof 8.5 by 11-inch, 20-1b copier
paper;

e. Have an input hopper and output stacker which each have at
| east a 200-sheet, 20-1b copier paper capacity;

10.1.4.1 Desired Capabilities are:

a. Print barcode | abels;
b. Provide duplex printing;

10.1.5 CLIN 0197, Medium speed Page Printer Menory Expansion
Provi de expansi on of the medi um speed page printer nmenory so a fully
configured systemis capable of printing one page, processing a second, and
receiving a third.

10.1.6 CLIN 0199, Hi gh-speed Page Printer shall

a. Use laser, ion deposition, or light emtting diode based
t echnol ogy;

b. Provide a duty cycle of at |east 40,000 pages per nonth;

c. Provide a steady state print speed of a m ni mum of 1200
lines of text per mnute online or the equival ent of at
| east 19 ppmof 8.5 by 11-inch, 20-1b copier paper

d. Provide a conbined text and graphics steady state print
speed of a mnimumof 5 ppmof 8.5 by 11-inch, 20-1b
copi er paper;

e. Have an offset paper stacker (may be satisfied by
automatic insertion of colored paper between copies);

f. Have an input hopper and output stacker which each have at
| east a 500-sheet, 20-1b copier paper capacity;

10.1.6.1 Desired Capabilities. The printer shall

a. Print barcode | abels;
b. Provide duplex printing;
10.1.7 CLIN 0201, Hi gh-speed Page Printer Menpbry Expansion. Provide

expansi on of the high-speed page printer nenory so a fully configured system
is capable of printing one page, processing a second, and receiving a third.

10.1.8 CLIN 0203, Color Page Printer which shall

a. Use either laser-based, wax transfer-based, or equival ent
t echnol ogy;

b. Provide a mnimm of 4096 col ors;

c. Have an input hopper with at |east a 100-sheet capacity
and output stacker with at |east a 50-sheet, 20-1b copier
paper capacity;

10.1.8.1 Desired Capability. Provide duplex printing;

10.1.9 CLIN 0205, Color Page Printer Menory Expansion. Provide
expansi on of the col or page printer nenory so a fully configured systemis
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capabl e of printing one page, processing a second, and receiving a third.

or

cart for

10.1.10 CLIN 0207, Page Printer Stand/Cart. Provide a standard stand

10.2 CLIN 0211, Line Printer shall

a. Provide an initial supply of 6 ribbons;

use with the page printers which provides storage for

paper, toner,

b. Operate with the 95-character ASCI| subset (FIPS 1-2);

c. Print at |east 132 characters per |ine when printing 10

characters per inch (cpi);

d. Process continuous feed fan-fold stock with | engths rangi ng
from3 to 14-inches and widths from4 to 16 inches;

e. Have vertical spacing of 6 and 8 |lines per inch
f. Have horizontal spacing of 10 cpi

g. Require no special tools to replace the ribbon

h. Have start, stop, and formfeed sw tches and controls which
are easily accessible to the operator fromboth the front and

rear of the printer;

i. Provide an operator control panel with the foll ow ng:

(1) Qut of paper indicator with automatic print halt,

(2) On/off status indication for power,
(3) Printer ready/standby indicator

(4) Reset switches for fault conditions,
(5) Paper feed controls,

(6) Error indicators,

(7) Onlinel/off-line swtch,

(8) Line advance switch,

(9) Top-of-formor page advance;

j. Have operator adjustable character penetration and phasing;

k. Print an original and at |east 5 | egible copies;

|. Have operator controlled horizontal and vertica
al i gnment ;

m Provide the foll owi ng program sel ectable contro
(1) Single and doubl e space printing,
(2) Miltiple line skip
(3) Skip to a specific line,
(4) Page ejection or equivalent,

(5) Top-of-formand forms control

form

f eat ur es:

n. Provide off-line diagnostics which include print test and

ri bbon notion check

etc.
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Provi de controllers, connection devices, and cabl e necessary
to interface with the super-m ni computer and network server;

Print at least 1200 lines per mnute (I pm online using
64- character subset (FIPS 1-2);

Have at | east a 2000- page power-stacker output paper bin.

10.3 CLIN 0213, Character Printer shall

a.

Print the 95-character ASCI| subset (FIPS 1-2) and the |BM
Ext ended Graphics Character Set;

Provi de manual vertical and horizontal paper adjustnment;
Provide cables, controllers, and connection devices necessary
to interface with all workstations, network server, and

super - m ni conput er;

Process standard cut sheet paper and continuous feed fanfold
stock with widths of 3 to 15 inches;

Provi de hardware and software-sel ectable vertical spacing of 6
and 8 lines per inch (lpi);

Provi de a pressure feed nechani sm and either sprocket-pin or
tractor feed;

Have all controls and switches easily accessible to the
operator;

I ncl ude an output paper tray for fanfold paper

Print draft quality of at l|east 200 cps online with 80
characters per line at 6 |pi using the 95-character subset;

Print near-letter quality of at least 50 cps with 80
characters per line at 6 |pi using the 95-character subset;

Provide a m ni mrum sel ectabl e resol uti on of 90,000 dots per
square inch

Print text and graphics;
Print on acetate transparencies;

Provi de Couier and Prestige Elite print styles in 10-pitch,
12-pitch, and conpressed;

Provide OCR A (size 1, FIPS 32-1) print style;

Provi de bold, double-strike, italic, superscript, subscript,
underline, and proportional spacing;

Print an original and 5 | egible copies using both fan fold
paper and single feed paper sets. Fan fold paper is standard
6-part paper. Single feed paper set are made up of one 20-Ib
page (first page) and 5 carbon sets of onion skin thickness.
Reserved

Provi de single color (black) printing;

Include 6 single-color (black) ribbons. [If different ribbons
are required for acetate, include an additional 6 single-color
ri bbons for the acetate;

Require no special tools to replace ribbon
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v. Have a minimum buffer space of at |east 8 KB

10.4 CLIN 0215, Character Printer Buffer Expansion. Provide increnental
expansi on of printer buffer to at |east 40 KB

10.5 CLIN 0217, Character Printer Stand/Cart. Provide a standard
desk-hei ght stand or cart for input paper to be stored and fed from under the
printer.

10.6 CLIN 0219, Character Printer Cut Sheet Feeder shall

a. Accept paper with widths from7 to 13.5 inches and | engths of
8.5 to 14 inches;

b. Have an input bin with a mninum capacity of 50 sheets;

c. Have an automatic collating output bin with a mni mum capacity
of 50 sheets;

d. Accept a mininmumof 16- and 20-1b bond paper;

e. Include an output paper tray for cut sheet paper, if different
fromthe fanfold paper output tray.

Cl1 CLIN 0221, Plotter.

Provide plotter(s) conpatible with the business graphics, conposition
graphics, free form graphics, and conputer aided design packages. The
plotter(s) shall

a. Have a programmabl e multipen changer with a mni nrum of 8
sel f - cappi ng pens;

b. Accept draft, ball-point, and fiber-tipped pens ranging in size
from0.2 Mmto 1.0 mm

c. Draw at a rate of at |east 10 i nches per second;

d. Accept standard bond paper, transparencies, nylar, and vellum
(transparenci es shall take no longer than 5 mnutes to dry);

e. Have a resolution of at |east 0.07 nm
f. Have repeatability of at |east 0.06 nm
g. Plot, as a mnimm the 95-character ASCI| subset (FIPS 1-2);

h. Include an initial supply of 2 sets each of 0.2 nm acetate pens
and 0.2 mm paper pens;

i. Accept ANSI Y14.1 standard A (8.5 by 11-inches), B (11 by 17
i nches), standard C (17 by 22 inches), D (22 by 34 inches), and E
(34 by 44 inches) paper sizes (up to two plotters can be provided
to neet this requirenment);

j. The plotter shall be HP G aphics Language conpati bl e;

Include controllers, connection devices, and cabl e necessary to
interface with the super-m niconputer, network server, and
intelligent workstations.

Cl2 Scanner Hardware, CLINs 0223-0230.

12.1 CLIN 0223, Scanner shall

a. Use the scanner software for the super-m niconputer, network
p server, and the intelligent workstations to provide both inage
scanni ng and optical character reader capability;
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b. Scan black ink and carbon based colors to include half-toning
| ogi ¢ which supports 4 hal f-tone pattern sel ections and at
| east 32 gray levels for half-tone renderings;

c. Handle docunents ranging from6 by 6 to 8.5 by 14-inches and
paper from 16- to 30-1b weight;

d. Able to adjust and control the top, bottom and both side
mar gi ns via operator direction;

e. Scan and recognize as a nminimuman 8.5 by 11-inch sheet of
paper with mnimum nmargins of 0.25 inch on all sides in |less
than 60 seconds;

f. Retain 98% accuracy with a skew of up to 0.67 inches over 7
i nches;

g. Have a mininumresolution of 300 by 300 dpi
h. Comply with FIPS 32-1, FIPS 85, FIPS 89, and FIPS 90;

i. Have ROM based di agnostics which provide visual or audible
i ndi cati on when a fault is detected;

j- Include necessary interface cables, controllers, and connectors

12.1.1 Desired Capabilities are:

a. Have a 99.5% scan accuracy;
b. Be able to scan bound material (i.e. books, magazines);
c. Be able to read nore than one font fromthe same page.

12.2 CLIN 0225, Scanner Autonmti c Sheet Feeder shall

a. Feed a mininmmof twenty (20) 8.5 inch by 14-inch sheets of
20-1b bond paper at a rate such that the scanner does not wait
for a paper feed;

b. Accept a minimmof 16- to 24-1b paper.

Cl13 Power Conditioning and Distribution Unit, CLIN 0231-0240.

These units shall accept input power as specified in Attachnment 9,
paragraph 3 and shall provide output power for super-m nicomputer equi pnment
and data storage devices connected to the super-m niconputer which neets
original equiprment manufacturer's specification for operating power.

13.1 CLIN 0231, 75-user Power Conditioning and Distribution Unit.
Provi de support for a 75-user Super-m niconputer.

13.2 CLIN 0233, 75- to 128-user Power Conditioning and Distribution Unit Upgrade.
Provi de support for a 128-user Super-m ni conputer.

13.3 CLIN 0235, 128- to 192-user Power Conditioning and Distribution Unit Upgrade.
Provi de support for a 192-user Super-mn ni computer.

13.4 CLIN 0237, 192- to 256-user Power Conditioning and Distribution Unit Upgrade.
Provi de support for a 256-user Super-m ni conputer.

Cl4 Uninterruptible Power Supplies (UPS), CLINs 0241-0280.

Uninterruptible power supplies shall be provided for super-m niconputers,
network servers, and intelligent workstations. These devices nmay be either

internal or external to the supported system These devices will be used
wor | dwi de.
14.1 Common Requirenents shall include:
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a. Require no change in operation and shall prevent |oss of data for
connect ed equi pnent during automatic transition fromand return to
conmer ci al power;

b. In the event of a total power blackout, the UPS shall nmintain
100% power for a period of tinme necessary to performan orderly
shut down of the connected equi prent;

c. Al data shall be recovered uncorrupted and no damage to connected
equi prent shall occur during blackouts (incremental steps of
degraded node are acceptabl e);

d. Recharge during normal conditions and shall not vent corrosive and
expl osi ve gases;

e. Visual and audible alarmwhen | oss of power and | ow power occur

f. Accept input power as specified in attachnent 9, paragraph 3 and
shal | provide output power which nmeets original equipnent
manuf acturer's specification for operating power.

14.2 Super-mniconputer UPS, CLIN 0241-0247. Provide software shutdown
and support the specified super-mniconputer with the foll ow ng peripherals for at |east
m nut es:

a. A magnetic tape subsystemw th 2 drives;

b. A DAS backup subsystemwi th 2 drives;

c. Two (2) renmovable rewitabl e DAS devices;

d. A high-speed page printer;

e. 56 Kbps super-mni computer X. 25 Port.
14.2.1 CLIN 0241, 75-user Super-mi ni conputer UPS.

14.2.2 CLIN 0243, 75- to 128-user Super-m ni conput er UPS Upgr ade.

14.2.3 CLIN 0245, 128- to 192-user Super-m ni conput er UPS Upgr ade.

14.2.4 CLIN 0247, 192- to 256-user Super-m ni conput er UPS Upgr ade.

14.3 CLIN 0249, 256-user Super-m ni conputer UPS Upgrade. Provide
sof tware shutdown and provi de expansi on to 256-user super-m ni conputer UPS
(CLIN 0247) until it can support the follow ng configuration for at |east 15
m nut es:

a. A super-mniconputer configured to support 256 concurrent users;
b. A high-speed page printer

c. A magnetic tape subsystemwi th 2 drives;

d. A DAS backup subsystemwith 2 drives;

e. Atotal 32 GB of user storage;

f. Two (2) renopvable rewitabl e DAS devices;

g. Two (2) WORM DAS devi ces;

h. Two (2) CD ROM DAS devi ces;

i. 56 Kbps super-nmniconmputer X 25 Port.

14.4 CLIN 0251, Network Server UPS shall support the followi ng network
server configuration for at |east 10 m nutes:
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a. A network server configured to support maxi mum concurrent users;

b. Sufficient rewitable DAS to store all network server software
plus 4 GB avail able for user storage;

c. A DAS backup subsystem

d. A LAN interface;

e. Maxi mum asynchr onous connecti ons;
f. X 25 interface.

14.5 CLIN 0261, Basic Intelligent Wrkstation UPS shall support the
followi ng basic intelligent workstation configuration for at |east 5 nminutes:

a. Display and video interface board (if necessary);

b. Muse and interface card (if necessary);

c. Keyboard

d. Maxi mum nenory;

e. One (1) 3.5-inch floppy drive;

f. Basic rewitabl e DAS device;

g. Large rewitable workstati on DAS device;

h. Any 1 workstation internal device (e.g. 3.5-inch floppy drive,
5.25-inch floppy drive, DAS backup device, renovable rewitable
DAS device) at user's discretion.

14.6 CLIN 0263, Advanced Intelligent Wrkstation UPS shall support the
fol I owi ng advanced intelligent workstation configuration for at least 5
m nut es:

a. Display and video interface board (if necessary);

b. Muse and interface card (if necessary);

c. Keyboard

d. Maxi mum nenory;

e. One (1) 3.5-inch floppy drive;

f. Basic rewitabl e DAS device;

g. Large rewitable workstati on DAS device;

h. Any 3 workstation internal devices (e.g. 3.5-inch floppy drive,
5.25-inch floppy drive, DAS backup device, renovable rewitable

DAS device) at user's discretion.

Cl5 Overall Software Requirenents.

Software includes the follow ng functional areas: operating system and
utilities, database software, communications software, progranmm ng | anguages,
applications devel opnent utilities, office autonmation, specialized software,
and publishing software. The software for each of these functional areas
shal |l satisfy the general requirements specified bel ow

15.1 Conpatibility. Hardware and software conpatibility shall be
mai nt ai ned throughout the life of the contract. These features shall include:

a. Software for one super-mniconputer shall be object code
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npati ble with any other super-m ni conputer;

b. Intelligent workstation software shall be source code conpatible
bet ween operating systens (e.g. single-user operating system
mul tiuser operating system;

c. Applications software devel oped for the network server shall be
source code conpatible with both the super-m ni conputer and the
intelligent workstation

d. Associated software for the super-m ni computer, network server,
and nmultiuser workstation (e.g. word processor to word processor)
shall be data file conmpatible (use of filters is allowed if
transparent to the user);

e. Al utilities and applications shall utilize a feature to
establ i sh user display environnent, printer environnent, and
keycode mappi ng;

f. A keycode napping capability shall be provided for GOE listed in
Table C 1;

g. GOE terminals listed in Table C-1 shall be supported in a
character node by all super-m ni conputer software except the
i ntegrated wi ndow environment (CLIN 1097), Conputer Aided Software
Engi neering tools (CLIN 1161), business graphics (CLIN 1263),
conposition graphics (CLIN 1279), free-form graphics (CLIN 1287),
and publishing software (CLINs 1305-1332).

h. The super-mni conputer and intelligent workstation software shal
provide simlar capability with a consistent user interface and
yi el d consistent results.

15.2 System Security. Systems software shall be at |east in the vendor
assi stance phase of the National Conputer Security Center (NCSC) eval uation
process prior to the Live Test Denobnstration (LTD). The Contractor shall neet
requirenents in Attachment 7. The systenms software shall be evaluated within
a nmutually agreed tine frame. (REF. F4.8)

15.2.1 Multiuser TCB. The super-m ni conputer, network server, and
wor kstation multiuser operating systens shall be certifiable as trusted
conputing base level Bl as defined in DOD 5200. 28- STD, Decenber 1985. The
user shall be able to select between Bl and C2 security levels during system
generation. Once a user at a site selects to run the systemat a Bl TCB
level, the user will not fall back to running a C2 TCB. All other nultiuser
software shall support processing in a multilevel security node.

15.2.1.1 C2 Certifiable. Al systens shall be C2 certifiable.

15.2.1.2 |InterimBl. At contract award, the |label integrity
functions shall be inplenented.

15.2.1.3 Bl Evaluation. Any changes required to achieve Bl
eval uation as defined in attachment 7 subsequent to LTD testing shall not
degrade performance of the super-mnicomputer nore than 10 percent. This
shal | be denpbnstrated at the post-award TCB test. (See also section E)

15.2.1.4 Miltilevel Security Mde, under operating system
control, shall provide the capability to pernmit various categories and types
of classified and unclassified infornation to be concurrently stored and
processed in a system It shall permt concurrent selective access by
uncl eared users and users having different security clearances and
need-to-know. Users without clearances will be linmted to US mlitary
personnel, US civilian federal enployees, and US Governnent contractors. The
system shall maintain the identification, segregation, and control of users
and classified naterial on the basis of security clearance, and need-to-know
under operating system control and associ ated system software.

15.2.2 Workstation Single-user TCB. The workstation single-user
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operating systemshall be C2 certifiable.

15.2.3 Sign-on Tries. The user shall be denied system access after a
security adm nistrator-defined nunber of unsuccessful sign-on attenpts.

15.2.4 Warning Screen. Before the system becones operational a
war ni ng screen shall be displayed on the systemconsole. The warning screen
shal | be displayed after acceptance of user's password.

15.2.5 WArning Screen Mdification. The screen warning shall be
nodi fiable only by the security adnministrator. The screen warning shal
remain on the screen until the user initiates sone action (e.g. strikes any
key on the keyboard). The screen warning to be displayed is as foll ows:

** WARNI NG ** CAUTI ON ** WARNI NG ** CAUTI ON ** WARNI NG ** CAUTI ON **

UNAUTHORI ZED ACCESS TO THI'S UNI TED STATES GOVERNMENT COVPUTER
SYSTEM ANDY OR SOFTWARE |'S PRCHI BI TED BY PUBLI C LAW 98- 473.

Public Law 98-473, Chapter XX, Paragraph 1030 states, "Whoever
knowi ngl y accesses a conputer wi thout authorization, or having
knowi ngly accessed a conputer with authorization ... obtains, uses,
nodi fies, destroys, or discloses ..., or prevents authorized use of
data or a conputer owned by or operated for the Governnent of the
United States ... shall be punished by ... a fine ... or ...

i mprisonment." The punishnents range up to $100, 000 and 10 years

i mprisonnment, dependi ng upon the nature and extent of the violation

REPORT UNAUTHORI ZED USE OR ACCESS TO THE SYSTEM SECURI TY OFFI CER
TELEPHONE:  (###) ###- #### or DSN ##t#- ###H#H

** WARNI NG ** CAUTI ON ** WARNI NG ** CAUTI ON ** WARNI NG ** CAUTI ON **

15.2.6 Password Aging. A password aging feature shall be provided
whi ch requires the user to select a new password upon being pronpted for a
peri odi ¢ change of password.

15.3 Application Portability Profile. Al software shall conply with the
Nati onal Institute of Standards and Technol ogy's (NI ST) Application
Portability Profile (APP) and with all the specifications devel oped by the
PCSI X Wor ki ng Groups, approved, and subsequently published by NI ST as FIPS.

15.3.1 POSI X Conpliance. Al operating systems shall conformto FIPS
151-1 to include the PQOSI X conpliant UNI X-to-UN X Copy Protocol (UUCP), chown,
and job control. Strictly conform ng POSI X software and application prograns
delivered under this contract shall be Iinked and executed under the revisions
of the POSI X operating system wi thout Government nodification to the software
and application progranms. (See al so paragraph H32)

15.3.2 Shell and Uilities Conpliance. Al software shall conformto
the | EEE P1003.2 for Shell and Uilities to include the Software Devel opnent
Uilities option, the C Language Devel opnent Uilities Option, the C Language
Bi ndi ngs Option, and the FORTRAN Devel opment Uilities option within a
nmutual Iy agreeable tinme franme from acceptance and publication of the
standard. (REF: F4.8)

15.3.3 Real-tine Extensions Conpliance. Al software shall conform
to the | EEE P1003.4 for Real-tinme Extensions within a nutually agreeable tine
frame from acceptance and publication of the standard. (REF: F4.9)

15.3.4 Ada Language Bindings Conpliance. Al software shall conform
to the | EEE P1003.5 for Ada Language Bindings within a nutually agreeable tine
frame from acceptance and publication of the standard. (REF: F4.9)

15.3.5 Trusted System Extensi ons Conpliance. Al software shal
conformto the | EEE P1003.6 for Trusted System Extensions within a nutually
agreeable tine frame from acceptance and publication of the standard.

(REF:  F4.9)
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15.3.6 System Administration Conpliance. Al software shall conform
to the | EEE P1003.7 for System Admi nistration within a nutually agreeable tine
frame from acceptance and publication of the standard. At contract award the
software shall 1nclude SVID functions or simlar capability for acct, nount,
nice, ulimt, unount, ustat, chroot, and profile. (REF: F4.9)

15.3.7 Transparent File Access. All software shall conrmto the
| EEE P1003.8x for Transparent File Access within a nutually agreeable tine
frame from acceptance and publication of the standard. (REF: F4.9)

15.3.8 FEORTRAN Langquage Bindi ngs Conpliance. Al software shal
conformto the | EEE P1003.9 for FORTRAN Language Bindings within a nutually
agreeable tine frame from acceptance and publication of the standard.

(REF:  F4.9)

15.3.9 User Interface. Al software shall conformto FIPS 158 and to
the | EEE P1201.x for User Interface (X-Wndows) Standards within a nmutually
agreeable tine frame from acceptance and publication of the standard. Al
software shall provide a graphical user interface (GJ) (e.g. Open Look or
Motif), and tool box (e.g. Extensible Virtual Tool Kit). (REF: F4.8)

15.3.10 |Integrated Software Engineering Environnents (ISEE) and Tools. Al
Software shall conformto the Portable Conmon Interface Set (PCIS) or the Portable Conputer
Tool s Environment (PCTE+) and Source Code Control System (SCCS) standards within a nutually
agreeable tine frame from acceptance and
publication of the standard. (REF: F4.9)

15.3.11 Renpte Database Access. Al software shall conformto
Generi c Dat abase Access and SQL Specialization standards within a mutually
agreeable tine frame from acceptance and publication of the standard.
(REF: F4.9)

15.3.12 Renpte Procedure Call (RPC). All applications shall be
provided with software for transparent |inkage across dissimlar hardware
pl atforns and operating systems in accordance with ANSI X3 T5.5 RPC within a
nmutual |y agreeable tinme frame from acceptance and publication of the
standard. (REF: F4.9)

15.3. 13 Extended System Functionality. Wen additional FIPS PUBs are
adopted, they shall take precedence. The Contractor shall provide extended
system functionality for base commands, functions, comrands and utilities,
systeminterfaces and headers, and supplenentary definitions that conplies
with one of the foll ow ng:

a. X/ Open Common Applications Environnent (CAE) as specified in
X/ Open Portability Guide Issue 3 (XPG) - volunes 1, 2, and 3;

b. AT&T SystemV as specified in SystemV Interface Definition
(SVID) Third Edition - volumes 1, 2, and 3;

c. Open Software Foundation (OSF) as specified in OSF/ 1.

15.4 Device Drivers. All super-mniconputer software shall include
drivers for all super-mniconputer devices. Al network server software shal
i nclude drivers for all network server devices. All workstation software
shall include drivers for all workstation devices. Dynanmc binding of device
drivers at run tine is acceptable. These drivers shall fully utilize the
capabilities of each device.

15.5 Run Tine Versions. Run tinme versions of all software shall al so be
provi ded, if avail able.

Cl6 Operating Systens, CLINs 1001-1010.

16.1 Conmon Requirenments. All operating systens shall

a. Comply with TCB and APP st andar ds;

b. Provide online docunentation for conmands, systens calls, and
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functions which shall
(1) Scroll forwards and backwards,
(2) Be printable on all printers using all printable
attributes (e.g. underlines, boldface, highlighting, italics,
tabs, carriage returns, paragraphing, etc.),

(3) Be printable on all GOE printers (Table C 1) using al
printable attributes,

(4) Provide capability for authorized users to add nanual s
and docunentation to the online library,

(5) Prevent unauthorized nodification of manual s and
document ati on,

(6) At the option of the system adm nistrator, not refornat
the docunentation text each tinme it is utilized;

c. Provide spooling of output data to | ocal and networked devices
(e.g., printers, plotters, fax cards, etc.);

d. Provide comunication (e.g., pass data, pass paraneters, pass
addresses, create and destroy uni que nmessage interfaces, and send,
recei ve, and acknow edge nessages of at |east 2048 bytes) between
programs, nodules, and routines witten in Ada, COBOL, FORTRAN
Pascal, C, and the Fourth Generation Language (4Q);

e. Provide the calendar date and tinme of day to the sane resol ution
as the tinme of day clock and be accessible to all the programm ng
| anguages via systemcall in the follow ng formats:

(1) Julian date of YYDDD with time as HH MM SS. SS,
(2) Date of DDMbnthYYYY with tinme as HH MM SS,
(3) Date of DDMMWY with tine as HH MV SS;
f. Provide a windowi ng user interface into the operating system

16.2 Workstation Operating Systens, CLINs 1001-1003.

16.2.1 Common Requirenents. Al workstation operating systens shall

a. Support a multitasking environnent;
b. Support at |east 20 concurrent user-processes;
c. Run the workstation software packages;

d. Include Network File System (NFS) conpati bl e protocol support
for the LAN

e. Provide interchange of user data via network interconnect;

f. Read and wite M5-DOS compatible file formats and provi de
direct interchange of user data via floppy nedia;

g. Have a shell that runs, unnodified, Ms-DCS version 3.3 or
hi gher applications to include those listed in Table C1

16.2.2 CLIN 1001, Single-user Whrkstation Operating System  Support
a single user in a multitasking environnment. Be at |east C2 TCB certifiable.

16.2.3 CLIN 1002, Single-user Wrkstation Operating System Configuration. Provide
the following software as a bundl ed configuration

a. Single-user workstation operating system (CLIN 1001);
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b. Single-user operating systemutilities (CLIN 1015);

c. Single-user workstation integrated w ndow environment

(CLIN 1091);
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d. Single-user workstation integrated menu system (CLIN 1099);

e. Single-user workstation | EEE 802.3 interface software

(CLI'N 1539).

CLIN 1003, Multiuser Wrkstation Operating System
users.

Support at

Support at |east 2000 uni que user identifiers and
Bl TCB certifiable.

666

16.2.5 CLIN 1004, Miltiuser Wrkstation Operating System Configuration
foll owi ng software as a bundl ed configuration:

a. Miltiuser workstation operating system (CLIN 1003);

b. Miltiuser operating systemutilities (CLIN 1011);

c. Miltiuser workstation integrated w ndow environnent
(CLI'N 1093);

d. Miltiuser workstation integrated nmenu system (CLIN 1101);

e. Miltiuser workstation | EEE 802.3 interface software
(CLI N 1540).

16.3 CLIN 1005, Network Server Operating System shall

16.3.1

sessi ons.

a. Support at

| east 64 concurrent client sessions;

b. Provide direct interchange of user data via network
i nterconnect;

c. Include NETBI OS and NFS conpati bl e protoco

LAN;

d. Support at
certifiable;

| east 10, 000 uni que user identifiers and be Bl TCB

support for the

e. Provide users with renbte access to mass storage for file

server functions (includes capability for each user to assign
cal drive designators to at

| ogi

f. Provide print server functions for

| east 20 directories);

users to route output to

any print-spooler and printer attached to the network;

g. Provide communi cations server functions for users access to

X. 25,

and asynchronous comuni cati ons.

Desired Capability. Support nmore than 64 concurrent

16.4 CLIN 1006, Network Server Operating System Configuration

the following software as a bundl ed configuration

a.

b

Net wor k server operating system (CLIN 1005);

Net wor k
Net wor k
Net wor k
Net wor k

server

server

server

server

operating systemutilities (CLIN 1012);
performance nmonitoring (CLIN 1021);
i ntegrated wi ndow environment (CLIN 1095);

i ntegrated nmenu system (CLIN 1103);
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f. Network server |EEE 802.3 interface software (CLIN 1421).
16.5 CLIN 1007, Super-m niconputer Operating System

16.5.1 Comon Requirenents.

16.5.1.1 Conpatibility. The same operating system shall be
provided for all super-m niconputer configurations.

16.5.1.2 Password User-1D Conbinations. The systens shal
support, at a mnimm 10,000 uni que user ID and associ ated password
conbi nati ons and be Bl TCB certifiable. Include CDRLs FOO01 through FO11l with
delivery of the super-m niconputer operating system Also see attachnent 7,
par agraph 3.7.

16.5.1.3 Concurrent Processing. The operating system shal
support concurrent interactive processing, program devel opnent, and background
processi ng.

16.5.1.4 Power Failure. Wen installed with the UPS and in the event of a
power failure, the systemshall provide an orderly shut down of
system operations (i.e., software shutdown) w thout |oss of data and queued
entries.

16.5.1.5 Defective DAS. The operating system shall detect and
bypass defective DAS areas (i.e. assign alternate tracks when errors are
det ect ed) .

16.5.1.6 Start Up. The operating system start-up procedures
shall test to verify that all super-m ni conmputer conponents, excluding
wor kst ati ons and the system consol e, are functional and shall generate a
nessage to the operator identifying detected probl ens.

16.5.1.7 |Interactive Processing. The operating system shal
support interactive processing to include:

a. Application prograns and file creation, editing, and
nodi fication froma workstation;

b. Sending and receiving data files and word processing
docunents between the super-nini computer, network servers,
and the intelligent workstation;

c. Al users on all workstations shall be able to run
background processes;

d. The nunber of user processes shall be determ ned by the
system adni ni strator through tunabl e paraneters;

e. Al related nessages and out put generate by a program
shall be directed to the originating workstation; however,
the operating systemshall provide redirection of output;

f. Automatically log-off any session which has been inactive
for a period of time specified by the system adm ni strator
with a screen warni ng nessage and audi bl e warni ng gi ven at
| east one mnute prior to automatic |og-off.

16.5.1.8 System Resources. The operating system shall provide
nmechani sns for controlling allocation of systemresources anpbng active
processes (interactive and background). This function shall be transparent to
the users. The operating systemshall be able to allocate at |least 1 MB of
addressabl e nenmory (real or virtual nenory) for each user signed on the system
and each background task. Menory nmanagenent shall mninize fragnented nenory
al I ocati on.

16.5.1.9 Renpte Super-m niconputer System Administration. The
renote system consol e shall be connected by dedicated and manual |y swi tched
di al -up phone line. The Government will provide the phone line. The renote
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super-m ni conput er system access facility shall, within security constraints,
i ncl ude support for

a. Initial programl oads;

b. Start and stop processes;
c. Changing date and tine;
d. Consol e nessages;

e. Changi ng between mai ntenance, single user node, and
mul ti user node;

f. Oher system operator functions;
g. Power on and off or shutdown and restart;
h. Di agnostics.

16.5.2 Desired Capabilities are:

a. Provide paranmeter changes without requiring a remake of the
kernel and reboot of the system

b. Provide a facility for |ocal and networked disk mrroring or
di sk shadow ng.

16.6 CLIN 1008, Super-m ni conputer Qperating System Configuration
Provide the followi ng software as a bundl ed configuration:

a. Super-mni conputer operating system (CLIN 1007);

b. Super-m ni conputer operating systemutilities (CLIN 1013);

c. Systemusage accounting utility (CLIN 1017);

d. Super-m ni conputer performance nonitoring (CLIN 1023);

e. Super-m ni conputer integrated wi ndow environment (CLIN 1097);

f. Super-mniconputer integrated nmenu system (CLIN 1105);

g. Super-mniconputer |EEE 802.3 interface software (CLIN 1419).

16.7 CLIN 1009, Super-m niconputer Operating System Source Code License.

The Contractor shall provide a source code and license for the
super-m ni conput er operating systemto include all updates. |If any

prelicensing applies, the Government will show appropriate proof of prelicense
prior to receiving source code and |license.

Cl7 Multiuser Operating SystemUtilities, CLINs 1011-1014.

Provi de an operating systemlevel utilities package for each multiuser
operating system These utilities shall have a consistent user interface.
These utilities shall support processing in multilevel security node.

Multil evel security shall be a available within a nmutually agreed tine frame. (REF

and F4.9)

17.1 Commpn Requirenents.

17.1.1 Data File Managenment System (DFMS) shal l
a. Control space allocated for directory files;
b. Prevent deadl ock conditions;

c. Provide transparent use of files by all |anguages (e.g.
COBOL prograns can, w thout change, use files created and

C
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mai nt ai ned by C, FORTRAN, Ada, etc.);

Provide routines for creation, nmaintenance, and processing
of consecutive (e.g., sequential access), relative (e.qg.
random access), stream (e.g., regular), indexed, alternate
i ndexed, and print files. Support record Iengths of up to
2000 bytes;

I ndexed files shall support:

(1) An index key of any value up to 250 bytes | ocated
anywhere in the |ogical record,

(2) At least 10 alternate keys of any value | ocated
anywhere in the |ogical record,

(3) An alternate key length sumof up to 250 bytes,

(4) Duplicate values for the alternate keys.

17.1.2 Sinmultaneous File Access. The operating system access
schenes shall allowa file to be shared concurrently anmong any nunber of

aut hori zed users,

but shall protect against conflicts which may result from

simul taneous witers of a file. The operating system shall

a.

Prohibit 2 or nore tasks fromupdating the sanme file at
the sane tine;

Provide multiple tasks "read only" access of the sane file;

Wthin security constraints, support the ANSI 3.27-1978
standard nagnetic tape | abel system

Have a | abeling systemfor all other secondary storage
(i.e., WORM DAS Backup, Rempvabl e DAS, and other writable
renovabl e nedi a) including autonmatic checking of |abels;

Provi de use of nmagnetic tapes with nonstandard | abels and
tapes without | abels;

Provi de capability for the system adm nistrator and file
owner of a file and directory to define access rights to
the file and directory for specific users and user groups
to include read, wite, and execute for the owner, the
group, and all others.

17.1.3 System Managenent Functions. Wthin security constraints, the

operating systens shall

a.

b

Allow only the systemadm nistrator to performthe
foll owi ng functions:

(1) Conplete access and permission to all files on
the system as nediated by the TCB

(2) Change user |ID and password conbi nation (e.g.
assign a new password to a user |ID and override the
exi sting password),

(3) Place all addressabl e devices online and off-1ine
by | ogi cal nane and by physical address,

(4) Restrict any functions to groups of users as
appropri at e;

Provi de the system adm nistrator control over nenus
(reference paragraph C25) by providing the ability to:

(1) Establish who may sel ect any conbi nati on of
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options for each nenu,
(2) Add and del ete user-specific options to each menu,

(3) Establish options for site specific default nenus
wi t hout having to reconpile prograns,

(4) Provide ease-of-use nenus to anything executable
fromthe command interpreter

17.1.3.1 Desired Capabilities. The system nanagenent functions:

a.

Di spl ay requests for operator attention on the operator's
consol e and all designated consoles and be stored unti
acknow edged,;
Provide the follow ng status information:

(1) Program accumul ated cl ock tine,

(2) Peripheral devices assigned,

(3) Nunmber of input/outputs

17.1.4 System lLogs. The operating systens shall provide log(s) to
noni tor system operation, systemusers, systemerrors, and maintain historica
data. The log entry types shall be separately maintainabl e and di spl ayabl e.
Wthin security constraints, the system shall

a.

Continuously record the log(s) on a DAS device as
transacti ons occur;

Di splay and print the log(s) upon denand;

Record all conmuni cati ons between super-m ni computer and
the system consol e as a system operation |og entry type;

Record the following as an operation |log entry type:
(1) sStart tinme,
(2) Finish tine,
(3) Process ID s,
(4) Process status,
(5) Process execution tine,
(6) Process accumul ated clock tine;
Include a systemerror log entry type which keeps a
hi storical record of information on abnormal system

operation, to include:

(1) Soft intermttent faults (i.e. single bit nenory
errors) fromwhich the systemrecovers,

(2) Faults which caused abnormal systemternination
with data on functions in process and the status of
t he devi ce(s) involved,;

Include the following as a console log entry type:

(1) Capture panic and trap information for |ater
anal ysi s,

(2) Faults,
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(3) System hardware and software errors,
(4) Al attenpts to become superuser

(5) Al unsuccessful |og-on attenpts,
(6) Oher consol e nmessages;

Al ow the operator to turn on and off log entry types.

17.1.4.1 Desired Capabilities are:

a. The operation log entry type include:
(1) Nunber of input/outputs,
(2) Peripheral device assignnents;

b. The software:
(1) Provide sequential scan, forward and backward,
t hrough the I og(s),
(2) Provide operator capability to switch printing of
console log entry types to another printer, tape, and
DAS devi ce.

17.1.5 Conmmand Interpreter shall include a PQOSIX-Iike command

| anguage consi sting of words, menonics, and abbreviati ons which are
descriptive of the function to be performed. The command interpreter shall

a.

e.

Be available to the user in both the interactive and
background nodes;

Use a commopn set of commands to initiate and contro
i nteractive and background processes;

Provi de capability for user to create a series of
conmands, store a conmand string and repeatedly execute
t hem (execution of comands froma stored procedure shal
produce results equivalent to those obtained by inputting
t he commands and data, in sequence, froma workstation);
Provi de the user access to:

(1) Operating systemuser-facilities,

(2) Al utilities required to build, debug, nodify,
mai ntain and control the execution of user prograns,

(3) Al utilities required to execute and contro
application prograns;

(4) Al of the utilities required to create, update,
rename, save, copy, archive, and delete files;

Provide the follow ng features:
(1) Pronpts to indicate systemis waiting for input,

(2) HELP facilities providing detail ed expl anations
for each command,

(3) Descriptive error nessages which contain the
reason for the error,

(4) Editing utilities which permt user to correct
i nput errors,
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(5) Provide capability for user to correct errors
prior to processing an input line by the system

(6) A function to repeat a previous comrand.

17.1.6 Space Managenent software shall

a. Be provided to assist the systemadm nistrator in nanaging the
system s storage space;

b. Be executable as an interactive and a background task;

c. Enable the system administrator to obtain, upon request, the
follow ng information:

(1) Free space by device,

(2) Total space used in the directory hierarchy,

(3) Space used by a specific group(s),

(4) Total space used sunmarized by group

(5) Space used by files unused for a specified tineg,

(6) Space used by a specific user

(7) Files and file sizes for individual user(s).
17.1.7 File Search UWility shall

a. Locate files in any known directory on any file system

b. Reference a conpact database or index of files built for
future reference;

c. Provide capability for user to conduct a search based on
(1) The file and directory nane,

(2) Afile and directory name with wild card mask
characters.

17.1.8 File Conparison Utility shall conpare and list differences of
any two files and any two directories.

17.1.9 Data File Manipulation Utility shall create a file with padded
fields and fields extracted fromone or nore existing files.

17.1.10 File Copy Uility shall be available to the user via the
conmand interpreter and shall be accessible fromall program]l|anguages. It
shall copy files and directories of files fromone device to another by:

a. File and directory nane;
b. Afile and directory nane with wild card nmask characters;

17.1.11 File Transfer Uility shall

a. Transfer a file using the full inplenmentation Government Open
Systenms I nterconnection Profile (GOSIP) File Transfer, Access
and Managenment Protocol (FTAM between any 2 GOSIP conpliant
conput er systenms and using thM L-STD 1780 Fil e Transfer
Prot ocol (FTP)

b. Provide capability for the user to transfer

(1) Data files,
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(2) Print files,
(3) Executable programfiles,
(4) Word processing files,
(5) Graphics files,
(6) Spreadsheet Files,
(7) Language source files,
(8) RDBMs files;
Retain the original file structure

Provi de both auto-dial and auto-answer nodes in point-to-point
oper ati ons;

Detect a duplicate file nane condition and flag that condition
to the recipient;

Automatically try to connect to the receiver a specified
nunber of times then notify the user if the connection between
sender and receiver is not established,;

Provi de capability for the user to sel ect whether conpression
and deconpression is used during the file transfer

Provide a restart and recovery function to autonatically
restart file transfers;

Automatically restart file transfers after a specified tineout
peri od;

Pi ckup restart froma checkpoint to continue fromwhere the
file transfer was interrupted (i.e. not fromthe begi nning of
the file);

Have an automatic, no operator intervention, pass-through
capability to transfer a file fromone systemto another
through an internediate systemw thout |eaving any files on
the internedi ate system

Provide transfer of single files, nultiple selected files, al
files in a directory, and all files on a storage device.

File Display Uility shall

Be able to search for a character string within a file;

Di splay selected files on a workstation with the option to
produce hard copy;

Di splay ASCI|I and hexadeci mal formats with an option to
di splay a range of records in a file and the entire file;

Provi de capability for user to scroll entire width and | ength
of the file.

File Control Uility shall

Provi de managenment of the systenmis storage media library to:

(1) Provide capability for automatic assignnent of
st orage nedi a nunbers,

(2) Miintain a current inventory of storage nedi a nunbers;

C
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Upon inquiry, provide:
(1) The numnber of files on each storage nedia,
(2) Total current file size,

(3) Historical and prior years' information by the sane
paramet ers.

Text Editor. An interactive text editor shall be provided

whi ch operates on sequential data files and all source prograns. The editor

shal | :

17.1.15
provi des out put
unl abel ed t apes.

a.

b

Have full screen editing to create, add, delete, insert, |ist,
and replace a single character, strings of characters, lines,
and files;

Provi de a warni ng when exiting the text editor w thout saving
changes;

Provide split screen processing;
Provi de renunbering of text lines;
Provi de capability for conpile and assenbly, |ink, and
execution of a source file without exiting fromthe text
editor;
Provi de capability for users to:

(1) Enter upper and | ower case text,

(2) Set tabs,

(3) Mdify, add, and delete text strings both file w de
(global) and line by Iline,

(4) Add, delete, and renane files;

Provi de capability for the user to delete one or nore |lines
usi ng one comuand,

Provi de capability for the user to search for a user-defined
character string and replace it with a user-defined character
string;

Provi de capability for user to copy lines and records from
another file and fromthe sane file to any place within the
current file;

Provi de capability for the user to nove lines and records from
one location in a file to any other place within that file;

Provi de capability for the user to print the currently edited
source file.

Sort and Merge Utility. This utility accepts input and
fromand to nmultiple DAS devices, and standard | abel ed and
The program shall

Sort only on al phanuneric data;
Merge only on al phanuneri c dat a;
Sort and nerge on al phanuneric data;

Execute as a separate task under control of the operating
systemin both background and interactive nodes;
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e. Process at least 3 noncontiguous fields with a field size of
at |east 18 characters each.

17.1.15.1 Desired Capabilities are:

a. Provide a warmrestart capability for a sort and merge
which was interrupted by some event (e.g. power failure);

b. Process fixed length records at |east 2000 characters in
| engt h;

c. Be callable fromapplication prograns;

d. Process m xed ascendi ng and descendi ng col | ati ng sequences
for any field, independent of sequences for other fields;

e. Process at least 8 noncontiguous fields with a field size
of at least 18 characters each

17.1.16 Translation Uility shall translate the contents of files on
DAS, WORM and CD-ROMto a user-selected format. This shall output to a
wor kst ation display, designated printer, rewitable DAS and nagnetic tape in
printable format. The utility shall, within security constraints, convert:

a. From hexadecimal to EBCDI C;
b. From EBCDI C and ASCI| to hexadeci mal ;
c. FromEBCDIC to ASCII,;
d. FromASCl| to EBCD C
17.1.17 Backup and Restore Utility shall

a. Transfer file systeminformation to and from backup nedi a
to protect against accidental destruction of data due to
system mal functi on, operational m shap, and user error

b. Save and restore files while users are connected to the
system and wi thout interrupting the service of users (If
a fileis in use during a save, save the last available
version. If afileis in use during a restore, then the
restore should fail.);

c. Backup shall be nade to local, central, and shared
magneti c tape, backup device, rewitable DAS, and WORM

d. Provide capability for users to list file(s) in
al phabeti cal order;

e. Provide nultiple backup operations to the sane device and
a single operation continued on multiple device nedia;

f. Backup and restore all files and a specified subset (e.g.
i ncrenental backup on files that have changed since a
certain date) of the files;

g. Aidthe restoration of DAS and keep track of other nedia
used for backup and shall

(1) Miintain alisting of file systenms with backup
dat e and backup nedia identification

(2) Provide capability for users, with proper access
rights, to restore files.

17.1.18 Menory Dunp Utility shall dunmp menory within security
constraints, between user-specified Iimts and shall be dunped on rewitable DAS and
magnetic tape. The dunp shall be readable in a user-selected fornat
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(hexadeci mal , character) that shall be output to a workstation and desi gnated
printer.

17.1.19 Tape Dunp Utility shall dunp a user-specified nunber of files
begi nning at a specified location in a specified format (hexadeci mal, ASCII
and EBCDIC). It shall output to a workstation display, designated printer
rewitable DAS, and all magnetic tape in printable format.

17.1.20 Disk Tuning Utility shall provide tuning nechanisnms for disk
subsystens for optim zation of tinme spent allocating bl ocks and m nim zi ng
space fragmentation on the disk. Shall initialize and format rewitabl e DAS
nedi a.

17.1.21 Socket Library. Provide full socket library functions (e.g.
socket, AF UNI X, AF | NET, SOCK STREAM SOCK DGRAM SOCK RAW SOCK RDM
SOCK SEQPACKET, bind, listen, accept, establish, get connection, connect,
read, wite, close, htons, ntohs, htonl, ntohl).

17.2 CLIN 1011, Multiuser Wrrkstation Operating System Utilities.

17.3 CLIN 1012, Network Server Operating System Utilities.

17.4 CLIN 1013, Super-m ni conputer Operating System Utilities.

C18 CLIN 1015, Single-user Operating System Utilities.

Provi de an operating systemlevel utilities package (i.e. reference
par agraph Cl17) sufficient to support one workstation user for each single-user
operating systemto include at |east:

a. Data File Managenent System ( DFIVS)
b. Command Interpreter
c. File Search Uility;
d. File Comparison Utility;
e. Data File Manipulation Utility;
f. File Copy Uility;
g. File Transfer Uility;
h. File Display Uility;
i. Text Editor;
j. Sort and Merge Uility;
k. Backup and Restore Utility;
. Disk Tuning Uility.
Cl9 CLIN 1017, System Usage Accounting Utility.

A usage accounting package shall provide billing cost reinmbursenent to
users of super-mniconputer(s), network server(s), and LAN(s). It shall also
account for paynents received. Network resource usage data is collected by the network
managenent system This utility shall support processing in
multilevel security nmode. Miltilevel security shall be available within a
nmutual ly agreeable time frane. (REF. C15 and F4.9)

C20 Performance Monitoring Software, CLINs 1019-1024.

20.1 Common Requirenents. Provide performance nonitoring software for
each system The reports shall be exportable to a print file, electronic
mai |, and business graphics. This utility shall support processing in
multil evel security node in accordance with Air Force Regul ati on (AFR) 205-16
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Multil evel security shall be available within a mutually

agreeable tine frame. (REF. Cl15 and F4.9)

20.2 Desired Capabilities are:

a.

b

d.

e.

f.

Hi storical evaluation for

(1) A user-defined tinme-period for evaluation of tnds in
system | oad and plan for hardware upgrade(s) to handle
predi ctabl e | oad increases,

(2) ldentifying and renedyi ng performance problens in
user - devel oped appli cati ons,

(3) ldentifying and adjusting data storage required versus
econony of space (e.g. user deternine |evel of data detail to
mai nt ai n) ;

Har dwar e perfornmance nonitoring for

(1) Central processors,

(2) Menory,

(3) Direct access storage,

(4) Data comuni cations channel s,

(5) Workstation comrunications |ines;

Syst em performance nonitoring to:

(1) Identify choke points which i npede workstation response
and processing capacity,

(2) ldentify anmpbunt of real and virtual nemory in use

(3) Show nunber of interactive terminals in use (active)
during specified time intervals,

(4) Provide neasurenent of comunications usage,
(5) Mnitor and compute average term nal response tine,

(6) Provide real tine notification on potential performance
i mpacts;

Printed sunmary reports which on request, selectively:

(1) Show data transfer rate by bits per second or records per
unit of tinme,

(2) Use other units of mneasure or conparable graphs as
required to display performance related infornation,

(3) Supply measurenent source;

Provide a neans to take performance neasurenments at a user-specified
clock time and for a user-specified period of tinme with:

(1) The ability to specify the nunber of sequential sanples
to be taken or a period of time during which the performance
sanmples are to be taken,

(2) The measurenments shown on interactive termnal displays
and printed listing at the end of each sanple period;

Job and task monitoring which
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(1) Correlates job identity and status information with main
processor functions and capacity;

(2) Provide capability for the user to study the system
performance when executing specific jobs and tasks, |ogica
cl asses of jobs and tasks, and sel ected types of jobs and
t asks.

20.3 CLIN 1019, Multiuser Wrkstation Performance Mnitoring.

20.4 CLIN 1021, Network Server Performance Monitoring.

20.5 CLIN 1023, Super-m ni conputer Perfornance Monitoring.

C21 Purging Software, CLINs 1025-1050.

Uilities shall be provided which purge all nenory, buffers, and
rewitabl e storage nedia (except magnetic tape) upon conpletion of classified
processing. Purging of devices shall be in accordance with AFSSI 5020,
Remanence Security.

21.1 CLIN 1025, Single-user Wrkstation Menory Purging.

21. CLIN 1027, Miltiuser Workstation Menory Purging.
21. CLIN 1029, Network Server Menory Purging.
21. CLIN 1031, Super-m niconputer Menory Purging.
21. CLIN 1035, Multiuser Workstati on DAS Purging.
21. CLIN 1037, Network Server DAS Purgi ng.

21.

2

3

4

21.5 CLIN 1033, Single-user Wrkstati on DAS Purging.

6

7

8 CLIN 1039, Super-m ni conputer DAS Purging.

9

21. CLIN 1041, Single-user Workstati on DAS Backup Medi a Purging.
21.10 CLIN 1043, Multiuser Wrkstation DAS Backup Medi a Purging.
21.11 CLIN 1045, Network Server DAS Backup Medi a Purging.

21.12 CLIN 1047, Super-m ni conputer DAS Backup Medi a Purging.

C22 Programm ng Languages, CLINs 1051-1080.

22.1 Common Requi renents.

22.1.1 Miltilevel Security Support. The |anguages (except
si ngl e-user versions) shall support devel opnent of application code that can
be used for processing in nultilevel security node. Miltilevel security shal
be available within a mutually agreeable time frane. (REF: Cl15 and F4.9)

22.1.2 |Interactive Program Devel opnent shall be avail able from any
wor kstation in the system

22.1.3 Relocatable Onject Code shall be produced such that it can be
linked with object code generated by any other |anguage processors and | ater
executed. Oher |anguages do not need to call Ada nodul es.

22.1.4 Enbedded SQL shall be provided for Ada, COBOL, C, and Pasca
and shall conformto FIPS 127-1. Ada and Pascal enbedded SQ. shall be
available within a mutually agreeable tinme frane. (REF: F4.38)

22.1.5 Commands required to conpile, link, and execute prograns in
i nteractive nmode and in background node shall be the sanme. Linked object
prograns shall run w thout nodification in both interactive and background
node.

C
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22.1.6 Conpilation. Interactive and background users shall be able
to submt Ada, COBOL, FORTRAN, C, and Pascal programnms for conpilation, |ink,
and execution and for conpilation only (with later |link and execution). Al
error information and interactive debug information shall be included in the
source programlisting. Conpilers shall provide error diagnostics which
identify semantic and syntactic errors.

22.1.7 File and Listing Controls. Al conpilers shall provide:

a. Sorted cross-reference file and listings of identifiers to
source |ine nunbers;

b. CQutput source file and listing with diagnostics.
22.2 FORTRAN Conpiler, CLINs 1051-1054. This conpiler shall conmply with

ANSI FORTRAN, ANSI X3.9-1978 conforming to FIPS 69-1, |latest edition, and
shall interface via SQL with the relational database nanagenent system

22.2.1 Desired Capabilities are:

a. One or nore file listing(s) of generated code relating data
and procedure names to object nodul e addresses, instructions,
and run-tine subroutines;

b. Link and call Ada nodul es.

22.2.2 CLIN 1051, Multiuser Wirrkstati on FORTRAN Conpil er.

22.2.3 CLIN 1052, Network Server FORTRAN Conpil er.

22.2.4 CLIN 1053, Super-niniconputer FORTRAN Conpil er.

22.3 COBOL Conpiler, CLINs 1055-1060. This conpiler shall

a. Conformto the high subset of FIPS 21-3 (or |atest edition)
and ANSI X3.23-1985 and interface with the RDBMS;

b. Include the report witer, comunication, debug, and
segnment ati on nodul es;

c. Provide bl ocked and unbl ocked, fixed and variable | ength
records on all storage devices.

22.3.1 Desired Capabilities are:

a. One or nore file listing(s) of generated code relating data
and procedure nanmes to object npdul e addresses, instructions,
and run-tinme subroutines;

b. Link and call Ada nodul es.

22.3.2 CLIN 1055, Single-user Workstati on COBOL Conpi |l er.

22.3.3 CLIN 1057, Multiuser Workstati on COBOL Compil er.

22.3.4 CLIN 1058, Network Server COBO. Conpil er.

22.3.5 CLIN 1059, Super-niniconputer COBOL Conpil er.

22.4 C Conpiler, CLINs 1061-1066. This conpiler shall conformto FIPS
160 and ANSI X3.159-1989 and shall interface with the rel ational database
managenent system

22.4.1 Desired Capabilities are:

a. One or nore file listing(s) of generated code relating data
and procedure nanmes to object nopdul e addresses, instructions,
and run-tinme subroutines;
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Li nk and call Ada npdul es.

CLIN 1061, Single-user Wrkstation C Conpiler.

CLIN 1063, Multiuser Workstation C Conpiler.

CLIN 1064, Network Server C Conpiler.

CLI N 1065, Super-niniconputer C Conpiler.

Conpiler, CLINs 1067-1070. This conpiler shall conformto

FI PS 109 and ANSI /| EEE770X3.97-1983 and shall interface with the rel ati ona
dat abase managenent system

22.5.1

Desired Capabilities are:

a.

b
22.5.2
22.5.3
22.5.4

One or nore file listing(s) of generated code relating data
and procedure names to object nodul e addresses, instructions,
and run-tine subroutines;

Li nk and call Ada nodul es.

CLIN 1067, Miltiuser Workstation Pascal Conpiler.

CLIN 1068, Network Server Pascal Conpiler.

CLIN 1069, Super-m niconputer Pascal Conpiler.

22.6 Ada Compiler, CLINs 1071-1076. This conpiler with utilities and

library shall

a.

22.6.1

Conformto FIPS 119 and interface with the rel ati onal dat abase
nmanagenent system

I ncl ude the Ada Programm ng Support Environment (APSE)
Be registered with the Ada Joint Program Ofice (AJPO;
Include the follow ng tools:

(1) Debugger,

(2) Source code editor and formatter,

(3) Environnment interface,

(4) Linker, library nanager,

(5) Cross-reference tool

(6) Source dependent lister.

Desired Capability. One or nore file listing(s) of generated

code relating data and procedure names to object nopdul e addresses,
instructions, and run-tine subroutines;

22.6.2
22.6.3
22.6.4
22.6.5

CLIN 1071, Single-user Wrkstati on Ada Conpil er.
CLIN 1073, Multiuser Workstati on Ada Conpil er.
CLIN 1074, Network Server Ada Conpiler.

CLIN 1075, Super-m ni conputer Ada Conpil er.

22.7 Renpte Procedure Call (RPC) Conpiler, CLINs 1077-1080. This

conpiler with |
system An RPC

brary shall interface to the rel ational database nanagenent
conpil er conmpliant with standards shall be available within a

mutual |y agreeable tinme frame. (REF: F4.9)
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CLIN 1077, Multiuser Workstati on RPC Conpil er.
CLIN 1078, Network Server RPC Conpiler.
CLIN 1079, Super-m ni conputer RPC Conpil er.

C23 Applications Devel opment Utilities, CLINs 1081-1090.

The utilities (except single-user versions) shall support devel opnent of

application code that can be used for processing in multilevel security node.
be available within a nutually agreeable tine

security shal

frame.

( REF:

C15 and F4.09)

23.1 Callable Subroutines, CLINs 1081-1084. The software shall include

subroutines and functions which are callable, within security constraints, by
application prograns. Mist include a |ibrary of subroutines that conforns to
FI PS 120-1 (Graphical Kernel System). All library routines shall be callable

from al

| anguages and performthe foll ow ng:

a.

23.1.2

Provi de capability for a user programto |link to another
program or procedure and pass necessary arguments fromthe
mai n program

Provide capability for a user programto return through at
| east three levels of subroutine calls;

Submit a background task for execution;

666

Multil eve

Per f orm conmuni cations (e.g., pass data, pass paraneters, pass

addresses, create and destroy uni que nessage interfaces, and
send, receive, and acknow edge nmessages of at |east 2048
byt es) between program tasks;

Sound the workstation alarmfor a user-specified anount of
tinme;

Set and extract all of the allowable user-defaults that are
avai | abl e through the command | anguage;

Convert the current date and tinme to a formatted string and
convert dates between Gegorian and Julian fornmats;

Perf orm dat e cal cul ati ons;

Change the file security attributes of a file and directory;
ontain one or nore file, directory, and volune nanes from
conplete and partial file, directory, and vol une nanes
supplied by a user-program and i ndi cate whet her a specified
file resides in a specified directory and vol une;

Renanme a file and directory, with the option of limting
access rights;

Delete files and directories;
Desired Capabilities are:
Term nate a user programand |og the user off the system

Provi de informati on about the system and the program user

A date function shall be provided to determ ne the day of the

week corresponding to a given date.

CLIN 1084, Single-user Workstation Call abl e Subroutines.
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CLIN 1081, Multiuser Workstation Call abl e Subrouti nes.
CLIN 1082, Network Server Call abl e Subrouti nes.

CLI'N 1083, Super-m niconputer Callable Subroutines.

23.2 Debug Utility, CLINs 1085-1090. An interactive synbolic debug

utility shall

be provided for each of the foll owi ng FORTRAN, COBOL, C, Pascal

and Ada with a user interface. Uility shall

a.

23.2.1

23.2.2

23.2.3

Moni t or and display specific and el enentary data itens w thout
the requirenent to add code to the source program

Provi de snapshot dunps of a specified menory area and genera
registers;

Dynami cal ly exam ne and nodify data in the program
ref erenci ng data by source nanes;

Di splay and nodify nenory | ocations by synbolic and nenory
addr esses;

Include a trap mechani smcapability for breakpoints to be set
and taken at specified source code |ine nunbers and when a
specified variable's contents are nodified;

Provi de the source code listing to be displayed and referenced
during the debug session

Provi de user with control of program execution to include:

(1) Trace the execution of prograns using source |eve
operation codes and verbs as appropriate,

(2) Monitor and display the execution of specific program
['i nes,

(3) Process in single-step node and in nultistep node;
Provide user with ability to establish program breakpoints,
accessi bl e from command processor and user interrupt, where a
specified action (i.e. variable nodification, nmenory |ocation
nodi fication, and statenent execution) is to occur when
execut ed;

Actions which the user can initiate at a breakpoint include:

(1) Suspend program execution

(2) Print specified variabl es,

(3) Resune program execution at the point where it was
suspended.

Desired Capabilities are:
One debug utility with a single user interface to all 3Gs;

Debugger support calls to npdul es coded in other programm ng
| anguages fromthe prinmary | anguage the debugger supports;

Establish links to user-witten debuggi ng routines at
speci fied break points.

CLIN 1085, Single-user Workstation Debug Utility.
Only for COBOL, C, and Ada.

CLIN 1087, Multiuser Workstation Debug Uility.
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23.2.4 CLIN 1088, Network Server Debug Utility.
23.2.5 CLIN 1089, Super-m niconputer Debug Utility.
C24 Integrated Wndow Environnment, CLINs 1091-1098.

An integrated X-Wndow environment utilizing either a covered or tiled
wi ndow approach shall run under all operating systens.

24.1 Common Requi renents.

24.1.1 Miltilevel Security. The integrated w ndow environnent shal
support processing in nultilevel security nmode. Miltilevel security shall be
aval l able within a mutually agreeable tinme frane. (REF: Cl15 and F4.9)

24.1.2 Selections. All software and utilities shall be selectable
and executable fromthe w ndow ng environnent.

24.1.3 Mouse. Qperations shall utilize a nouse pointing device, with
vi sual feedback to user for options, possible selections and indications. It
shall provide the mininmal ability to operate with the cursor control keys in
lieu of the npuse.
24.1.4 Interface. The follow ng shall be provided:
a. Graphic representation of applications as icons;

b. Proportional resizing of wi ndow di nensi ons and dynam c
pl acenent of the wi ndow within the screen boundary;

c. Ability to cut and paste text and graphics between w ndows;
d. Pull-down nmenus and di al ogue boxes for a consistent user
interface with dynam c highlighting of selections and
i ndi cations;
e. Consistent user interface for all text editing functions;

f. Al windowi ng features shall be accessible from al
progranm ng | anguages.

24.1.5 Note pad function for inmediate entry and display of notes.

24.1.6 List manager for inmmedi ate access and search of user-defined
free format |ists.

24.1.7 File managenment functions to list, provide status of, copy,
del ete, and view files.

24.2 Desired Capability. A secure version of X w ndows.

24.3 CLIN 1091, Single-user Wirkstation Integrated W ndow Environment.
Singl e user does not need to provide multilevel security.

24.4 CLIN 1093, Miltiuser Wirkstation |Integrated Wndow Environnent.

24.5 CLIN 1095, Network Server I|Integrated W ndow Environment.

24.6 CLIN 1097, Super-mninicomputer |Integrated W ndow Environment.
C25 |Integrated Menu System and Menu Creation Utility, CLINs 1099-1106.

This utility shall be provided for all operating systens and provide a
conprehensive and transparent interface. The systemnmust be tailored for use
by non-computer oriented users to performall recurring tasks and enable a
user to becone functional wi thout extensive use of docunentation. Help
sel ection shall be available fromthe nenu for options available. The user
shall be able to run the nmenus under both a w ndowi ng and non-w ndow ng
environnent. (Also reference paragraph Cl7.1. 3b)
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25.1 Common Requirenents.

25.1.1 Miltilevel Security. The nenu utilities (except single-user
versi ons) shall support processing in multilevel security node. Miltileve
security shall be available within a nutually agreeable tinme frane. (REF
Cl15 and F4.9)

25.1.2 Menu Options. The user shall be able to select nmenu options
by singl e al phanurmeri c keyboard i nput and to cycle through avail able nmenu
choi ces using the space bar or cursor control keys. Highlighting of selected
options shall occur prior to confirmation.

25.1.3 Macros. The user shall be able to define and store at | east
ei ght personal action macros to be recalled and executed fromany point in the
nmenu system by a single key input. The actions shall provide i nmedi ate
execution of frequently used menu paths, bypassing intermediate nenu tree
sections.

25.1.4 Dynanmic Selection. Wen a selection requires input of nane
(e.g. file nane), the menu system shall provide a dynam c sel ection nmenu
listing avail abl e choices. The desired choice shall be sel ected and
hi ghli ghted by matching fromfirst letter input and by cursor control key
navi gation. For those operations frequently performed on multiple files, the
option to tag and untag shall be provided, enabling the user to enter al
desired choices at the sanme tine.

25.1.5 Uniform Commands. Traversal, highlighting, cancellation, and
conpl eti on commands shall be uniformthroughout the entire nenu system

25.1.6 Customizing. A menu-driven utility to customni ze and devel op
site specific additions and replacenents shall be provided. Menu definition
structures shall permit site specific devel opnent and evol ution

25.1.7 Features. The follow ng shall be displayed on every menu
screen: Current work area, Date, Menu screen nane and abbreviation, and nenu
bypassi ng comrmands.

25.2 Desired Capability. Drag and drop technique (e.g. Printing via icon
mani pul ation).

25.3 CLIN 1099, Single-user Workstation Integrated Menu System
25.4 CLIN 1101, Multiuser Wirkstation Integrated Menu System
25.5 CLIN 1103, Network Server Integrated Menu System
25.6 CLIN 1105, Super-m niconputer Integrated Menu System
C26 Rel ational Database Managenent System (RDBMS) and Utilities, CLINs 1107-1162.

26.1 Relational Database Management System CLINs 1107-1114. Data shal
be reported exactly as it appears in the database (i.e. upper and | ower case,
nunbers and special characters). The RDBM5S shall have full screen editing
capabilities. The software shall display context-sensitive error nmessages,
on-screen HELP and provide capability for a menu/pronpti ng node in which nmenu
sel ections and responses to conputer generated pronpts take the place of typed
conmands. Be able to store graphs, docunments, and other files in the database
(i.e., store graphs from business graphics software, store word processing
docunents, and spreadsheet data). Use of string, |ongchar, or equival ent
dat atypes is acceptable. Upgrades shall be provided within a nutually
agreeable tine frame after acceptance and publication of changed standards.
(REF: F4.9, and H33)

26.1.1 Common Requirenents.
26.1.1.1 Miltilevel Security. The RDBMS and tools (except

si ngl e-user versions) shall support processing in nultilevel security node.
Multil evel security shall be available within a rmutually agreeable tinme
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frame. (REF: C15 and F4.9)

26.1.1.2 Relational Oientation. The RDBMS shall be based on
National Institute of Standards and Technol ogy (formerly National Bureau of
St andards) manual "A Functional Specification of the Relational Mdel," nunmber
NBS GCR 82372, dated February 1982. The RDBMS shall enable users to manage
t he dat abase and the data dictionary entirely through relational interfaces.
Non-rel ational interfaces nay be provided, but they shall provide no
functional capability that is not also available via sone relationa
interface, and they shall not permt subversion of access control and data
val i dation rules.

26.1.1.3 perating SystemInterface. The RDBMS shall permt
direct access to all the features of the operating systemw thout exiting from
t he RDBMS.

26.1.1.4 Size. The nunber of rows and col ums per database shal
be limted only by avail able disk space with a m ni mum of 254 tabl es per
dat abase and 254 col utms per table.

26.1.1.5 Data Conpatibility. The RDBMS shall be 100% dat a
conpati bl e between the super-m ni conputer, network server, and workstation
versions. The capability to nove, copy, and access data between databases on
attached devices shall be provided.

26.1.1.6 Functional Conpatibility. The addition of functions
shal |l be transparent to any existing routines which were witten in SQ
(either enbedded or interactive), 4G, and any of the applications prograns
whi ch use the RDBMS

26.1.1.7 Structure and Access Method I ndependence. Application
prograns, stored conmands, canned queries and reports, etc. shall be
i ndependent of changes in storage and access nethod.

26.1.1.8 Interface Conpatibility. RDBMSs shall provide sinilar
capability with a consistent user interface and yield consistent results.

26.1.1.9 Database Loading Utility. The RDBMS shall provide a
utility for the initial |oading of the database from sequential input files
for both fixed and variable I ength records. The RDBMS shall inport ASCII fornmat files.

26.1.1.10 Inport Data fromUnify, Oracle, Progress, and Inform x
dat abases into the RDBMS. (REF: Table C-1) Inport via ASCII files or flat
files is acceptable.

26.1.1.11 Distributed Database/Di stributed Processing
Di stribution of database(s) and dat abase processi ng across the network shal
be supported. Al so support distributed single database across nultiple
servers that appears to the user as a single |ogical database.

26.1.1.11.1 Database Server shall process requests for data
and send only the results of the request to the client. Optimze query
execution to mnimze network traffic.

26.1.1.11.2 Data Distribution shall be transparent to the
user.

26.1.1.11.3 Distributed Databases shall naintain consistency
and integrity with one another automatically.

26.1.1.11.4 Conmit Discrepancies. The RDBMS shall provide a
neans for resolving insert, delete, and update commt discrepancies. A unit
of work shall be defined as being conpleted on an all or nothing basis.
Provi de two-phase comrts across networks.

26.1.1.11.5 Autonomous. Each database configured into the
di stributed environment shall be autonompbus and not dependent on any centra
services. FEach RDBMS site shall continue communicating with all avail abl e
sites even though one or nmore sites might have term nated comuni cati ons due
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to hardware failure, software failure or because communications at a site is
di sabl ed.

26.1.1.12 Oder, Join, and Union. The RDBM5 shall support order
join, and union capabilities.

26.1.1.13 Batch and Background Mddes. The RDBMS shall enable
interactive users to submit requests for noninteractive execution

26.1.1.14 Online Help. Upon user request, the RDBMS shal
provi de on-screen help

26.1.1.15 Concatenation. The RDBMS shall permt concatenation of
two or nore coln values and provide capability for insertion of one or nore
spaces and literal values. (e.g. $ ., & *, -, and blank). It is allowable
to neet concatenation requirement with the 4G..

26.1.1.16 Centralized Access Control. The logical and physica
security of database components and interfaces shall be ensured by centralized
access control rules for the database. Users shall be identified by user ID
and password. (REF: NCSC- TG 021, Trusted Dat abase Management System
Interpretation) Data granularity access restrictions shall be at the |evel of
colum (view), tables, and entire database.

26.1.1.16.1 Access Control Rules shall be user-defined and
nodi fi abl e by the Database Adm nistrator. The user shall be able to prepare a
decl arative definition of the desired access controls and inplement them
wi t hout the necessity to wite executable programlogic for their enforcenent.

26.1.1.16.2 Database Integrity. The RDBMS shall ensure the integrity of
dat abase updates and multiple record retrievals attenpted
simul taneously by multiple users. Deadl ocks over database resources shall be
detected and resol ved.

26.1.1.16.3 Least Privilege Mechanism The RDBMS shal
provide, within a nutually agreeable tine frame, a |least privilege mechanism
to assign privileges to perform database actions. (REF: F4.8)

26.1.1.16.4 Permi ssions. The RDBMS shall grant permn ssions
to entire user groups as well as individuals. The perm ssions feature shal
be provided within a nmutually agreeable time frame. (REF: F4.8)

26.1.1.17 Database Adm nistration. The RDBMS shall provide:

a. User with online local and distributed database managenent
and adm ni stration tools and functions using any attached
wor kst at i on;

b. A means to control physical data storage, nonitor and
control system perfornmance, nonitor usage, collect
performance tuning data and protect the database agai nst
damage and | oss;

c. An audit trail which records sel ected accesses to the
dat abase for purpose of security;

d. For the reorganization of the database follow ng del etions
and insertions to prevent fragnentation of storage;

e. For reclaimng (e.g. conmpress or refile in contiguous
portions) unused storage follow ng deletion of a |arge
nunmber of rows;

f. Awutility for the dunping of selected database data to a
sequential file;

g. An inport facility fromevery storage medi um on which an
export facility is supported,;
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h. Inport and export of selected data only;

i. Inport and export of data definitions with and without
data (provide capability for the user to sel ect whether
imported data will merge with existing data or replace it)

j. Inport and export of tables with data, table definitions
only, perm ssions, views, indexes, and clusters for

(1) The entire database,
(2) One or nore entire tables,
(3) Al tables for one creator

(4) Only tables which have changed since | ast inport
and export.

26.1.1.18 Database Backup and Recovery. The RDBMS shall provide
backup and recovery which ensures database integrity. The RDBM5S shall backup
t he dat abase while the database is still in use. This facility shall

a. Provide facilities for backing up databases and
transaction | ogs to DAS and DAS backup, and to the
super-m ni conput er 9-track tape;

b. Provide recovery of the database by rel oading from
hi stori cal backup copy and applying all transactions
successfully compl eted after the backup copy was run;

c. Protect the database from damage by mal functi on of
hardware and sof t ware

d. Autommtically back-out inconmplete transactions upon
abnormal programterm nati on and upon system
initialization followi ng hardware failure

26.1.1.19 Data Dictionary. The data dictionary shall provide
control over the RDBVMS. |If the data dictionary is "freestanding, and hence
not dependent on the presence of other software" or "designed to co-exist with
particul ar dat abase managenent systens," the data dictionary facility shal
conply with FIPS 156 Informati on Resource Dictionary System by March 1991
Data dictionaries enmbedded within the RDBMS are not governed by FIPS 156. The
data dictionary shall

a. Be structured as tables and views and it shall provide the
follow ng i nformati on about the database:

(1) Database users,
(2) Database security,
(3) Nanes of database objects (e.g. tables, views,
col ums, constraints, indexes, synonyns, users, and
space definitions),
(4) Primary and foreign key information,
(5) bject ownership,
(6) Audit information;
b. Be autommatically updated when new data definitions are
added (conplete conpilation) and when exi sting data
definitions are revised and deleted (i.e. tables, views);

c. Be nodifiable by the database adni nistrator

d. Contain netadata for the data el ements (col ums):
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(1) Elenment nane (short title, long title),
(2) Element definition (detailed description),
(3) Elenent size,

(4) Elenent type,

(5) Element users (users allowed access to the data
el emrent) .

26.1.1.20 SQ Interface. The SQ level 2 |anguage as defined in
FI PS 127-1, Database Language SQ., shall be provided for data definition
(i ncludi ng access control), database control |anguage, data mani pul ation
| anguage, and dat abase definition | anguage in both interactive and batch
nodes. The SQ. shall

a.

b

Have syntax and semantics which conformto FIPS 127-1
Include the "Integrity Enhancement" feature;
Provide referential integrity at the server |evel;

Provi de embedded SQ. for Ada, COBOL, C, and Pa Sscal (Ada
and Pascal enbedded SQ. shall be available within a
mutual |y agreeable tine frame) and shall conformto

FIPS 127-1; (REF: F4.8)

Provi de grouping by selected rows based on user-specified
val ues;

Permit user prograns and interactive users to indicate
certai n database updates are interrelated (transactions);

Ensure interrel ated updates are applied to the database on
an all-or-nothing basis;

Enabl e user to indicate a colum value is unknown (null)
and di stingui sh unknown val ues from known val ues in
storage, output displays, and reports;

Rej ect rows containing null values fromall selection
criteria except the null criterion

Ignore null values in group calculations (i.e. sumand
average of all values in a colum);

Produce a null result for individual calculations if any
of the columm val ues involved are null (i.e. a substring
or the product or sumof two columm values in a row);

Sequence null val ues consistently higher than or |ower
t han known val ues;

Insert a single row by a conmand that provides a list of
col um val ues (each value in the list shall be either a
literal or null);

Insert one or nore rows retrieved fromone or nore
dat abase tables (it shall be possible to insert into a
tabl e anything that can be retrieved fromthe database);

Provi de capability for users to update colum values in
exi sting rows and update nultiple user-selected rows with
a single comand (each new col um val ue shall be a
literal, a retrieved or calcul ated value, or null);

Access every database col um val ue by specifying table
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nanme, colum nane, and val ues of one or nore col ums whose
val ues uniquely identify the corresponding table row (i.e.
primary key val ue);

Provi de sel ection of rows based on following criteria and
t heir negati on:

(1) Val ue conparison

(2) Range of val ues,

(3) List of values,

(4) Null,

(5) Set nmenbership (result(s) of nested queries),

(6) Value simlarity (wild card characters);
Provi de sel ection of rows based on the | ogical conjunction
of four or nmore of the supported selection criteria

(criteria joined by the conjunctions AND, OR);

Permt the user-specified values in selection criteriato
be:

(1) Aliteral value,

(2) the result of a calculation,

(3) Awvalue retrieved froman existing rowin the

sane table and in another table of the database (often

called a "sub-query");
Provide the follow ng cal cul ations on values in selection
criteria, in the colum val ues specified in update and
insert requests, and in the list of values retrieved by a
sel ect request:

(1) Statistical functions (e.g., nean, standard
devi ation, etc),

(2) Financial functions (e.g., sinple interest,
conpound interest, present value, annuities, etc),

(3) WMathematical functions,

(4) Date and time functions,

(5) Logical functions,

(6) Count of records,

(7) Count unique val ues,

(8) Extract a substring with a user-specified I ength

at a user-specified offset fromthe begi nning or end

of a columm val ue;
Have a columm definition conprised of columm nane, data
types (character, date, number, |long character), and an
optional NOT NULL constraint;
Permit the user to declare that no 2 rows of the table are
allowed to contain the sane val ue (col um uni queness) for
a specified colum and for concatenation of 2 or nore
speci fied col ums;

Permit the user to declare the colum(s) to be used as an
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i ndex (the index can be used to quickly locate rows in a
table).

26.1.1.21 Miltiple Regions. The RDBMS shall support storage of a
dat abase across multiple physical storage devices.

26.1.1.22 Raw Devices. The RDBMS shall support input and out put
across raw devices for data storage under control of the TCB

26.1.1.23 Views. The RDBMS SQ. shall provide the definition of
and access to "virtual tables" (views) that do not exist as such in physica
storage. "Base tables" are physically stored within the database. Views
shall be a logical representation of a "base table."

26.1.1.23.1 View Definition. A view shall be defined to be
the result of a select operation frombase table(s) and other view(s). It
may, therefore, conprise a subset of colums and rows in a base table, and a
join.

26.1.1.23.2 View Manipulation. All processing associated

with a base table shall also apply to a view. The only restrictions that
apply to manipulating a view shall be those inmposed by the SQ standard (FIPS
127-1), and security constraints.

26.1.2 Desired Capabilities.

26.1.2.1 Distributed Database. Pernit one transaction from one
user to query and update while naintaining the integrity of all relevant
dat abases within the network of databases.

26.1.2.2 Centralized Access Control. The number of users
permtted sinmultaneous access to the database shall be Iimted by the
operating systemand not by the RDBMS. RDBMs users shall be identified by the
user I D entered when | ogging onto the operating system

26.1.2.3 Optimzation. The operation of the RDBMS shall be
dynam cally optim zed. The RDBMS includes tools for the assessnment of
dat abase access performance and for the fornulation of corrective adjustnents
to the storage structure and access mnet hod tuning paraneters.

26.1.2.4 Backup and Recovery. Provide capability for backup and
recovery of selected colums from sel ected rows of one or nore tabl es.

26.1.2.5 Data Dictionary. The data dictionary facility appear to
the user to be an integral part of the RDBMS product, not a free standing,
optional add-on.

26.1.2.6 SQ Interface. The RDBMS support definition of columms
with a default value. Provide the capability to support domains. Provide
identification of primary and foreign keys in each table with NOT NULL
required for each. Reorganization and nodification of tables be provided by a
fully functional SQ. "ALTER TABLE" command or command/utility of equa
capability. It rmust be possible to add, drop, and nodify colums for any
exi sting table.

26.1.2.7 Data Types. Permt user to define and store database
types to include user-defined, "Mney", and "binary |large objects" (BLOB).

26.1.2.8 User-defined Functions. Permt user to define, store,
call, and use user-defined functions, rules, and procedures.

26.1.2.9 Database Shadowi ng. The RDBMS provide a facility for
| ocal and networked database replication. This facility includes:

a. Uilities for creating, nmaintaining, nonitoring,
verifying, and administrating database replication at the
dat abase and table |evel;

b. A mechanismthat provide capability for a database
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adm nistrator to set an interval rate at which a replica
is updated by the naster and where the interval rate is
set independently at the database and table |Ievel and has
a default setting of imediate;

c. A nmechanismthat provide capability for a user to request
an imredi ate refresh of a replica with the npst current
mast er dat a;

d. Fault-tolerant recovery.

26.1.2.10 Size. The number of rows and col ums per database
shall be Iimted only by avail able di sk space with a m ni mum of 500 tabl es per
dat abase and 3000 col ums per table.

26.1.3
26.1.4
26.1.5
26.1.6

CLIN 1107, Single-user Wrkstati on RDBVS.
CLIN 1109, Multiuser Wrkstati on RDBMS.
CLIN 1111, Network Server RDBMS.

CLIN 1113, Super-m ni conput er RDBMVS.

26.2 Screen Formatter, CLINs 1115-1122. A screen formatter shall be

provi ded for generation of formatted interactive screens for data entry,
update, and query wi thout requiring the user to learn and use a progranmn ng
| anguage. The screen formatter shall provide capability for the user to:

a.

Prepare a declarative definition of the format, content, and
sequence of the screen |ayout;

Specify an individual display field fromany character
position on the displayabl e w ndow,

Provi de scrollable colums frommultiple tables;

Specify a literal value in separate fields of the display
(1.e. labels to identify other display fields), interspersed
wi th data output;

Specify that certain fields are: "non-display," "required
entry," and "protected”;

Specify a display field whose format and | ength differ from
t hose of the database col um whose value is displayed in that
field,

Concat enate col utm val ues so that no space, or a single space,
appears between the data fields (i.e. dates where nonth, day,
and year are separate colums). It is allowable to neet
concatenation requirement with the 4G

Specify style (underlining, high intensity, reverse video,
bl i nki ng, color, etc.) for each display field i ndependently;

Di splay the current date and tine.

Desired Capabilities are:

Concatenate variable length fields, and text fields which
start or end with spaces, so that no space, or a single space,
appears between the data fields (i.e. first and | ast nane);

In a multifrane display, display a conputer generated count of
t he nunber of frames in the display and the frame nunber of
the currently displayed franeg;

Specify a literal value between concatenated values (i.e.
conma, period, hyphen, and sl ashes between val ues).
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CLIN 1115, Single-user Wrkstati on RDBM5S Screen Formatter.
CLIN 1117, Multiuser Wrkstati on RDBMS Screen Fornmatter.
CLIN 1119, Network Server RDBMS Screen Formatter.

CLIN 1121, Super-m ni conputer RDBMS Screen Formatter.

26.3 Report Generator, CLINs 1123-1130. A report generator shall be

provided to generate formatted reports and screen di splays in batch and
interactive nmbde without requiring user to learn and use a progranm ng
| anguage. The report generator in conjunction with the operating system and
utilities shal

a.

g
of one or

no

provi de capability for the user to:

Prepare a declarative definition of the format, content, and
sequence of the report;

Specify an individual report field at any character position
of any report line and specify a report colum at any
character position;

Specify a literal value that contains any ASCI| character

(1) Between concatenated values (e.g. comm between the
last and first names),

(2) 1In separate fields of the report (i.e. labels to
identify other report fields),

(3) Interspersed with data output;

Specify the content and format of headi ngs and footings to be
printed on every page of the report;

Specify which lines are automatically right justified, |eft
justified, and centered;

Automatical |y generated col um headi ngs, page nunbers, date,
and time, in user-specified |ocations;

Define a break point at each point in a report where the val ue
re fields changes;

Produce col um subtotals, page breaks, heading |ine(s), and
footing line(s) at user-designated control breaks;

Specify print size, font, and style (underlining, boldface,
italics, etc.) for each display field independently;

Direct output to a printer, workstation display, a sequentia
DAS file, and file on tape which is suitable for use with word
processor, spreadsheet, and electronic nail;

Speci fy nunber of copies to be generated;

Specify field format and |l ength differently than the database
colum definition fromwhich the value is obtained,;

Speci fy concatenation of columm val ues such that no space, or
a single space, appears between the values (i.e. dates in a
record where nonth, day, and year are separate colums);

Specify a total of all the values in a report colum is to be
cal cul at ed;

Store report format for later nodification and executi on and
provi de selection of query paraneters at run ting;
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Di splay and print:
(1) Predefined files,
(2) Ad hoc entries,
(3) Header specifications,
(4) Page definitions,
(5) Format definitions,
(6) Miltiple tables,
(7) Data fields.
Desired Capabilities are:

User-written HELP which shall display application specific
hel p i nformati on;

Term nal preview as a neans of review ng the appearance and
format of a report at the term nal before the report is
gener at ed;

Ability to specify concatenation of variable Iength fields,
and text fields which begin or end with spaces, such that no
space, or a single space, appears between the fields (i.e.
first and | ast nane).

CLIN 1123, Single-user Workstati on RDBVM5S Report GCener at or
CLIN 1125, Multiuser Workstation RDBMS Report Generat or

CLIN 1127, Network Server RDBMS Report GCenerator

CLIN 1129, Super-m ni conputer RDBMS Report GCenerator

26.4 Query and Update, CLINs 1131-1138. The software shall provide a

net hod to query and update the database w thout witing an executable
program The query update facility shall

a.

26.4.1

26.4.2
26.4.3
26.4.4
26.4.5

Provide a default display layout which is easily nodified by
t he user;

Permt users to direct query output to a workstation display,
system printers, workstation printers, and to a file which is
suitable for use with the word processor, electronic nail
spreadsheet, and graphics package.

Desired Capabilities are:

On-screen HELP which shall provide comand syntax semantics
and user guidance for effective use;

User-written HELP which shall display application specific
hel p i nformati on;

Provide terminal preview as a means of reviewi ng the
appearance and format of a database query before the query is
initiated,;

CLIN 1131, Single-user Wrkstati on RDBM5S Query and Updat e.
CLIN 1133, Multiuser Workstation RDBMS Query and Updat e.

CLIN 1135, Network Server RDBMS Query and Update.

CLIN 1137, Super-m ni conputer RDBMS Query and Update.
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26.5 Easy Query Language and Report Witer, CLINs 1139-1146. A query
| anguage and report witer utility programshall be provided for the
non- progranmrer and non-technical user to query a data file in batch and online
node. The program shal |

a. Provide commands with an English-1like syntax and from nmenus;

b. Provide user with ability to select data through the use of
| ogical and relational operators to include: greater than, |ess
t han, equal to, AND, OR, and NOT;

c. Provide user with ability to direct output and tenpl ate-based
reports to the foll ow ng:

(1) Workstation displ ay,
(2) Disk file,

(3) Tape file,

(4) Tenporary file,

(5) Word processor file,
(6) Electronic mail

(7) Graphics package,
(8) Spreadsheet,

(9) Workstation printer,
(10) Systemprinter;

d. Provide user ability to resequence data retrieved from existing
files by using contents of data fields as a search and sort key;

e. Have feature which displays a count of records with specific
val ues, a count of records with values within a range of val ues,
subtotal s, and grand totals;

f. Display fields fromdata files, in user-defined format, based upon
specific search keys and range sel ections, for at least 3 file
data itens.

26.5.1 CLIN 1139, Single-user Wrkstati on RDBVMS Easy Query Language and Report
Witer.

26.5.2 CLIN 1141, Multiuser Wrkstati on RDBVMS Easy Query Language and Report
Witer.

26.5.3 CLIN 1143, Network Server RDBMS Easy Query Language and Report Witer.
26.5.4 CLIN 1145, Super-m ni conmputer RDBVMS Easy Query Language and Report Witer.
26.6 Fourth Generation Language (4d), CLINs 1147-1154. Provide an easy
to |l earn and use, enhanced application devel opnent environment which uses e

RDBMS as its foundation and integrates nenus and wi ndows as its primry user
interface. The 4G shall

a. Access and execute rel ocatable object code nodul es generated
by any of the 3G programm ng | anguages;

b. Interface with the Query and Update software;
c. Provide FIPS 127-1 Dat abase Language SQ.;

d. Interface with the screen formatter;
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Interface with the report witer;

Uilize the data dictionary for data definitions, synonyms,
dat abase structure, and other pertinent medi a data;

Provi de nmenu and screen generation;
I ncl ude context sensitive help facilities;

Provide distributed processing across the network (e.g. screen
formatter, query and update, and report generator).

Desired Capabilities are:

An optimzer for the 4G

The ability for user-generated help information attached to a
screen, application, and online report such that when user
accesses that screen, application, and report, a single
conmand di spl ays the text which was previously attached;

A utility for the devel oped 4G code to be converted to,
nodi fi ed by, conpiled using the programm ng | anguages (the
result is a 3G executable file and an object code file).
CLIN 1147, Single-user Wrkstation 4G..

CLIN 1149, Multiuser Workstation 4G..

CLIN 1151, Network Server 4G

CLIN 1153, Super-m ni computer 4G..

26.7 Conputer Aided Software Engineering (CASE) Tools, CLINs 1155-1162.

The CASE tools shall

a.

b

26.7.1

Integrate with the RDBMS or use the RDBMS as their foundation
Run under the wi ndows environment;

Provi de generation, nodification, and printing of
syntactically correct entity relationship and data fl ow

di agranms based on the informati on engi neeri ng net hodol ogy;

Provi de automatic entry of data fromdiagrams to the data
di ctionary;

Provi de automatic generation of design documentation

Provi de consistency and conpl et eness checks on system
generati on.

Desired Capabilities are:

A formal information system planning and devel opnment

nmet hodol ogy defined as Information Engi neering which covers
both functional and operational requirenents of a project's
Li fe Cycl e Managemnent;

Assist in mssion analysis and project initiation, concept
devel opnent, definition and design, system devel oprent,

depl oyment and operation, and nai ntenance phases;

Provi de a busi ness vi ewpoi nt analysis to include current and
future m ssion, purpose, goals, objectives, and strategies of
t he organi zation;

Provi de an organi zati on wi de data nodel which graphically
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presents the information needed to achi eve the nission
pur pose, goals, and objectives of the organization

Provide the | ogical database design at the subject area |evel;

Produce appropriate nodels to include a systemdata, data
entities, normalized records, and processing procedures nodel s
that identify potential inconsistencies and inconpatibilities;

Identify individual transactions, database schenma, record
formats, data rel ationships, prinmary/secondary keys, and
record groupi ngs for perfornmance consi derations;

Identify backup, recovery, security, audit, data archiving,
and future expansion requirenents;

CGenerate ANSI COBOL source code, screen code, report witer
code, and data dictionary entries;

Produce docunentation (text and graphics) to include
functional description, data requirenments, system

speci fications, program specifications, database

speci fications, user manual, operations nanual, naintenance
manual , and test plan;

Produce graphic diagranms to include organization chart,
busi ness procedures decomnposition, entity relationship
| ogi cal procedures, conditional |ogic, |ogical database
design, action diagranms, data fl ow diagrans, data nodel
di agrams, and data structure di agrans;

Provi de nodifications to mssion, purpose, goals, objectives,
policies, procedures, data nodels, procedure nodels, and
desi gn;

Autonmatically generate nodi fi ed database design, source code,
screen code, report witer code, data dictionary entries,
dat abase queries, and docunentation

Serve as a change control vehicle;

Provide an active environment that will suggest changes to the
devel opnent team

Provide at |east 50 different data nodels, a 1000 uni quely
identifiable entities with a 100 attributes per entity, and a
1000 associ ations between entities per data nodel;

Provi de val i dation and consi stency checking to include syntax,
duplicate entries, attributes associated with an entity,

i mpact of potential updates, referential integrity,
cardinality, and | evel bal ancing between hi gher and | ower

| evel processes of the data fl ow di agram

Provi de inmport and export of data files and partial data files
in ASCI| format from DOS and PCSI X files;

Provi de capability for separation of test and production
envi ronnent s;

Generate matrices to docunent rel ati onshi ps between processes
to entities, processes to organization, processes to system
activities, organization to systemactivities, organization to
entities, and organi zation to organi zation

Active updating between open wi ndows of all related graphica
di agr ars;

An integrated reverse engi neering product to enable conversion
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of 3G inplenentations of existing applications;
w. An "UNDO' functi on.
26.7.2 CLIN 1155, Single-user Wrkstati on CASE Tool s.
26.7.3 CLIN 1157, Miltiuser Wrkstation CASE Tool s.
26.7.4 CLIN 1159, Network Server CASE Tool s.
26.7.5 CLIN 1161, Super-m ni conmputer CASE Tool s.
C27 O fice Automation Software, CLINs 1163-1264.

An integrated office automati on software package shall be provided which includes (as
identified by the CLINs): user directory, cal endar, electronic authentication, electronic
filing, project managenent, task and suspense managenent, electronic mail, spreadsheet, word
processi ng, forns generation, business graphics, and spell checking. |If a bundled
i ntegrated package is provided, it shall be configurable by the user so that only the
portions to be used are stored on the system Al office autonmation software (except
si ngl e-user versions) shall support processing in multilevel security node in accordance
wi th AFR 205-16 paragraph 6-2d (see C15.2.1.4). Miltilevel security shall be avail able
within a mutually agreeable time frame. |Individual files shall be capable of being password
protected. (REF: C15 and F4.9)

27.1 Common Requirenents. The software shall

a. Support all features and functions of the printers;

b. Provide data file format for all nodules (i.e. Wrd
processi ng, project managenent, spreadsheet, business
graphics, and E-nail) to enable transfer and integration of
data and graphi cs between nodul es;

c. Provide the various office automation tools with a |evel of
integration for user to easily nove data and graphics from one
tool to another without retreating to a higher command | eve
(e.g. between E-mmil and word processing, between project
management and E-mail, etc.);

d. Provide online help facilities;

e. Reserved,;

f. If menu controlled, provide the ability to bypass the nenus;

g. Provide capability for user to interrupt a current
application, go to another application, and return to the sane
point in the original application;

h. Provide the ability to mark files for deletion at a later tinme;

i. Provide capability for the document size and nunber of
docunents per user or provide capability for the tota
docunent storage space per user to be limted by the system
adm nistrator, not by the office automati on package;

j. Provide a personal database with an easy-to-use nenu-driven
interface. Provide capability for generation of sinple
applications and reports. Provide inport of ASCII files.

27.1.1 Reserved
27.1.2 Reserved
27.1.3 Reserved

27.1.4 Desired Capability. Provide integration of keystrokes such that, throughout
the various office automation tools, similar functions (save,
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print, insert, etc.) will be acconplished through the use of the same keystrokes (e.g. the
F2 key is the "save" key in word processing, spreadsheet, graphics,
etc.).

27.2 Directory Software, CLINs 1169-1174. A directory listing all system
users and including their nane, office synbol, and user ID shall be provided. Shall support
CCTT X.500 within a nmutually agreeable time frane. (REF: F4.9)

27.2.1 Reserved.
27.2.2 CLIN 1171, Network Server Directory Software.
27.2.3 CLIN 1173, Super-m niconmputer Directory Software.

27.3 Calendar Software, CLINs 1175-1180. The software shall incl ude
pl anni ng cal endars whi ch

a. Display, edit, save, and produce hard copy of a planning
cal endar by hour, day, week, and nonth for both public and
private cal endars;

b. Provide capability for user to enter information on their own
personal cal endar and on ot her cal endars to which they have
access;

c. Informuser when their personal cal endar has been nodified by
soneone else to include the date the nodification was nade;

d. Provide a signed-on user an alarm for schedul ed events and
appoi nt nent s.

27.3.1 CLIN 1175, Multiuser Wrkstation Cal endar Software.
27.3.2 CLIN 1177, Network Server Cal endar Software.
27.3.3 CLIN 1179, Super-m ni conputer Cal endar Software.

27.4 Authentication Software, CLINs 1181-1186. The user, as established
by the system administrator, shall be able to electronically authenticate any
docunent produced by office automati on software that they are authorized
access to by insertion of the correct password. The systemshall verify the
password entry then automatically display the individual's nane and title in a
manner which will distinguish it fromthe rest of the text (e.g. reverse
video). This signature password shall be different fromthe password used to
log onto the system and shall be changeabl e by user

27.4.1 CLIN 1181, Multiuser Wrkstati on Authentication Software.

27.4.2 CLIN 1183, Network Server Authentication Software. 1<?8 é
27.4.3 CLIN 1185, Super-m ni conputer Authentication Software.

27.5 Electronic Filing, CLINs 1187-1190. Provide software to establish
and maintain a filing systemfor significant and insignificant docunents.
Signi ficant docunments (records) are those determined to have | egal, financial
operational, historical, and admi nistrative value to the organization. These
docunents need to be identified, controlled, and preserved in order to conduct
and document official Governnment business. Insignificant docunents
(nonrecords) are all other docunents. These docunents are generated in the
conduct of official business, but they are those files determ ned by user as
not needed as matters of record to docunent the transactions of the
CGovernment. The system shal |

a. Store all significant docunents in the central file;

b. Treat any docunent subnitted to the central file as a
significant docunment, by virtue of being in the central file;

c. Provide capability for a significant document to be copied
fromthe central file, but shall not allow alteration of the
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central file document;

Provi de capability for only one |logical central file and it
will be the "corporate nenory";

Provide a basic nmenu for filing and di splaying the avail able
files including the central file;

Provi de user, upon request, the percentage of file space
avai | abl e;

Have the ability to produce a generic tape and disk file (one
which is free of all coding instructions and has only raw
infornation either formatted or unformatted) of any centra
file significant documents;

Provide an audit trail for all versions of each significant
docunent and any significant docunents |inked to each
signi ficant document by reference;

Automatically store authenticated significant docunents into
the correct file within the correct central file cabinet;

Automatically assign the disposition code assigned to the
file, when an authenticated significant document is directed
to records storage;

Individually identify each significant docunent in the centra
file and automatically create an index entry which contains:

(1) Individual docunent identifier

(2) Nane or office of the creator

(3) Addressee(s),

(4) Date of the docunent,

(5) Subject of the document,

(6) A set of keywords omthe text of the document,

(7) Retention period for the docunent,

(8) Location and records archive status of the docunent;
Provi de capability for user to enter docunents into the system
received via electronic transfer, input by scanning, and
derived fromother information within the system(e.g. a
report generated fromseveral data files and a word processing

docunent) ;

Retrieve significant documents by inclusive dates of docunent
creation and retention periods (schedul ed disposition dates);

Provi de capability for user to search the index and identify
docunents by any field(s) in the index;

Provi de capability for user to search a linmted set of
significant docunents for a specified character string;

Provi de capability for user to restrict searches to a limted
set of significant docunments already identified through an
i ndex search;

Upon inquiry, provide the nunber of significant docunents on
each file system total current file size, disposition code by
record, and historical and prior years' information by the
sane paraneters
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r. Batch and nmass expunge significant docunments as they becone
eligible for destruction;

s. Block docunent authors from having the neans to destroy
signi ficant docunents;

t. Only allow the systemadm nistrator to inplenent actua
signi ficant document destruction

u. Copy selected significant docunents to another storage nedium
and computer system

v. Provide retrieval of archived significant docunents wth
m ni mal human i nterventi on;

w. Hold online archived central file significant docunents for a
length of time determ ned by the system adm nistrator, then
automatically renoved to nore econom cal storage nedia;

X. Provide capability for user selection of conpression and
deconpr essi on;

y. Assign each significant docunment an appropriate disposition
dat e which can be abbreviated with a single character

z. Provide capability for the systemadm nistrator to enter a
di sposition code on each file;

aa. Autommtically assign to individual significant docunents the
di sposition code assigned to the file in which the significant
document is stored;

ab. Provide the follow ng disposition codes:

(1) T (Tenporary) = Destroy two years from 1 January
followi ng the year the docunent is dated. ,

(2) M (Mddle) = Destroy eight years from1 January
followi ng the year the docunent Is dated,

(3) L (Long) = Destroy 20 years from1 January follow ng
t he year the docunent is dated,

(4) F (Fifty-six) = Destroy 60 years from1 January
foll owi ng the year the docunent iIs dated,

(5) P (Permanent) = Retire to the National Archives (the
vol ume of permanent significant documents will determ ne

how often retirement takes place) while retaining a copy

for reference,

(6) | (Indefinite) = Retain until an event or action
(such as supersede, obsol escence, or conpletion of an
action) renders the significant docunent usel ess, then
destroy.

27.5.1 CLIN 1187, Network Server Electronic Filing.
27.5.2 CLIN 1189, Super-m niconputer Electronic Filing.
27.6 Project Managenment, CLINs 1191-1196. A project managenment software

package shall be provided for the scheduling of project tasks and mil estones
and the nonitoring of resource allocations. The software shall

a. Provide capability for user to build project profile(s) which
i ncl ude:

(1) At least 100 projects, 300 tasks per project, and 500
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dependenci es per task,
(2) Critical path managemnent,
(3) Calculate starting and ending dates for tasks,

(4) Indicate which tasks nust start on time and which can
wai t,

(5) Indicate when individual, nachine, and other
resources are overl oaded;

Provi de user editing capabilities as follows:

(1) Instantly recalculate dates and critical path in
response to "what if" changes,

(2) Automatically conbine two existing projects into one,
to include tasks, resources, and m | estones,

(3) Provide capability for user to add, nodify, and

del ete tasks, mlestones, and dependenci es, and dates on

whi ch they occur,

(4) Provide capability for sorting of tasks and resources

by the order in which they appear in the project and by

their slack tine,

(5) Indicate the critical path;
Di spl ay graphics and text on a workstation and print and pl ot
in portrait and | andscape node on a printer and plotter each
of the foll ow ng:

(1) Gantt chart,

(2) PERT chart,

(3) Charts showi ng project tasks, mlestones,
dependenci es, and the dates on which they occur

(4) Resource charts showi ng resource utilization over
time and resource allocation for various tasks for the
duration of the project,

(5) A task chart showi ng each task and who is responsible
for conpletion of the task;

Provi de capability for user to work in the network view and
performthe sanme functions as in the Gantt view,

Provide ability to outline tasks and project and subproject
lists;

Reserved.

Desired Capabilities are:

Provi de an "UNDO' functi on;

Provi de nore than 300 tasks per project;

Enabl e user to link and conbi ne projects, master mlestone
lists, and resource lists to make and update super projects;

Provi de capability for user to custom ze presentation |ayouts,

use note pads, maintain a text journal, and to specify report
formats by filtering and selection criteria,;
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27.6.2 CLIN 1191, Miultiuser Wrkstation Project Managenment Software.

27.6.3 CLIN 1193, Network Server Project Managenent Software.

27.6.4 CLIN 1195, Super-m niconputer Project Managenent Software.
27.7 Task and Suspense Managenment, CLINs 1197-1202. Software shall be

provi ded for user to assign, track, and nanage actions required for current
projects and the day-to-day workl oad. The software shall

a. Provide capability for user to enter the follow ng information
within each field of the action item

(1) Al recipients in at |east an 80-character field,
(2) Action Addressee in at |east a 30-character field,

(3) Action itemand subject being created in at |east a
80-character field,

(4) Date action is to be conpleted in at |east a
20-character field,

(5) Coments field for entering status and actions taken
(the originator and the person(s) perform ng the action
shal | have access to enter data into this variable I ength
field with a mninmum size of 1200 characters);

b. At originator's option, affix a due date to any item assi gned
to a user;

c. Automatically |og due date into both the originator's and
recipient's "tickler" file;

d. Sort "tickler" file by due date;

e. Provide capability for originator to remove all occurrences of
an action itemfromthe tickler file(s) with a single command;

f. Include the following items in the "tickler" file:
(1) Oiginator,
(2) Action Addressee,
(3) Subject,
(4) Oiginal Due Date,
(5) Revised Due Date,
(6) Actual Conpletion Date;

g. Provide capability for user to transfer action itens to other
desi gnated user and to a predesignhated group of user

h. Provide capability for originator and user to query the system
and receive status of their action iten{(s);

i. Automatically notify originator and recipient of any action
items due and not yet conpleted plus any overdue itens;

j. Provide capability for originator option to mark the action
itemas conplete, cleared with coment, revised due date, and
overdue with the user pronpted each day for overdue itens.
27.7.1 CLIN 1197, Miultiuser Wirkstation Task and Suspense Managenent Software.

27.7.2 CLIN 1199, Network Server Task and Suspense Managenent Software.
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27.7.3 CLIN 1201, Super-m ni conputer Task and Suspense Managenent Software.

27.8 Electronic Mail Uility, CLINs 1203-1206. A utility shall be

provi ded whi ch gives user the ability to send nmessages and mail to any ot her
user(s) on any DDN (SMIP) and GOSIP (CCI TT X. 400) conpliant networked system
within security constraints (see also Table C-1). The utility shall

a.

Di spl ay avail abl e program function key actions at user's
option while continuing to use other electronic nai
capabilities;

Provi de capability for user to send nessages to user(Ss)
ensuring that the receiver is the only one with the ability to
view, print, forward, and copy the nmessage;

Provi de capability for user to send mail which shall include
any file(s) and a routine slip for coments to user(s);

Provi de capability for user to transfer entire docunments and
copi es of documents to other user as a single nmail package;

Provi de capability for user to generate format items (e.g. TO
From Copy to, Subject);

Provi de capability for user to create and send nessages to al
users, to a single user, and to user-designated in
distribution lists;

Provi de capability for user to create, edit, spell check, and
save messages prior to transm ssion;

Provi de capability for user to send a nmessage of at |east 20
lines without creating a word processing docunent;

Provi de capability for user to read, file, delete, list,
answer, forward, and route nessages;

Automatically identify the message originator, date, tine, and
subj ect for user review of itens and to facilitate printing of
desired iterms;

Store unsent outgoing (e.g. Due to comunications failure,
conmuni cati ons overl oad) nessages for a period of 3 days, if
the nessage is not sent in this period of time, notify the
originator via his mailbox to nake disposition;

Provi de capability for user to mark outgoing mail by at |east
two categories:

(1) "Registered" shall notify the originator that the
mai | has been delivered to the destination system

(2) "Certified" shall include "registered" capability and
send a notification back to the originator when the mail
item has been read;

Automatically notify user when mail and nessage waiting each
time they sign on to the systemand at the tine that the mail
arrives if user is currently signed on

Provide capability for user to interrupt any office autonation
feature to send a nmessage to another user and to view user
"in" box;

Provi de capability for user to automatically return to the
interrupted feature at the point of interruption

Provide a gl obal directory which includes all users from al
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net wor ked systens (this X. 500 directory shall be accessible
whi | e addressing electronic mail items);

Provi de capability for user to select addresses fromthe X 500
directory;

Aut omatical ly synchroni ze the gl obal directory (any change
made in the directory of one systemis synchronized to the
directory of the other systens) to include names added, nanes
del eted, and nanes changed in the X. 500 directory;

Provide capability for user to create personal aliases
(ni cknanes) for any user and use public system ali ases;

Provide the ability to create, store, nodify, and delete
di stribution lists;

Provi de automati c housekeeping on a tinmed basis (e.g. once
every 24 hours) as an administrative function as a background
process;

Automatically purge only "READ di nail itens that have exceeded
a retention period specified per user in the global directory;

Automatically route all applicable outbound mail to the Sinple
Mai | Transfer Protocol (SMIP) and the X 400 software and
deliver any inbound mail received fromthe SMIP and the X 400
software to the electronic mail utility;

Provi de a wast ebasket for nail which provide capability for
retrieval of discarded nessages.

Desired Capabilities are:

Notify originator if registered mail has not been read within
a user-specified tinme franeg;

Provi de capability for user to queue nmessages for future
delivery;

Capability to downl oad mail to an intelligent/GOE workstation
process the mail on the workstation while disconnected from
super-m ni comput er, and then upload mail fromthe workstation
CLIN 1203, Network Server Electronic Ml Software.

CLI N 1205, Super-m niconputer Electronic Mil Software.

27.9 Spreadsheet, CLINs 1207-1212. The spreadsheet software shall

a.

Be 100% data and fornul a conpati bl e between the
super-m ni conputer, network server, and the workstation
versi ons;

Provi de at | east 1000 rows and at | east 256 col ums, and
di splay the current row and col um position;

Provi de capability for user to use synbolic and absol ute
references to other cells;

Provi de capability for user to name a specified range of cells
and to view and erase a range of cells by referring to the
range nane;

Provi de capabi |

ty for user to protect specific cells and
groups of cells fr

om gl obal commands;

Provide capability for user to protect data by cell, row,
colum, range of cells, and whol e spreadsheet;
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Provi de capability for user to set the colum width to nore or
| ess than the gl obal and the default val ue;

Provi de capability for continuous entry of text from one cel
to the next when the text |length exceeds the number of spaces
inthe cell in which the text entry begins;

Provide the ability to store variable length text strings in
i ndi vi dual cells;

Provi de capability for user to select the current date;

Provide multiple windows to display nultiple cell ranges from
different portions of a single and multiple spreadsheet files
and performthe full range of spreadsheet functions in each

wi ndow,

Provi de capability for user to store a series of commands in a
separate file and execute the conmands at a later ting;

Execute a comand file via a single comand or function

Provi de capability for a user introduced pause to be placed in
a conmmand file for special information entry and provide
capability for use of conditionals to alter the order of
conmand executi on;

Provi de capability for user to erase all and part of a
spr eadsheet ;

Provide capability for user to retrieve all or part of a
spreadsheet file and conmbine it with the one in current use;

Provi de capability for user to extract and save part of a
spreadsheet in a separate file without altering the origina
file;

Provi de capability for user to specify a different directory
for spreadsheet file storage, user shall be able to display
alist of all files;

Provi de capability for user to display a graph on the
wor kst ation display, print it on the page and character
printers, and plot it on the systemplotter

Provi de capability for printing of the spreadsheet sideways on
t he page and character printers;

Provi de conpressed print;

Permt at |east 240 characters of the to be output as a page
header and footer;

Provi de capability for user to accept and change the default
margi n settings;

Provi de capability for user to change the foll ow ng default
out put report for mat itens: Range of the spreadsheet nodel
to be output, Line spacing, Page spacing, and Control breaks
(e.g. after sorting);

Provi de capability for user to select fromthe follow ng
output formats for nuneric values: dollar signs, commas,
deci mal points, negative (mnus) signs, and negative val ues
i nsi de parenthesis;

Provi de capability for user to select the nunber of decinal
digits displayed after the deci mal point;
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Provi de capability for user to scroll horizontally and
vertically by page, screen, and by line;

Provi de capability for user to | ock and unl ock row and col um
headi ngs while scrolling data,;

Provi de capability for user to save, execute, display, print,
nodi fy, copy, and del ete spreadsheet nodels, their structure,
and report formats;

Provi de capability for user to enter values, |abels, and
formulas directly into the cells on the worksheet;

Provi de capability for user to display user pronpts and menus,
and the general worksheet settings;

Perf orm mat henati cal operations on integer and real nunbers to
i ncl ude the foll ow ng:

(1) Addition,

(2) Subtraction,

(3) Miltiplication,

(4) Division,

(5) Integer function (convert real number to an integer),
(6) Absolute value cal cul ati ons,

(7) Rounding,

(8) Conbinations of the above;

Perf orm conpare operations to include greater than, |ess than,
and equal

Perform | ogi cal operations to include AND, OR, and NOT;

Perform conbi nati ons of arithmetic, conparative and | ogica
oper ati ons;

Perform statistical operations to include average, sum
m ni mum maxi rum standard devi ation, and count;

Provi de macros or functions for financial operations to assist
with the follow ng:

(1) Conpute present and future val ues,

(2) Calculate anortization tables,

(3) Calculate rate of return,

(4) Calculate annuiti es,

(5) Conpute depreciation;
Provi de capability for user to specify how to recal cul ate
entire spreadsheet:

(1) Colum by col um,

(2) Row by row,

(3) Manually,
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(4) Automatically;

am Provide capability for user to autonmmtically adjust fornulas
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27.9.1

(default), no formula adjustnent, and manual formula editing
(program asks for adjustnment) to provide absolute and relative
addr essi ng when user copies, noves, and erases data;

Provi de capability for user to copy, nove, and erase a row, a
colum, and a range of cells (copy command | eaves the origina
dat a unchanged) ;

Provi de capability for user to format the style and degree of
preci sion used to display nunbers, including settings for
currency, scientific notation, percent, dates, and formnul as;

Provi de capability for user to define how the values and text
are to appear in the cells (i.e. left justified, right
justified, and centered);

Provi de capability for fornmat and data alignnent to be defined
for a cell, row, colum, range of cells, and the whole
spr eadsheet ;

Provi de capability for user to insert one or nore rows and
colums by use of a sinple command or function, automatically
adjusting all fornmulas to account for inserted rows and
colums with all other information on the worksheet renaining
unchanged and with new rows and col umms assigned the gl oba
format, alignment and col um wi dt h;

Provi de capability for user to delete one or nore rows and
colums by use of a single command sequence or function and to
readj ust the location of the unaffected data to fill the
spaces created by the delete and to adjust formulas as
required;

Provi de capability for user to sort colums and nultiple
col ums cont ai ni ng nunbers and text in ascendi ng and
descendi ng order using a prinary key and a secondary key;

Provi de capability for user to create line, vertical bar,
hori zontal bar, and pie charts;

Link or inmport and integrate spreadsheet, word processing, and
busi ness graphics. Inport and integrate ASCII text file(s)
(e.g. source programfiles, data files, database files, and
print files), DIF files, and fromdifferent GOE spreadsheet
programs (i.e. Enable, Excel, Lotus 1-2-3, Miltiplan, Unisys
OFI'S, 20/20, see also Table C1);

Transl ate and export the file into ASCII text, SYLK files, DF
formats, and a standard format compatible with GOE spreadsheet
prograns, see Table C1

Provi de capability for user to incorporate the spreadsheet
charts into a conposite docunent conposed of spreadsheets,
word processi ng docunents, ASCII format docurments (e.g. source
program files, data files, database files, and print files),
and busi ness graphi cs;

Provi de an "UNDO' function

Desired Capabilities are:

Provi de capability for user option of enabling and disabling
page nunbers;

Provi de capability for user to create nore than one report
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format for a spreadsheet;

Changes in one docurment will be automatically reflected in
ot her documents that contain the sanme data;

Handle files 1 MB or greater in size;

Provi de capability for user to scroll the data in the w ndows
si mul taneously and individually in each w ndow,

Provi de capability for user to cal cul ate the nunber of
occurrences of a user-defined value (nunbers and text) within
a user-defined range;
Perf orm mat hemati cal operations to include the foll ow ng:

(1) Logarithmic function,

(2) Exponentiation,

(3) Trigonometric functions,

(4) Modul us,

(5) Square root cal cul ations,

(6) Pi calculations,

(7) Random number sel ection;
Perform statistical operations to include:

(1) Linear regression,

(2) \Variance;
CLIN 1207, Single-user Workstati on Spreadsheet Software.
CLIN 1209, Multiuser Workstation Spreadsheet Software.
CLIN 1210, Network Server Spreadsheet Software.

CLIN 1211, Super-m ni conputer Spreadsheet Software.

shal | :

Processing Software, CLINs 1213-1220. The word processor

I mport and export ASCII files and files from GOE word
processing software, see Table C1

Be 100% character and format conpatibl e between
super-m ni conputer, network server, and workstation versions;

Provide at | east 158 colums per line, 250 lines per page, and
500 pages per documnent;

Provide printing all of all 250 lines but not on a single
sheet of paper;

Provide multiple concurrent users using multiple docunents;

Be capabl e of creating conmpound docunents which include word
processing text, spreadsheets, business graphs, and data
processing files (e.g. source programfiles, data files,

dat abase files, and print files);

Provi de capability for user to define, save, and reuse on

subsequent editing sessions nmultiple page formats (nargins,
tabs, ruler, etc.) within one docunent;
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Provide a status line, online help, and nenus;

Provide a user-level nenu for changi ng word processor default
options;

Automatically save the text to the storage nedia;

Provi de basic horizontal and vertical line drawi ng on the
screen and printout;

Provi de capability for user to "undo" the last action using a
comand or function;

Provi de capability for user to return to the original docunent
wi t hout savi ng changes, if desired;

Provi de automati c nunbering of chapters, sections,
subsecti ons, and paragraphs using a user-sel ected numbering
system

On user request, provide automatic creation of a table of
contents and an index;

Have a normal screen display which is in the sane format and
font in which it is to be printed,;

Provi de on-screen text formatting with automatic alignnent;
Di splay to user the follow ng:

(1) Line centering,

(2) Indention,

(3) Underli nes,

(4) Subscripts and superscripts,

(5) Text justification (left and right),

(6) Text flush right,

(7) Ragged right edge,

(8) Bol df ace,

(9) Line spacing (single, double, etc.),

(10) Page breaks,

(11) Horizontal and vertical |ines,

(12) Bol dface and underli ne,

(13) Ruler (margins, tabs, and col ums);

Provi de capability for user to change the follow ng formatting
features:

(1) Tabs,

(2) Ragged left,

(3) Ragged right,

(4) Justification (left and right),
(5) Centering,
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(6) Page width,

(7) Page | ength,

(8) Colums,

(9) Left, right, top, and bottom nargins;
Provi de capability for user to indent blocks of text from both
the left and right margins wi thout changing the documnent
mar gi ns;

Automatically return to the docunent nmargins upon ternination
of the indention function;

Provi de automatic carriage return and automatic cursor
wraparound in colum and full w dth nodes;

Provi de repeated entry of key phrases by use of function keys,
nmouse click, or other keystroke comnbinations;

Provi de automatic enphasi s options which shall be displayed
and printed in a highlighted manner when sel ected (change and
renoval of any enphasis option shall not require user to
re-enter any text);

Support the enphasis options with all printing devices and al
fonts required under this contract;

Provi de capability for user to select any of the enphasis
options before entering text and by nmarking a previously
entered bl ock of text;

Provi de capability for user to concurrently w thin one
docunent select the followi ng options:

(1) Bol df ace,

(2) Underline words only,

(3) Underline words and spaces in unbroken |ine,
(4) Subscripts,

(5) Superscripts,

(6) Italics,

(7) Capitalization;

Provi de capability for user to view and edit at |least 2
docunents concurrently on the same screen

Provi de capability for user to change between 2 docunents
using up to a full screen display for each docunent;

Provi de capability for user to nove the cursor back and forth
bet ween wi ndows;

Use simlar commnds for copying and novi ng docunments and
parts of docunents (including calculations, |ine draw ngs and
hi ghl i ghted functions) between wi ndows to those used for
editing a single docunent;

Provi de capability for user to nobve the cursor:

(1) Left, right, up, and down usi ng keyboard arrow keys,
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(2) To the last character in a line,
(3) To the first character in a line,

(4) To the next screen of text which shall include the
last two to four lines of text fromthe previous screen

(5) To previous screen of text which shall include first
two to four lines of text fromthe foll ow ng screen,

(6) To next page of text,

(7) To previous page of text,

(8) To a user-selected page nunber,

(9) To first character of the document (top of docunent),

(10) To end of the document,

(11) To end of the screen,

(12) To begi nning of the screen;
Provi de capability for user to scroll the text vertically one
line at a time, up and down, and horizontally, left and right,

a wdth of at | east 158 characters;

Provi de a pagi nation function which divides a text streaminto
pages of specified | ength and generate page nunbers;

Provi de capability for user to override page break placenent;

Provi de user-sel ectabl e automati c page nunbering with the
option for:

(1) Al pages to be nunbered,
(2) A range of pages within a docunment to be numnbered,

(3) MNunbering to begin on a specified document page
nunber with a user-specified page nunber;

Autonmatical |y change page endings, if text is inserted and
deleted, to nmaintain specified page length with no | oss of
text;

Provi de capability for user to override break placenment and to
protect a block of text against pagination;

Ensure automati c pagi nati on and repagi nati on prevent the first
line of a paragraph, title, and heading from being the | ast
line of a page and prevent the last line frombeing first |ine
on a new page (orphan line protection);

Provi de capability for user to copy text within a page,
docunent, and between documents by line and by bl ock, wi thout
del eting the original text;

Provi de maki ng repeat copies of nmarked text w thout remarking;
Provi de capability for user to nove defined block of text to a
new |l ocation within a docunent and between docunents and
delete the text fromthe original |ocation

Provide capability for user to delete text with automatic
di splay adjustnent in the follow ng increnents:

(1) Characters,
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(2) Words,

(3) Lines,

(4) Remainder of line to the right of the cursor
(5) User-defined bl ock

Provi de capability for user to insert text, a docunent and a
data file into the docunent being edited at the |ocation of
the cursor;

Provide inserting text into a columm and not change the
parameters of the col um;

Provi de capability for user to automatically center a word,
line of text and a user-defined block of text between the
right and | eft nmargi ns and between revi sed margi ns, by using a
conmand or keystroke w thout retyping the text;

Perform search and search-and-replace within specified pages
and gl obal Iy throughout the document;

Search the text for an occurrence of a user-specified
character string (all ASCIl characters including a carriage
return and ot her keyboard-generated characters);

Search text for an occurrence of a user-specified character
string and replace it with a user-specified character string;

Provi de automati c nunbering and pl acement of footnotes
t hr oughout the docunent and to place themall at the end of
docunent ;

Associ ate footnotes with the appropriate text so reformatting,
addg, and deleting text does not cause the footnote to have
to be manual ly rel ocated;

Provi de capability for user to automatically place header and
footer text at the top and bottom of each page of a docunent

a desi gnated page of a docunent to the end of the
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docunent ;

Once the text of a header and footer is entered, automatically
print on all pages and alternating pages of a document unti
anot her header or footer is entered by user

Not all ow changes to the text of a docunent to affect the
headers and footers;

Provi de capability for user to include the autonatic page
nunbering function in headers and footers;

Provi de automatic insertion and renoval of hyphenation and
user intervention for manual setting;

Autonmatically align vertical colums of text and shall have
the capability to format text with right and |eft
justification and centered within the col um;
Align colums of decinmal figures on the deciml point;
Provide the follow ng print options:

(1) Nunber of copies,

(2) Alternate headers and footers on even and odd pages,
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(3) Print selected pages of a document,
(4) Pitch (10, 12, and conpressed),

(5) Left, right, bottom and top margins,
(6) Page length and wi dth,

(7) Line spacing - single, double spacing,
(8) Paper feed (manual and conti nuous),
(9) Draft and letter quality selection

(10) Select all logical and physical print devices
(except the slave printer) with print queuing,

(11) Proportional spacing,

(12) Select the slave printer
Provi de capability for user to nerge text fromvarious files
and documents at print tine with page nunbering, headers and
footers, footnote nunbering and pl acenent, and pagi nation
continue as if they were one docunent;

Provi de capability for user to create, rename and del ete
user-specifi ed docunents and docunent directories froma nenu.

Desired Capabilities are:

Math functions available within a document and as a

Changes in one docurment automatically reflected in other
docunents that contain the sane data (e.g. spreadsheet chart

within a word processor documnent);

Provi de capability for a user-sel ectable nunmber of keystrokes
and period of tinme between each save function

Provide capability for user to define a hyphenation zone where
the software will automatically split a word at the end of a
line with the option to override the hyphenation of a word and
to place a hard hyphen in a word;

Provi de capability for user to copy text within a col um;

Ability to display and print nmathematical synmbols, and G eek
al phabet .

CLIN 1213, Single-user Workstati on Wird Processi ng Software.
CLIN 1215, Multiuser Workstati on Wrd Processing Software.
CLIN 1217, Network Server Word Processing Software.

CLIN 1219, Super-m ni conputer W rd Processing Software.

27.11 Fornms Generation and Managenent Software Package, CLINs 1221-1226.

A fornms package

shall be provided that is usable in a stand al one node and

fromthe word processor. The software shall

a.

Provi de capability for the operator to create forns and mask
preprinted bl ank forms;

Provi de capability for user to generate, nodify, and store for
repeated use, a tenplate screen image of a form
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Provide, at user level, a nenu with ability to enter default
val ues for specified fields and to overwite a default val ue;

Provi de capability for user to enter data into blank fields
and to nove the cursor forward and backward field by field
wi th one keystroke and to type over previously entered data;

Provide automatic reformatting of text within the paraneters
of the field during insert, nodification, and replacenent;

Provi de capability for user to print just the variable data

fromthe displayed formonto preprinted forns, and print both

the vari able data and the displayed form

Provi de capability for user to store just the variable data

fromthe displayed forminto a file, and store both the

vari abl e data and the displayed form

Provi de addi ng col utms of nunbers.
CLIN 1221, Multiuser Workstation Fornms Generation and Managenment Software.
CLIN 1223, Network Server Forms Ceneration and Managenent Software.
CLI N 1225, Super-m ni conputer Forns Generation and Managenent Software.

Checking, CLINs 1227-1234. An interactive spell checking program shall be

provi ded whi ch uses a primary dictionary and a supplenentary dictionary to check for
m sspell ed words. The software shall

a.
b
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Be accessed directly fromword processor and E-mail;
Uilize a dictionary of at |east 80,000 words;
Provi de user-expandabl e suppl emental dictionaries;

Provide a nenu for user to add, change, and delete words in
expanded di ctionary;

When an incorrect word is found, provide a list of words from
whi ch user may sel ect a replacenent of the incorrect word;

Provi de capability for user to correct msspelled word by
selecting froma list of words offered by the dictionary and
by manually editing word (nmanually correcting a word shall not
i nterrupt spell checking process);

Provi de capability for automatic search and replacenment of an

incorrect word with a word sel ected by user (replacenent word

may be fromthe list of words offered fromthe spell checking

di ctionary and by a word which has been manually entered as

t he repl acenent word by user);

Provi de capability for gl obal and sel ective correction;

Provi de capability for user to interrupt the spell checking.
CLIN 1227, Single-user Wrkstation Spell Checking Software.
CLIN 1229, Miltiuser Workstation Spell Checking Software.
CLIN 1231, Network Server Spell Checking Software.

CLIN 1233, Super-m ni conputer Spell Checking Software.

27.13 Thesaurus, CLINs 1235-1242. The thesaurus shall be accessed directly fromthe

word processor,
user to manually and automatically enter a word offered by the thesaurus.

and the electronic mail utility. The software shall provide capability for

C



F19630- 93- D- 0001
Page 489 of 666

27.13.1 CLIN 1235, Single-user Wrkstation Thesaurus Software.
27.13.2 CLIN 1237, Multiuser Wirkstation Thesaurus Software.
27.13.3 CLIN 1239, Network Server Thesaurus Software.

27.13.4 CLIN 1241, Super-m ni computer Thesaurus Software.

27.14 Lexical Analyzer Software, CLINs 1243-1250. An interactive |exical
anal yzer shall be provided for correction of grammatical errors.

27.14.1 CLIN 1243, Single-user Wrkstation Lexical Analyzer Software.
27.14.2 CLIN 1245, Multiuser Wrkstation Lexical Analyzer Software.
27.14.3 CLIN 1247, Network Server Lexical Analyzer Software.
27.14.4 CLIN 1249, Super-m ni computer Lexical Analyzer Software.
27.15 Docunent Conversion Utilities, CLINs 1251-1256. The conversion shall maintain a
simlar format (e.g., maintain underline, bold, page breaks, rulers, justification, and
other style features) to the original docunent and note inconsistencies for user

intervention. A conversion utility package shall be provided to convert between any word
processi ng docunent devel oped with the word processor and the foll ow ng:

a. ASCI;

b. Navy DIF (M L-STD 2002);

c. DI SPLAYWRI TE;

d. ENABLE version 1.15 or |ater

e. Reserved

f. LYR X version 5.0 or later;

g. Mcrosoft Wrd version 5.0 or |ater

h. Mcrosoft Wrd for Wndows version 1.0 or |ater

i. MJLTIMATE version 3.3 or later

j. Quadratron Q One version 1.96 or |ater

k. SAWMNA Word Il version 3.0 or later

. WANG (to include VS, OS, W Plus, and WANG PC WP) ;
m  WORDPERFECT version 4.0 or |ater

n. WORDSTAR version 3.3 or |ater and WORDSTAR Pr of essi onal

0. Convergent/Uni sys Doc Designer version 2.2;

27.15.1 CLIN 1251, Single-user Wrkstation Conversion Uility.
27.15.2 CLIN 1253, Multiuser Workstation Conversion Utility.
27.15.3 CLIN 1255, Network Server Conversion Utility.

27.16 Business Graphics Software, CLINs 1257-1264. A business graphics

software package with an interactive interface for all applications software
shal |l be provided. The software shall

a. Provide flow charts, naps, and shapes library;

b. Provide capability for color changes online, flipping of the X
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and Y axis, and user positioning of nultiple graphs on one
screen;

CGenerate the foll ow ng:

(1) Pie charts,

(2) Horizontal bar chart,

(3) Vertical bar chart,

(4) Line chart,

(5) Scatter plot diagrans,

(6) Text only graphics,

(7) Expl oded pie charts;
Provi de at |east eight distinct colors;
Provide at | east eight distinct |line patterns;
Provi de at |east eight distinct shading patterns;
Provi de definable col or vectors;
Provi de color |abeling entries;
Provi de i ndependent scaling and w ndow ng;
Provi de capability for the use of a npuse;

Provi de capability for user to generate a frame for the graph
and di splay a graph grid;

Provi de capability for user to |abel the x-axis and y-axis
wi th user-provided | abels, horizontally and vertically
(portrait and | andscape nodes);

Provi de capability for user to place the x-axis |abel at the
top and bottom of the graph, the y-axis |abel at the right and
| eftside of the graph, and to place |abels at top of each bar
in a bar chart;

Provi de capability for user to enter at least 3 title |lines of
40-characters and 3 footnotes of 40-characters each

Provi de capability for user to select for each title Iline and
footnote the character size, color, font, and justification

Provi de capability for user to select size and type of scale
(linear and | ogarithmc);

Provi de capability for user to zoom (shrink and enl arge)
portions of the graph and the entire graph;

Provide at |east 8 character fonts and 8 character sizes, al
of which can be used in the sane graph;

Provi de capability for user to use a nmpuse, nenu sel ections,
cursor keys, function keys, control keys, and/or a conbi nation
to provide the follow ng graph creation capabilities:

(1) Selection of specific chart format and pl ot desired
dat a,

(2) Processing of input fromcal cul ati ons based upon
anal ysis of database content and online workstation entry,
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(3) Creating charts for display fromuser-supplied data
t. Provide capability for user to store, delete, and retrieve
graphi cs images and their paraneters and settings into and
fromthe filing system
u. Provide capability for user to interactively edit and annotate
maps and ot her stored graphics which have been entered via
keyboard and nouse;
v. Provide the followi ng editing capabilities:
(1) Add text to graphics,

(2) Edit graphs for size, type style, color, pattern
shade, angle (e.g. rotation), and location (e.g. mdpoint),

(3) Superinmpose one graph on another and renove
superinposed graph(s),

(4) Paint over a graph (e.g. place a narrow white bar
over a wide blue bar and insert a box of text inside a
filled in curve);

w. Provide the foll ow ng output capabilities:
(1) Print conpleted graph and text on the page printers,
(2) Plot conpleted graph and text on the systemplotter
(3) Display graph on the workstation display,
(4) Print graph on the workstation printers,

(5) Print and plot in portrait and | andscape nodes;

X. Provide capability for user to include graphics inages in
el ectronic mail packages and word processing docunents.

27.16.1 Desired Capabilities:
a. Provide three dinensional type codisplay;

b. Test chart formats representing the sane data w thout any
rekeyi ng of the data;

c. Selectively delete portions of a display without having to
recreate the entire display.

27.16.2 CLIN 1257, Single-user Wrkstation Busi ness G aphics Software.
27.16.3 CLIN 1259, Miltiuser Wirkstation Busi ness G aphics Software.
27.16.4 CLIN 1261, Network Server Business G aphics Software.
27.15 CLIN 1263, Super-m ni conputer Busi ness G aphics Software.

C28 Specialized and Interface Software, CLINs 1265-1304.

Al'l software (except single-user versions) shall support processing in
nmul tilevel security node in accordance with AFR 205-16 paragraph 6-2.d.
Multil evel security shall be available within a nmutually agreeable time frane.
(REF: C15 and F4.9)

28.1 Statistical Analysis Package, CLINs 1265-1272. Provide a
statistical analysis package with an interactive interface for al
applications software. The package shall provide the follow ng capabilities:
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a. Descriptive statistics;

b. Analysis of variance, to include one- and two-way analysis of
vari ance tabl es;

c. Correlation analysis;

d. Regression analysis, to include |inear regression and nultiple
regression;

e. Time series analysis (i.e. a nethod of predicting the future
based on historical data);

f. Non-parametric tests;

g. Distribution functions, to include calcul ati ng nean, nedi an,
node, percentile, ranked percentiles, variances, standard
devi ati ons (wei ghted and unwei ghted), and frequency
distributions for multiple sets of individual val ues;

h. Trend anal ysis;

i. Print and plot results;

j.- Autility to inport and export statistical data created using
t he GOE packages (see Table C1);

k. Perform Chi-square tests, t-tests for dependent and
i ndependent variables, other significant tests which generate
confidence intervals for neans and nedi ans, and generate
skewness and kurtosis;

Generate random nunbers within user-specified ranges and on
probability distributions, including nornmalized and Poi sson
nunbers;

m Performcross tabulation, where this type of table breaks two
variables into discrete intervals and nat ches one agai nst the
ot her.

28.1.1 CLIN 1265, Single-user Wrkstation Statistical Analysis Package.
28.1.2 CLIN 1267, Multiuser Workstation Statistical Analysis Package.
28.1.3 CLIN 1269, Network Server Statistical Analysis Package.
28.1.4 CLIN 1271, Super-mnicomputer Statistical Analysis Package.

28.2 Conposition Gaphics Package, CLINs 1273-1280. A comnposition

graphi ¢ package and library nust fully support the graphics hardware. The
sof tware shal |

a. Provide capability for user to create illustrations
interactively using a digitizer tablet in conbination with an

intelligent workstation, keyboard and menu of commands;

b. Display the imge on the monitor as it is being created;

c. Provide flow charts, nmaps, and shapes library;

d. Provide capability for user to create synbols from an
avai | abl e set of prinitive shapes, line styles, and graphics
conmands;

e. Provide capability for user to select, place, scale, rotate
and nove picture elenents, and store these in a library;

f. Provide capability for user to conbine synbols to form
conpr ehensi ve i mages and pictures and settings w chich nmust be
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stored in a library on a diskette or renovabl e media hard di sk;

g. Provide capability for user to create and place text within a
pi cture;

h. Provide capability for user to scale and rotate text;

i. Provide capability for graphics conmposed on the display to be
transferred to graphics output devices (i.e. page printers,
character printer, and plotter) in two nodes, screen dunp and
post processing;

j. Draw post processing node inages and pictures to the ful
resol ution capability of each output device;

k. Interactively edit and annotate naps and ot her stored graphics
whi ch have been entered on the digitizer

28.2.1 CLIN 1273, Single-user Workstati on G aphics Conposition Package.
28.2.2 CLIN 1275, Miultiuser Wrkstation G aphics Composition Package.
28.2.3 CLIN 1277, Network Server Graphics Composition Package.

28.2.4 CLIN 1279, Super-m ni computer G aphics Conposition Package.

28.3 Free Form Graphics Software CLINs 1281-1288. The graphics software
shal |l provide an interactive interface. The software shall be bit oriented
(paint) with support for curves (bezier or B-spline) and shall support
keyboard, nouse, tablet, and scanner input. Aclip art library shall be

i ncluded. The software shall meet the requirements of the super-m niconputer
busi ness graphics software and the foll ow ng:

a. Draw straight, rubber band straight, continuous straight, and
free formlines with at least 2 line types and 4 |ine w dths;

b. Provide a snap-to ruler and grid;

c. Draw open and filled rectangles, round cornered rectangles,
freehand shapes, pol ygons, squares, circles, ellipses, and
arcs;

d. Provide capability for drawn i mage and graphics and portions
of the inmage to be duplicated nmany times on screen wth each
duplicate enlarged, reduced, stretched, and conpressed with
user-sel ectabl e size scaling where stretching nmaintains the
essential shape of the initial image;

e. Paint options include: pencil, brush (at |east 10 shapes
and/ or sizes), spray, pour and fill, autonmatically fil
shapes, select colors (at least 15 colors), select patterns
(at least 30 patterns), and erase;

f. Provide capability for user to create a drawi ng |arger than
t he drawi ng wi ndow by noving and scrolling a drawing within
t he draw ng w ndow,

g. Recall exact drawi ng paraneters to create symetrical itens;

h. Create objects which have a 3-di nensi onal appearance;

i. Use keyboard entered text and graphics in the graphic node;

j. Text options shall include bold, italics, underline, shadow
text, outline, proportional spacing and shall be savable as
graphi cs;

k. Provide capability for user to select a path along which to
position text, such as flowing text around a circle;
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Editing options shall include: clear page, undo change,
transparent and opaque cut and paste, cut and paste between
files, cut and paste within the sanme file, select region

copy, erase, flip an area and object fromleft to right, flip
an area and object fromtop to bottom and rotate an object by
a specified nunmber of degrees;

Provi de selection of a rectangular drawi ng area for editing;

Provi de clipping several objects to paste into a specified
ar ea;

Vi ewi ng options shall include: show page, zoom and scroll in
zoom node, bidirectional vertical and horizontal scrolling;

Provi de saving screen contents to disk;
Provi de output to page and character printers and plotter

Printing options shall include selection of print resolution
and print of selected areas;

Provi de capability for user to performstandard file functions
to include store, delete, and retrieve graphic inage files;

Provi de capability for user to inmport and export graphic
i mages and their parameters and settings fromits own native
format, CGM (Computer Graphics Metafile) FIPS 128, and at
| east three of the follow ng industry standard formats:

(1) AsC | Text,

(2) Reserved

(3) Direct RGB CaV

(4) 1ndexed CGMV

(5) DI A (D agraph/2000),

(6) EPS (Encapsul ated Postscript),

(7) PIC (Lotus),

(8) TIFF (Tagged Inmage File Format),

(9) Wndows Metafil es,

(10) CALS data

Convert an inported graphics image file to a series of objects
and curves (Bezier or B-spline);

Provi de capability for nultiple arrangenent, such as |ayering,
groupi ng and ungroupi ng obj ects;

Provide at |east 8 character fonts and at | east 8 character
sizes, all of which can be used in the same graphics image;

Provi de capability for user to turn black areas and objects to
white and white areas and objects to bl ack

Provi de general, free formmap creation, editing, retrieval,
del etion and printing including:

(1) Create a new nap from predefined maps and altering it
by desi gnated regions,
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(2) Provide creation of a new designated region, editing
an exi sting designated regi on and del etion of an existing
desi gnat ed region,

(3) Edit map paraneters to include:
(a) Layout (e.g., design, scale, rotation, etc.),
(b) Labels,
(c) Synbols,
(d) Data (e.g., numerical information),
(e) Titles,
(f) Legend,
(4) Reserved,

Provi de capability for user to inmport and export graphic
i mages and their parameters and settings fromthe foll ow ng
GCE software:

(1) Reserved,

(2) Harvard Business Graphics version 2.0 or greater.
CLIN 1281, Single-user Workstation Free Form G aphi cs Sof t ware.
CLIN 1283, Multiuser Wirkstation Free Form G aphics Software.
CLIN 1285, Network Server Free Form G aphics Software.

CLIN 1287, Super-m niconputer Free Form G aphics Software.

Interface Software, CLINs 1289-1296. Provide interface

sof tware whi ch shal
t he document taggi ng software,
and publishing and page | ayout

a.

28.4.1
28.4.2
28.4.3
28.4.4

produce output files conpatible with the word processor
t he conposition graphics, free form graphics,
packages. The software shall

12,
spacing at 6

Automatically recognize at | east courier 10, courier
prestige elite, elite, OCR A, and proportiona
I ines per inch spacing;

Autonmatical ly recogni ze single and doubl e |ine spacing;
Fl ag questionable characters and errors to the output;
Save graphics inmages in the Tag | nage Fil For mat.

Scan graphi cal data such as |ine drawi ngs, charts,

maps, photographs, floor plans, and graphs;

| ogos,

Provi de capability for line art

at | east 90%

i mage data to be conpressed by

Provide scaling from25%to 100%in 5% increnents on x and y
axi s (keeping the sane proportion or ratio between x and y

axi s);

CLIN 1289, Single-user Workstation Scanner Interface Software.
CLIN 1291, Multiuser Wrrkstation Scanner Interface Software.
CLIN 1293, Network Server Scanner |nterface Software.

CLIN 1295, Super-m ni conputer Scanner Interface Software.
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28.5 Fax Interface Software, CLINs 1297-1302. Provide interface software
whi ch shall receive data fromthe FAX card and generate files inportable into
the word processor, publishing and page | ayout package, conposition graphics,
and free formgraphics. Provide interface software which shall produce out put
files fromthe word processor, publishing and page | ayout package, conposition
graphics, and free formgraphics for transmi ssion to FAX cards and CCITT G oup
2, 3, and 4 FAX machines (FIPS 147).

28.5.1 CLIN 1297, Single-user Wrkstation Fax Interface Software.
28.5.2 CLIN 1299, Miltiuser Wrkstation Fax |Interface Software.
28.5.3 CLIN 1301, Network Server Fax Interface Software.

28.6 CLIN 1303, Super-mniconputer GOE Barcode Interface Software.

Provide interface software for the GOE barcode equi pnent to interface to the
super - m ni conput er.

28.7 CLIN 1304, GOE Connection Software. The Contractor shall provide software to
connect specified GOE (Table C1) to the super-mni computer system This software shal
include, but is not limted to, X-term nal enulation for the GOE workstations (excluding
BTOS wor kst ations and | BM PC XT conpati bles). These workstations nust maintain the
capability to selectively operate as stand-al one units and as workstations attached to a
super-m ni conputer system Wile online to a super-mniconputer, GOE workstations shall be
capabl e of communicating with intelligent workstations and other GOE workstations attached
to the super-mniconputer, acconplish office automation, as well as, interface with the
RDBMS and ot her applications software packages.

C29 Publishing Software, CLINs 1305-1339.

These packages shall run under the operating systems as noted by CLIN
structure. The publishing software (except single-user versions) shal
support processing in nultilevel security node in accordance with AFR 205-16
paragraph 6-2.d. Miultilevel security shall be available within a nutually
agreeable tine frame. (REF: Cl15 and F4.9)

29.1 Publishing and Page Layout Software, CLINs 1305-1310. This software
el ectroni cal ly conposes pages by nerging graphics and text.

29.1.1 Common Requirenents.

29.1.1.1 |Inport and Export text in the word processor (CLINs 1213-1220), ASCl |
Docurment Content Architecture, Enable, WORDPERFECT, WORDSTAR, Wrd, and
t he docunment tagging software (CLINs 1311-1316) formats. (REF: Table C 1) Inport software
shal | :

a. Provide automatic page text flow for all inported files and
t ext;

b. Inport graphics from business graphics software, free form
graphi cs software, and Tagged Image File Format (TIFF).

29.1.1.2 File Operations shall include:

a. Mxing files fromdifferent input formats in the same
docunent ;

b. Copying between files;
c. Saving a file wthout exiting;
d. Reverting to the last version

29.1.1.3 Docunent Size. Provide at |east 120 pages per
docunent. Provide at |east eight text columms per page.

29.1.1.4 Provide nouse, tablet, scanner, and full WSIWG user
interface. Provide noving of text and graphics via the nouse.
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29.1.1.5 Views. Provide docunent and page views to include 50,
100, and 200 percent. Provide an option to view facing pages and 2 page views.

29.1.1.6 Menus. Provide drop down screen nenus. Control key
sequence to provide shortcuts (e.g. bypass nenus).

29.1.1.7 Rulers. Display rulers and col utmm gui des on screen

29.1.1.8 Tenplates. Provide at |east 20 user-predesigned
tenpl at es.

29.1.1.9 Format. Style sheets shall control docunent fornmat and
[ ayout to include:

a. Typeface and font;
b. Variable margi ns and col ums;
c. Elinmnation of wi dows and orphans;
d. Provide enbedded tags;
e. Automatic text flow and wraparound.
29.1.1.10 Typographic Controls shall be provided for kerning
(manual and automatic), letter and word spacing, |eading and autonatic
hyphenat i on.
29.1.1.11 Page Control shall include:

a. Automatic headers and footers with separate headers and
footers for left and right pages;

b. Automatic page nunbering and paragraph headi ngs in header
and footer;

c. Automatic section numbering with a mininum of eight |evels;
d. Automatic table of contents generated from paragraph tags;
e. Automatic index generated fromindex entries;

f. Page counter from1l to at |east 9999.

29.1.1.12 Text and Graphics. Interactive text insertion and
del etion at any point to include:

a. Text and graphics shall be cut, copied, and pasted,;

b. Blocks of text shall be del eted, noved, and copied;

c. Text wapped around irregular graphics;

d. Graphics scaled to fit graphic franes;

e. Graphics shall be cropped, enlarged, and reduced
29.1.1.13 Font Sizes. Provide font sizes of 4 to 127 points.

29.1.1.14 Printing. Support a page description | anguage(s)
avai l abl e on the page printers. Print options shall include:

a. Print single page, nultiple copies, page to start, and
page to stop;

b. Interrupt and continue printing;

c. Autommtic page nunbering and user-specified page to begin
nunberi ng;
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d. Collate nultiple copies.
29.1.2 CLIN 1305, Single-user Workstation Publishing and Page Layout Software.
29.1.3 CLIN 1307, Multiuser Workstation Publishing and Page Layout Software.
29.1.4 CLIN 1308, Network Server Publishing and Page Layout Software.
29.1.5 CLIN 1309, Super-m niconputer Publishing and Paprge Layout Software.
29.2 Docunent Tagging Software CLINs, 1311-1316. Software shall

a. Conformto FIPS 152 and |1SO 8879, Standard Generalized Markup
Language;

b. Be nenu driven;

c. Cenerate and insert standard tags for each typographica
entity (e.g. titles, chapter headings, subheadings, tables,
etc.) in a docunent by recognizing key entry conventions (i.e.
tabs, indents, rd lines, page breaks, ASCI | text strings)
for word processor software;

d. Tag files such that they require only cosnmetic and m nor
formatting of text to achieve desired | ayout of style sheets
of the publishing software;

e. Produce a separate text file with the enbedded tags without
altering the original word processing file;

f. Convert a tagged file for typesetting back to a tag free text
file without loss of the original file and text;

g. Provide capability for user to add tagging tenplates to the
sof tware to accommodate the format;

h. Provide inport of GW., Scribe, TEX, and TROFF files;

i. Provide inport and export of CALS data with the ability to
edit and manipulate it.

29.2.1 CLIN 1311, Single-user Workstati on Docunment Taggi ng Software.
29.2.2 CLIN 1313, Miultiuser Wrkstation Document Taggi ng Software.
29.2.3 CLIN 1314, Network Server Docunent Taggi ng Software.
29.2.4 CLIN 1315, Super-m ni conputer Document Taggi ng Software.
29.3 Conputer Aided Design (CAD) Software CLINs 1317-1320. The software
shal | provide capability for user to interactively create draw ngs and
illustrations from keyboard input, menu of commands, user-devel oped macros and

scripts, nouse, tablet, and input fromthe scanner. The inage shall be imediately visible
on the workstation screen as it is being created. The software shall

a. Have drawi ng features which include:

(1) Cartesian addressabl e coordi nates, cursor coordinates
di spl ayed on conmand and continuously and a snap-to
capability,

(2) User shall be able to select single and multiple
entities, within a wi ndow, snap-to grid points, horizonta
and vertical line, center, endpoint, intersection, and
center of circle,

(3) Draw points, continuous lines, |ines by 2 points,
I engt h, angle, and delta coordi nate,
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(4) Drawcircles by center and radius, define arcs by 3
points, center, and endpoints, and by 2 angles,

(5) Draw rectangles by 2 points;

b. Include a synmbols library (user shall be able to select,
pl ace, rotate, scale, nove display and i mage entities and
store themin a library);

c. Provide a m ninmum of 16 col ors;

d. Provide a mnimm of 250 layers and the ability to edit
entities in several |ayers simultaneously;

e. Provide capability for user to erase selected entities,
unerase | ast erase, nove and copy, multicopy, proportionally
scale, rotate, mrror, delete portions, split single entity,
group and ungroup, and save group as separate file;

f. Include a zoomviewing option with a user-specified scale
factor, to fit screen, on user-specified wi ndow, and around a
speci fied point;

g. Have text options of unlimted type sizes, right justified,
centering, and user-specified placenment angl e;

h. Have dinensioning in nmetric and English units, horizontal and
vertical distance di nensions, distance between 2
user-specified points and the area within a user-specified
shape;

i. Provide inport and export of initial graphics exchange
specification files and CALS dat a;

j. Provide page and character printers and plotters with print
and pl ot of selected areas, selection of scale factor (actua
and other)sel ectable orientation, and batch print and plot.

29.3.1 CLIN 1317, Multiuser Advanced Workstation Conputer Ai ded Design Software.
29.3.2 CLIN 1319, Super-m ni conputer Conputer A ded Design Software.

29.4 Ceneric Electronic Printed Qutput and Exchange CLINs 1321-1326. The
sof tware shall support technical publication docunments represented in
accordance with ML-M 28001 (Manuals, Technical: Markup Requirenments and
CGeneric Style Specification for Electronic Printed Qutput and Exchange) and
support inport and export of technical publication data and docunents. The
software shall

a. Include filters to inmport and integrate for use by the
publ i shing and page | ayout software from ASCI| text, conputer
graphics netafiles, product data, raster data, free form
graphi cs, CAD data, CALS data, and data from scanni ng
equi prrent ;

b. Include filters to export to ASCI| text, raster data, conputer
graphics netafiles, and product data;

c. Include overlay raster inages with CAD data, free form
graphi cs, word processing, and publishing data;

d. Inmport and export computer graphics metafiles and graphics
illustration data for use by the graphics software;

e. Inport and export product data for use by the conputer aided
desi gn software.

29.4.1 CLIN 1321, Single-user Wrkstation Generic Electronic Printed Qutput and
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Exchange.

29.4.2 CLIN 1323, Miultiuser Workstation Generic Electronic Printed Qutput and
Exchange.

29.4.3 CLIN 1324, Network Server Ceneric Electronic Printed Qutput and Exchange.

29.4.4 CLIN 1325, Super-m niconputer Generic Electronic Printed Qutput and
Exchange.

29.5 Conputer Aided Acquisition and Logistics Support (CALS), CLINs 1327-1332. The
software shall support reliable and econonical transfer of digital technical publication
data. It shall provide automated interchange of technical information in conpliance with
M L- STD 1840A, Autonmtion Interchange of Technical Information. It shall provide inport and
export of digital raster data files in accordance with ML-R-28002 with the ability to edit
and nmani pul ate the graphics illustration data in accordance with M L-D 28003, and produce
data files in accordance with ML-D 28000, Digital Representation for Commrunication for
Products Data: | GES Application Subsets.

29.5.1 CLIN 1327, Single-user Wrkstati on CALS.
29.5.2 CLIN 1329, Multiuser Wrkstation CALS.
29.5.3 CLIN 1330, Network Server CALS.
29.5.4 CLIN 1331, Super-m ni conputer CALS.

C30 CLIN 1341, Order Cenerator Software.

The Contractor shall provide software for Governnent personnel to generate a |list of
hardware and software for all CLINs and SLINs. This software shal
be distributed on 5.25-tiinch DS/ DD di skettes and run on workstations and GCOE
personal computers already configured with at |least a 20MB hard di sk running
under MS-DOS version 3.0 or later. The GOE PCwill also have at |east 1MB
RAM be an AT conpatible or better, and support EGA or better graphics display
(e.g., Zenith Z-248, Unisys PW800, Everex 3000D, etc.) The Governnent shal
have the right to nake and distribute unlinmted copies of the order generator
software. The source code shall be provided to the Governnent. Procedures to
keep the software current shall be provided. The software shall

a. Provide the capability to configure a systemusing a series of pronpts
and nenus that include hardware, cabling, communication ports, network
conponents, software, and rel ated data and docunents;

b. Take into consideration m ni mumdi sk capacity, DDN connectivity,
networ k connectivity, TCB requirenents, and number of system user

c. Include the capability to add, delete, nodify, conbine, and store
configurations;

d. Store the configuration in an ASCII file;

e. Print the configuration on a standard 'OF 336' or 'SF 36' form which
will be used to order the system

f. Have an online introduction to the system
g. Store multiple configurations with conments;
h. Provide preconfigured systens and provide capability for user editing;

i. Ask the user critical questions such as: nunber of users, number of
connections, concurrent users, applications needed, peripherals, etc.

j. Have an online description of each SLIN, usage, and prerequisites;

k. Gaphically display configured slots on the system using the current
configuration;
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. Automatically include cables, connectors, and other required itens;

m Provide a summary of the current order and it's cost;

n. Provide a summary of power requirenments, cooling requirenents,
installation space, floor layout, and three dinmensional |ayout of the
system

0. Export information to the office autonmation, and graphics software for
archiving, and further editing;

p. Produce orders for equipnent and software to expand any system al ready
i nstall ed.

C31 Ceneral Communi cations Requirenents.

The conmuni cati ons subsystem conmponents shall be FIPS conpliant. Systens
conmuni cati ons connectivity shall conply with the standards set forth in the
Applications Portability Profile (APP), specifically Data Comruni cations
(GOsI P, FIPS 146-1) and Transparent File Access (| EEE P1003.8x). The network
shal | have the performance and throughput necessary to achieve overall system
performance requirenents specified in Attachnent 6. The conponents shall be
nmodul ar in design to permit expansion and reduction of network size w thout
interference to operation of the system (See also paragraph H34). It shal
i ncl ude:

a. Network nanagenent system (NVS)
b. Directory Services;
c. Wde area network (WAN) interfaces for
(1) Defense Data Network (DDN),
(2) Government Open Systens |nterconnection Profile (GOSIP),
(3) Integrated Services Digital Network (1SDN);
d. Local area network (LAN) facilities for
(1) | EEE 802.3 10BASES5,
(2) | EEE 802.3 10BASE2,
(3) | EEE 802.3 10BASET,
(4) | EEE 802.3 10BASEF,
(5) FDDI,
(6) Bridges,
(7) Gateways;
e. Direct connection support for workstations and other peripherals;
f. GOE network interfaces for:
(1) |1 BM comruni cations architectures,
(2) OpenNet;
g. Data Comuni cation Equi prent (DCE)
(1) Moderms,
(2) DsSU CsuUs,

(3) Data PBXs,
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(4) Miltiplexers;
h. Cabl es.

31.1 Installation. Super-mniconputer network equi prent installation
shal |l be provided. Contractor responsibility for installation of other LAN
conponents will be determined at the pre-installation site survey. |If the
conmuni cations installation (CLIN 7101) is not ordered, the Government is
responsi ble for installation of other LAN conponents.

31.2 QOE Circuits and Modenms. When twi sted-pair cable is used, al
connecting equi prent shall be conmpliant with |l ocal tel ephone conmpany
regul ations. At the Governnent's option and where locally perm ssible, GOE
voi ce grade twi sted pair cable shall be used.

31.3 Foreign Nation Crcuits. Circuits term nated at foreign-nation
| ocations will be voice-grade tel ephone circuits usually provided at those
| ocations. Al conmunications equi pnent, attached to these circuits, shal
have host-nation approval for connection to that nation's tel ephone network.
The Contractor is solely responsible for obtaining host-nation approval,
connection authority and providi ng approved equi pnent.

31.4 Security.

31.4.1 Trusted Network Interpretation (TNI) Certifiable. Provide a
certifiable C2 I evel network according to the Trusted Network Interpretation
NCSC- TG 005 Version 1 dated 31 Jul 87.

31.4.2 Bl Evaluation. The conmmunications subsystem shall be
submitted to the National Computer Security Center for Bl evaluation within a
nmutual |y agreeable tine frane from acceptance and publication of the Revised
Trusted Network Interpretation. (REF: F4.9)

31.4.3 Non-TNl Cperation. Also provide the capability for networks
to operate in a non-TN node.

C32 Network Managenent System (NWMS), CLINs 0401 and 1401

32.1 Common Requirenents. The network managenent system (NVS) shal
provi de a nmanager process which has gl obal responsibility and authority to
noni tor and configure all networks and sub-networks assigned to the domain
The NMS shall provide an agent process which shall have the ability to nonitor
and nodify only sub-portions or sub-networks in the domain. The agent process
shal |l be controlled by the nanager process. Information related to network
managenent shall be transmitted from agent processes to the nanagenent process
via the network domain. Only specific ID and password protected user-profiles
shal |l be allowed to access network nanagenent systens. The NMS shall conform
to the integrated w ndow environnent provided by this contract.

32.1.1 Standards. The Network Managenent System (NMS) shall conform
to the Conmon Managenent Infornation Service (CMS) and the Conmon Managenent
I nformation Protocol (CMP). CMS and CM P shall be provided within a
nmutual |y agreeable tine frane after the effective date of the applicable
FIPS. Until FIPS-conpliant CMS and CM P are provided, the NM5S shall comply
with either CMS (I1SO 9595) and CM P (I SO 9596) or Sinple Network Managenent
Protocol (SNWP) RFC 1157 and Structure of Managenment |Information (SM) RFC
1155 and Managenent Information Base (MB) RFC 1156. NMS functions common
within a | ayer regardl ess of the protocol stack (TCP/IP and GOSI P) shal
appear the sane to the network manager. (REF. F4.9)

32.1.2 Functionality. The NMS shall support all conponents provided
and integrated under this contract and shall provide the follow ng functions:

a. Configuration Managemnent;
b. Fault Managenent;

c. Performance Managenent;
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d. Security Managenent;
e. Accounting Managenent.

32.1.2.1 Configuration Managenent. This function shall provide a
single (or series of) geographic display(s) showi ng the specific LAN sites and
devi ces connected to the LAN as well as the inter-network |inks and their
rel ati onship to one another. The display(s) shall be configurable to
represent specific er requirements. The display(s) shall show physical and
| ogi cal links and distinguish between the two. Execution of all configuration
managenent conmands shal |l update the geographic display(s).

32.1.2.1.1 Configuration Initialization. This function shal
provi de capability for network tables to be initialized to default hardware
and software versions and paraneter val ues appropriate for operation of the
networ k environnent. The installation and configuration function shal
provide initialization of the follow ng:

a. Device paraneters to match the characteristics of the
connect ed devi ce;

b. Protocol operational parameters to their default val ue;

c. Security paraneters for network gateways, and data
PBXs (e.g. user access privileges);

d. The centralized file of registered conponent nanes and
associ ated internet protocol and nedia access contro
dupl i cat e nanes;

e. Bridge addresses for Network Management Software
access and any ot her paraneters necessary for network
operation.

32.1.2.1.2 Configuration Determ nation. The network
adm ni strator shall, as a mininum be able to do the follow ng:

a. Access network component default configuration
paraneters renotely fromthe conponents and fromthe
dat abase within the NMVS;

b. List media access control addresses on each individua
sub-network of active attachments, bridges and
gateways (i.e. those which transmitted a frame within
the last five mnutes);

c. Display on the network adm nistrator's console the
current status of all comunication devices upon
request fromthe network administrator

d. Display status of sessions on sel ected resources
i ncl udi ng source and destinati on address
identification and total packet vol unes;

e. Each device on the communi cation subsystens shall be
accessi bl e by a uni que address;

f. Each device shall be addressable by a synmbolic nane
(i.e. Bill, Jim printer, laser, etc.).

32.1.2.1.3 Configuration Mdification. The network
admi ni strator, via the network management system shall be able to performthe foll ow ng
online:
a. Shut down a bridge;

b. Reset a bridge to the default configuration paraneters;
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Cc. Reserved,;
d. Set address filters for a bridge;

e. Mdify bridge forwarding table entries including nedia
access control address;

f. Shut down a gateway;

g. Reset a gateway to the default configuration
par anet ers;

h. Disable frane forwardi ng for a gateway;
i. Set address filters for a gateway;

j. Modify gateway forwarding table entries including
nmedi a access control address;

k. Provide capability for the system administrator to
| ogi cally connect and di sconnect designated devices
within the system

Permt selective enabling and disabling of network
devi ces and workstations only by authorized users on
any workstation;

m Make appropriate updates to gateway routing tles
i ndicating availability and non-availability of other
gateways in the configuration

32.1.2.2 Fault Managenent. The network nanagenent system shal
have di agnostic functions to detect and isolate network mal functions. Any
errors encountered during initialization, configuration, and operation shal
be reported to the network manager via the NVMS. Al outages shall be
identified on the geographic display.

32.1.2.2.1 Self-test Diagnostics. The network shall provide
execution of internal self-test diagnostics to determnmine the basic operationa
status of all network conponents. Self-test diagnostics shall be provided for
super-m ni conput er and network server conmunication ports as well as bridges,
gat eways, concentrators, and data PBX

32.1.2.2.2 Node Status. The network nanagenment system shal
be able to determ ne whether the network nodes (servers, super-ninicomputers,
gat eways, bridges, concentrators, and data PBX) are fully operational or in
some state of dimnished functionality.

32.1.2.2.3 Fault Detection and Isolation. The network
adm ni strator shall be able to display and print the data obtained fromfault
nmoni tori ng of network components. An alarm feature shall identify the network
conponents which triggered an alarmevent. The network adm ni strator shall be
able to define the alarmthreshol ds.

32.1.2.2.3.1 LAN Fault Detection and Isolation. This
function shall include, but not be Iimted to the foll ow ng:

a. Franme check failures;

b. Alignment and length errors;

c. Nunber of collisions;

d. Carrier and collision detect failures;
e. Failure of renote bridge |inks.

32.1.2.2.3.2 WAN Fault Detection and Isolation. This
function shall support both X. 25 and I SDN and shall include, but not be
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limted to, the foll ow ng:
a. Physical layer error diagnostics provided by
networ k conponents (e.g. nodens, nultiplexers,
DSU CSUs) ;

b. Link layer error diagnostics (e.g. frane
checksuns, tinmeouts, retransm ssions);

c. Transport layer error diagnostics (e.g.
retransm ssions, flow control, reset problens);

d. Network |ayer diagnostics (e.g. retransm ssions).
32.1.2.3 Performance Managenent. The performance nanagenent
function shall nonitor network performance, collect and anal yze system
statistics, and provide useful reports to enable the network adm nistrator to
tune and control network performance. Based on these collected statistics,
the NMS shall be able to analyze and display the circuit utilization of al
net wor ks and sub-networks.

32.1.2.3.1 LAN Statistics. As a mininum the follow ng
statistics shall be collected on all components of the network:

a. Fault Detection Statistics shall be collected on al
errors identified by the fault managenent function

b. Traffic Statistics shall be collected for at | east the
fol | owi ng:

(1) Frame count (countf s frames using all franmes
on the network, source address filters,
destination address filters, and type field
filters),

(2) Frames per second,

(3) Byte count,

(4) Bytes per second,

(5) Mean size (last second and cunul ative),

(6) Nunber of franes by size (g. 64 bytes, 65

to 100 bytes, 101 to 500 bytes, 501 to 1517 bytes,
1518 bytes and | arger),

(7) Nunber of franes observed on each adjacent
network and forwarded in each direction,

(8) Peak franes per second,
(9) Peak bytes per second,
(10) Longest quiet time begin,
(11) Longest quiet tinme end,
(12) I nstantaneous | oad,

(13) Peak | oad.

32.1.2.3.2 LAN Load Ceneration. The NM5S shall be able to
generate the follow ng | oads on the LAN:

a. Load between one (1) percent and ten (10) percent;

b. Reserved
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c. Load between ten (10) percent and fifty (50) percent;

d. Rapid burst rate of 100 for both m ni nrum and nmaxi mum
size frames per second.

32.1.2.3.3 WAN Statistics. As a mininum the follow ng
statistics shall be collected on WAN components of the network:

a. Number and size of packets transmitted on each X 25
port, identified by user and destinati on upon network
manager conmand or paraneter;

b. Indications of failures at physical layer of X 25 from
di agnostics provi ded by nodens, multipl exers,
DSU CSUs, and ot her physical |ayer equiprent;

c. Number of checksumerrors, tinme-out errors, and
retransm ssi ons occurring at the X 25 data link |ayer;

d. Indications of flow control problens and reset counts
occurring at the TCP and GOSIP TP | ayer;

e. Number of errors by type occurring in the DDN | P | ayer
and the GOSI P Network Service |ayer;

f. FErrors related to | SDN protocols not otherw se covered
by a through e above.

32.1.2.4 Security Managenent. The security managenent function
shal | provide access control and security |ogs.

32.1.2.4.1 Network Access Controls. The network access
controls shall prevent unauthorized access to network resources. These access
control nmechanisns in the system security subsystem shall ensure users have
been properly authenticated before accessing network resources and prevent
unapproved access attenpts. Access control shall be invoked at the super-mni conputer,
network server, intelligent workstations, gateways, and
data PBX. In addition to authentication, access shall be refused and
term nated according to limts set by the Governnent designated personnel

a. During specific time periods;

b. According to access tine limts placed on specific
resources.

32.1.2.4.2 Network Log. As a mnimm all successful and
unsuccessful access attenpts shall be | ogged.

32.1.2.4.2.1 Audits. Auditing shall include, but not be

l[imted to:
a. ldentification of the network resource being
accessed;
b. Identification of e user and device attenpting

t he access;

c. The starting and ending tines of each session with
a super-m ni computer or network server;

d. Identification of the user's resource gaining
access.

32.1.2.4.2.2 Audit Record Retention. Audit records shal
be stored for a system security manager sel ectable period of time. Mechanisns
shal |l be provided for review of stored audit records by authorized Governnent
personnel. These individuals shall be able to view audit records from an
online termnal and from hard copy output.
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32.1.2.4.2.3 Audit Record Access. The audit records
shal | be protected from unauthorized read, nodification, and del etion

32.1.2.4.3 Security Log. The network security software shal
enabl e aut hori zed/ desi gnat ed personnel to selectively initiate and termnate a
network log of all relevant network traffic for any specific user-initiated
session to include recording of all network resources accessed.
32.1.2.5 Accounting Managerment. The accounting function shal
permt automatic anal ysis of network resource utilization and associ ated costs
incurred. This data shall be forwarded to the super-m ni computer System Usage
Accounting Utility.
32.2 Desired Capabilities.

a. Configuration managenent graphic display autonatically
updat ed/ changed to refl ect updates/changes to the configuration;

b. Configurati on nanagenent provides ability to zoom and expl ode
operator selected portions of the graphics display to see varying
| evel s of detail related to the network;

c. Configuration management provides ease of installation and
configuration of network nodes and conponents:

(1) Super-m ni computer,

(2) Network server,

(3) Workstation,

(4) Bridge,

(5) Gateway,

(6) Concentrator,

(7) Data comunication equi pment (DCE)

d. Fault diagnostic identifies the replaceable malfunctioned
conponent ;

e. Fault isolation function integrated with the graphics display;

f. Performance managenent integrated 50% or nore of LAN statistics
with the tuning facilities;

g. Performance managenent integrated 50% or nore of WAN statistics
with the tuning facilities;

h. Perfornmance managenent enabl es operator to easily redirect or |oad
| evel traffic across segnents of the network;

i. Network security function refuses/term nates access upon the
occurrence of a specific character string(s) in a data packet;

j. Accounting function provides user flexibility in defining cost
conponents or resources to be tracked;

k. Accounting function integrated with the NVMS dat abase tabl es used
for configuration and security.

32.3 CLIN 0401, Network Managenent Hardware.
32.4 CLIN 1401, Network Managenent Software.
C33 CLIN 1403, Directory Services.

The system shall use integrated directory services which shall function
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transparently, appearing as a single directory service, to the user and to al
applications. Additionally, this directory shall incorporate the CCITT X 500
standard within a nmutually agreeable time frane of the adoption of CCITT X 500
as a FIPS. In the interim this directory shall be initially based on the
current 1SO DS 9594-X for X.500. The interimdirectory shall include
directory system agent and directory user services. This directory shall be
capabl e of operating as both a client and a server over both TCP/IP and GOSI P
protocols for the WAN and LAN and interface with the NVB nanager and agent
functions. These services shall provide a routine to synchronize directories
usi ng upper level protocols for GOSIP (FTAM & X. 400) and TCP/IP (FTP & SMIP).
(REF: F4.9)

C34 Wde Area Network Interfaces, CLINs 0403-0418 and 1405-1418.

Al Wde Area Network (WAN) interfaces shall

a. Integrate with NVM5 to control configuration, analyze faults,
noni tor performance, and inplenment security and accounting
processes;

b. Integrate with the directory services;

c. Support the LANs using bridges and gat eways;
d. Simultaneously support TCP/IP and GOSI P protocol stacks.

34.1 Transm ssion Control Protocol/Internet Protocol (TCP/IP) Interface for DDN, CLINs
1405- 1408.

34.1.1 Common Requirenents.

34.1.1.1 DDN X. 25 Interface shall enable the systemto
conmuni cate wi th heterogeneous hosts via a DDN access circuit connection. The
DDN port shall be provided as specified in DCA docunment "Defense Data Network
X. 25 Host Interface Specification (December 1983) and FIPS 100-1. The
interface shall be certified by the Defense Comuni cati on Agency (DCA) and
listed in DCA's qualified products list. The interface shall include cabling
with connectors to the DTE/ DCE denmrcati on point.

34.1.1.2 Internet Host Support and Donmai n Name Services. The
interface shall inplenment the requirements for the comunication protocol as
defined in RFC 1122 and shall also inplenment the requirenents for application
and support protocols as defined in RFC 1123. All options |abeled "MJST" and
"SHOULD' in both RFC 1122 and RFC 1123 shall be inplemented. The TCP/IP
interface shall be certified under the National Vol unteer Laboratory
Accreditation Program (NVLAP). The follow ng protocols shall be included:
a. Internet Protocol (IP);
b. Transm ssion Control Protocol (TCP);
c. TELNET;
d. File Transfer Protocol (FTP)
e. Sinmple Mail Transfer Protocol (SMIP);
f. Domain Nane Server and Resol ver.
34.1.2 CLIN 1405, Super-m niconputer DDN Interface Software.
34.1.3 CLIN 1407, Network Server DDN Interface Software.

34.2 GCOSIP Interface, CLINs 1409-1418. Provide current FIPS 146-1
Governmrent Open Systems | nterconnection (OSI) Profile (GOSIP) conpliant
network protocol i1tens including electronic nail and file-transfer, which
shal |l enable the systemto achieve interconnection and interoperability with

conputers and systens fromvarious manufacturers in an open systens
environnent. The Contractor-provided comuni cati ons software shall conply
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with the Government Open System I nterconnection Profile (GOSIP), FIPS 146-1,
and shall be listed in the NI ST Regi ster of Conformance Tested GOSIP
Products. Network equi prent and software shall be updated with GOSIP-2
conpli ant conponents and applications within a nutually agreeable tinefrane
after the effective date listed in the FIPS 146-1 GOSIP standard or future
FI PS 146-1 revisions adopting changes have been published. (REF. F4.8 and
F4.9)
34.2.1 Common Requirenents.

34.2.1.1 Integrated Services Digital Network (I1SDN) Interface
shal |l be conpatible with the Federal Tel ephone System (FTS) 2000 network. The
interfaces shall extend to the circuit demarcation and shall autonatically
manage establishment and mai nt enance of connecti ons.

34.2.1.2 @GOSIP Conpliant Conputer Network Data Comuni cations Protocols shall
i ncl ude:

a. Directory Service agent and user agent (CCITT X 500)
(provided by Directory Services CLINs);

b. Message Handling Systens (MHS) (CCITT X 400) (provided by
El ectronic Mail Software CLINs);

c. File Transfer, Access and Managenment (FTAM, Phase 2 (FIPS
146-1);

d. Virtual Terminal (VT) (TELNET and Forns profiles) (Draft
International Standard (DI'S) 9041);

e. Association Control Service Elenment (1SO 8650);

f. Connection-oriented Presentation Protocol (ISO 8823);

g. Connection-oriented Session Protocol (ISO 8327);

h. Connection-oriented Transport Protocol Cass 4 (1SO 8073);
i. Connectionless network protocol (1SO 8473);

j. Integrated Services Digital Network (ISDN) (provided by
| SDN i nterface);

k. X. 25 Packet Layer Protocol (1SO 8208);
. Logical Link Control (ISO 8802-2);

m End System - Internedi ate System (ESIS) Protocol (ISO
9542);

n. Reserved,;

0. Reserved;

p. Ofice Docunent Architecture (ODA);

g. Renmpte Operations Service Elenent (ROSE) (1SO 9072);

r. Common Managerent Information Service (CMS) (1SO 9595);

s. Common Managenent |Information Protocol (CMP) (1SO 9596).
34.2.1.3 Desired Capabilities are:

a. Interimsolutions to include CMS/CMP ISO (DI'S) conpliant
NMS and early availability of GOSIP conpliant products;

b. Mgration plan from GOSIP version 1 to version 2 and | SDN;
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c. Denponstrated knowl edge of GOSIP version 1 and version 2
di f f erences;

d. Denonstrated relationship of provided products to GOSIP
conpl i ant products.

34.2.2 CLIN 1409, Super-mniconputer X. 25 GOSIP Interface Software.
34.2.3 CLIN 1411, Network Server X 25 GOSIP Interface Software.
34.2.4 CLIN 1413, Super-mniconputer |SDN Basic Rate Interface Software.
34.2.5 CLIN 1415, Network Server |SDN Basic Rate Interface Software.
34.2.6 CLIN 1417, Super-mniconputer ISDN Prinary Rate Interface Software.
34.3 X.25 Ports, CLINs 0403-0410. The super-niniconputer shall be
capabl e of supporting five (5) X 25 interfaces (two (2) 9.6 to 19.2 Kbps, two

(2) 56 to 64 Kbps, and one (1) 1.544 Mops). The network server shall be
capabl e of supporting two (2) X.25 9.6 to 19.2 Kbps interfaces.

34.3.1 CLIN 0403, 9.6 to 19.2 Kbps Super-m ni computer X.25 Port.
Provide a port with an El ectronic Industries Association (EIA)-232-C or an
El A-232-D connect or.

34.3.2 CLIN 0405, 9.6 to 19.2 Kbps Network Server X. 25 Port. Provide
an X. 25 port with an EI A-232-C or an El A-232-D connecti on.

34.3.3 CLIN 0407, 56 to 64 Kbps Super-m ni computer X.25 Port.
Provide an X. 25 port with either an EIA RS-449 with M L-STD 188-114A
(bal anced), EIA-530 (Hi gh Speed 25-Position Interface for DTE and DCE), or
CCI TT V.35 connecti on.

34.3.4 CLIN 0409, 1.544 Mops Super-nini computer X 25 Port.

34.4 | SDN Ports, CLINs 0413-0418. The super-nini computer shall be
capabl e of supporting two (2) basic rate interfaces and one (1) prinary rate
interface. The network server shall be capabl e of supporting two (2) basic
rate interfaces.

34.4.1 CLIN 0413, Super-mniconputer |SDN Basic Rate Interface Hardware.

34.4.2 CLIN 0415, Network Server |SDN Basic Rate |Interface Hardware.

34.4.3 CLIN 0417, Super-mniconputer |ISDN Prinary Rate Interface Hardware.
C35 Local Area Network (LAN), CLINs 0419-0616 and 1419- 1655.

Provi de hardware and software to i nplement LANs whi ch conformto | EEE
802. 3 and LANs which conformto Fiber Distributed Data Interface (FDDI)
specifications. The 802.3 LANs shall interoperate with the
super-m ni conputer, all workstations and terminals provided under this
contract, the network server, GOE workstations, concentrators, FDDI LAN,
bri dges and gateways. All options |abeled "MJST' and "SHOULD' in both RFC
1122 and 1123 shall be inplenented. Al LANs shall

a. Integrate with the NM5 to control configuration, analyze faults,
nmoni t or performance, and inplement security and accounting
processes;

b. Integrate with the directory services;

c. Provide both TCP/IP and GOSI P upper |evel protocol stacks;

d. Provide server software that includes: socket head interface, file
transfer, TELNET, rempote file access, and renote printer access;

e. Provide software to include User Datagram Protocol (UDP), RFC 768,
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and Transm ssion of | P Datagrans Over | EEE 802.3 Networks,
RFC 948, that integrates with Sun Mcrosystens Network File System
(NFS) products.

35.1 Super-mniconputer |EEE 802.3 Interface, CLINs 0419 and 1419. The
super-m ni conput er shall be capable of directly supporting at |east four
separate | EEE 802.3 LANs. Each interface shall include:

a. Al additional protocols necessary to satisfy the software
product functionality provided;

b. Hardware necessary to support one | EEE 802.3 LAN (10BASE5 and
10BASE2) .

35.1.1 CLIN 0419, Super-m nicomputer |EEE 802.3 Interface Hardware.
35.1.2 CLIN 1419, Super-m niconmputer |EEE 802.3 Interface Software.
35.2 Network Server |EEE 802.3 Interface, CLIN 0421 and 1421. The

network server shall be capabl e of supporting at |east two separate | EEE 802. 3
LANs. Each interface shall include:

a. Al additional protocols necessary to satisfy the software
product functionality provided;

b. Hardware necessary to support one | EEE 802.3 LAN (10BASE5 and
10BASE2) .

35.2.1 CLIN 0421, Network Server | EEE 802.3 Interface Hardware.
35.2.2 CLIN 1421, Network Server | EEE 802.3 Interface Software.
35.3 Thick-cable IEEE 802.3 LAN, CLINs 0423-0450. Al LAN conponents
shal | adhere to the | EEE 802.3, 10BASE5 standard. All cables shall be

provided in plenum grade (such as Teflon), and non-pl enum grade (such as
pol yvi nyl chl oride (PVQ)).

35.3.1 CLIN 0425, 15-foot Transceiver Cable. Provide a 15-foot,
transcei ver cable with 15-pin, D-type connectors.

35.3.2 CLIN 0427, 50-foot Transceiver Cable. Provide a 50-foot,
transcei ver cable with 15-pin, D-type connectors.

35.3.3 CLIN 0429, 100-fN, oot Transceiver Cable. Provide a 100-foot,
transcei ver cable with 15-pin, D-type connectors.

35.3.4 CLIN 0431, 150-foot Transceiver Cable. Provide a 150-foot, transceiver
cable with 15-pin, D-type connectors.

35.3.5 CLIN 0433, Thick | EEE 802.3 Coaxial Cable. Provide an 50-ohm
10BASE5 coaxi al cabl e orderable by the foot.

35.3.6 CLIN 0435, Thick-cable |IEEE 802.3 LAN Termni nators.
35.3.7 CLIN 0437, Thick-cable |IEEE 802.3 LAN Transceiver with Vanpi Tap.
35.3.8 CLIN 0441, Thick-cable |IEEE 802.3 LAN Repeater

35.

3
3

35.3.9 CLIN 0443, Thick-cable |IEEE 802.3 LAN 8-port Fan-out Unit.
3.10 CLIN 0445, Thick-cable | EEE 802.3 LAN 16-port Fan-out Unit.
3

35.3.11 CLIN 0447, Thick-cable |IEEE 802.3 LAN Grounding Kit with
ground | ug.
35.3.12 CLIN 0449, Thick-cable | EEE 802.3 LAN Fi ber Optic Hal f Repeater

35.4 Thin-cable IEEE 802.3 LAN, CLINs 0451-0464. Al LAN components
shal|l adhere to the | EEE 802. 3, 10BASE2 standard. All cables shall be

C



F19630- 93- D- 0001
Page 512 of 666

provided in plenum grade (such as Tefl on), non-plenum grade (such as
pol yvi nyl chl oride (PVC)) and riser grades.

35.4.1 CLIN 0451, Thin-cable | EEE 802.3 LAN Cable. Provide a 50-ohm
10BASE2 coaxi al cabl e orderable by the foot.

35.4.2 CLIN 0453, Thin-cable | EEE 802.3 LAN Term nator used with tap
assenbl y.

35.4.3 CLIN 0454, BNC Connector Tools. Provide tools required to
connect BNC plugs to coaxial cable.

35.4.4 CLIN 0455, | EEE 802.3 LAN BNC Tap. Provide BNC jacks (BNC "T"
connections) or BNC RF coaxial "T" jack-jack-jack connectors also provide Tap
Pl ug and BNC Plug sets or drop-cable BNC RF coaxi al pl ugs.

35.4.5 CLIN 0456, BNC Connectors. Provide BNC RF coaxial "T"
j ack-plug-jack connectors wi th BNC pl ugs.

35.4.6 CLIN 0457, Thin-cable | EEE 802.3 LAN Transcei ver shall connect
the workstation's GOE network interface card 15-pin, Dtype | EEE 802.3 plug to
t he BNC coaxi al cable network interface, Signal Quality Error (SQE) swtch
sel ect abl e.

35.4.7 CLIN 0459, Thin-cable | EEE 802.3 LAN 8-port Fan-out Unit.
35.4.8 CLIN 0461, Thin-cable | EEE 802.3 LAN 16-port Fan-out Unit.

35.4.9 CLIN 0463, Thin-cable | EEE 802.3 LAN Repeater. Provide
repeaters which are SQE switch sel ectable.

35.5 Twisted-pair LAN, CLINs 0465-0498. All applicable LAN conponents
shal | adhere to the | EEE 802. 3 10BASET standard. Prem se distribution
conponents shall interface to new (provided under this contract), as well as
exi sting AT&T, GTE, and NTI Premise Distribution Systens (PDS)

35.5.1 Twisted-pair LAN Term nators, CLINs 0465-0472.

35.5.1.1 CLIN 0465, Twisted-pair Wall Qutlet. Provide duplex
wal | outlet with cover plate equipped with two standard RJ-45 nodul ar | acks.
Each jack shall term nate an 8-conductor 26 to 22 AWG cabl e.

35.5.1.2 CLIN 0467, Twisted-pair Crinmp Style Connector Bl ock
Provi de a connector bl ock equi pped with sol derl ess 66-type crinp connectors,
arranged in at least four colums with 50 clips each. Each colum shall also
termnate a 26 to 22 AWG 25-pair cable. Block shall also be equipped with a

50- pi n Anmphenol -type pl ug.

35.5.1.3 CLIN 0469, Twi sted-pair Punch-down Style Connector Block. Provide a
connector bl ock equi pped wi th nodul ar connector strips and shall also termnate a 26 to 22
AWG 25-pair cable. Terminals shall also acconpdate nulti-pair "punch-down" type
connections. Block shall also be equipped with a 50-pin Arphenol -type pl ug.

35.5.1.4 CLIN 0471, Twisted-pair Mdular Plug. Provide standard
8- conduct or RJ-45 nodul ar plug conpatible with the wall outlet (CLIN 0465).

35.5.2 Unshielded Twi sted-pair LAN Concentrators, CLINs 0473-0488.

35.5.2.1 Conmon Requirements. Concentrators shall

a. Provide the LAN with unshiel ded tw sted pair concentration
poi nts;

b. Be 19-inch rack mountable and wall npuntabl e;

c. Connect to the LAN using new and existing unshiel ded
twi st ed-pair;

d. Interface with the NMS for diagnostics and configuration
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support ;

e. Have the capability to selectively | ock out a port and
ports via the NVE;

f. Have the follow ng features:
(1) Work with standard 115 volt AC outlets,
(2) Operate in a typical telephone wiring closet,

(3) Provide LAN connectivity of workstations for a
di stance of up to 100 neters,

(4) Provide a "star network" coverage pattern of over
600 feet in dianeter of floor space,

(5) Provide all timng functions required for
conpliance with | EEE 802. 3 10BASET st andards,

(6) Provide a m nimum of eight ports and be
expandabl e up to 64 ports,

(7) Provide non-disruptive replacenment and addition
of component boards except for the power supply,

(8) Provide the follow ng status:
(a) Power status indicators
(b) Data activity indicators
(c) Collision detect indicators

(d) Workstation status link indicator for each
port

(e) Partition status link indicator for each port,

(9) Provide interface with each workstation via RJ-45
connecti ons,

(10) Provide internal interface to the follow ng:

(a) Oher concentrators via 10BASET, 10BASES5,
10BASE2, and 10BASEF connecti ons

(b) Local and renote bridges and repeaters via
10BASE5, SQE nust be user selectable, and via
10BASE2.
35.5.2.2 Desired Capabilities are:
a. Expandabl e above 64 ports;
b. Provide internal FDDI interface;
c. Provide |EEE 802.5 interface;
d. Provide local bridge functions.
35.5.2.3 CLIN 0473, Rack Mounted Twi sted-pair LAN Concentrat or
Provi de an 8-port concentrator (expandable to 64 ports) for a 10BASET
twi sted-pair LAN. The concentrator shall provide the | EEE connections as

specified below Al tw sted pair connections shall be made using standard
RJ- 45 nodul ar connectors.

35.5.2.4 CLIN 0475, Expansion for Rack Munted Twi sted-pair LAN Concentrator

Provi de increnental expansion for the rack mounted tw sted-pair LAN concentrator
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original 8 ports up to 64 ports.

35.5.2.5 CLIN 0477, Wall Mounted Twi sted-pair LAN Concentrator.
Provi de an 8-port concentrator (expandable to 64 ports) for a 10BASET
twi sted-pair LAN. The concentrator shall provide the | EEE connections as
specified below Al tw sted pair connections shall be nade using standard
RJ- 45 nodul ar connect ors.

35.5.2.6 CLIN 0479, Expansion for Wall Munted Twi st ed-pnsair LAN Concentrator.
Provi de increnental expansion for the wall mounted tw sted-pair LAN concentrator fromthe
original 8 ports up to 64 ports.

35.5.2.7 CLIN 0481, 10BASE5 Interface to Twi sted-pair LAN Concentrator.
Provide interface to connect one 10BASE5 segnent to one port on the concentrator.

35.5.2.8 CLIN 0483, 10BASE2 Interface to Tw sted-pair LAN Concentrator.
Provide interface to connect eight 10BASE2 segnents to eight ports on the concentrator.

35.5.2.9 CLIN 0485, 10BASEF Interface to Twi sted-pair LAN Concentrator.
Provide interface to connect six 10BASEF duplex fiber optic segnments to six ports on the
concentrator.

35.5.2.10 CLIN 0487, RJ-45 Interface to Twi sted-pair LAN Concentrator. Provide
interface to connect one 10BASET segnent to one port on the concentrator. The segnent shall
connect to the interface with a standard RJ-45 npdul ar connector.

35.5.3 CLIN 0489, Twisted-pair LAN Patch Panel. Provide patch panel
equi pped with standard RJ-45 nodul ar recepticles to allow the Governnent user
to easily connect workstations to the concentrator.

35.5.4 CLIN 0491, Twisted-pair LAN Patch Transceiver. The
transcei ver shall connect the workstation's GOE network interface card, |EEE
802. 3 10BASE5 plug to the | EEE 802. 3 10BASET network interface, SQE switch
sel ectable. Status |link LED and SQE LED shall be provided.

35.5.5 CLIN 0493, 8-foot Twisted-pair LAN Drop Cable. Provide
connection fromthe transceiver to the workstati on via an 8-foot cable.

35.5.6 CLIN 0495, 15-foot Twi sted-pair LAN Drop Cable. Provide
connection fromthe transceiver to the workstation via a 15-foot cable.

35.5.7 CLIN 0496, Twi sted-pair LAN Cable. Provide cable for a
twi sted-pair LAN orderable by the foot.

35.5.8 CLIN 0497, 15-foot, 25-pair Cable with 50 pin Amphenol -type Pl ugs.

35.5.9 CLIN 0498, 25-pair Cable with 50 pin Anphenol -type Pl ugs.
Provi de cable for a LAN orderable by the foot.

35.6 Fiber Optic LAN, CLINs 0499-0538.

35.6.1 Common Requirenents include:
a. Al LAN conponents shall inplenent the | EEE 802. 3 standard,;
b. Cable shall be nultinpde 62.5/125 mcron fiber and shall
exhibit an optical loss of no greater than 3 dB per kil oneter
at 1300 nanoneters;
C. Snap-twi st (ST) connections shall be used for connectors.
35.6.2 Fiber Optic LAN Concentrator, CLINs 0499-0514.

35.6.2.1 Commopn Requirenments. The fiber optic LAN concentrator
shal | :

a. Provide facilities for connecting fiber optic LANs as well
as connecting tw sted-pair LANs;
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Be 19-inch rack mountable (not applicable for CLIN 0503);

Interface with the NMS for diagnostics and configuration
support;

Have the capability to selectively lock out a port and
ports via the NWVS;

Provide the follow ng features:
(1) Work with standard 115 volt AC outl et,
(2) Operate in a typical telephone wiring closet,

(3) Provide LAN connectivity of workstations for
di stances of 50 through 1950 feet,

(4) Provide a coverage pattern of over 3900 feet in
di ameter of floor space,

(5) Provide all timng functions required for
conpliance with | EEE 802. 3 standards,

(6) Provide a mninmum of six ports and be expandabl e
to 60 ports,

(7) Provide the follow ng status:
(a) Power status indicators
(b) Data activity indicators
(c) Status link indicator for each port
(d) Collision detect indicator
(e) Workstation status |link indicator
(f) Partition status link indicator

(8) Provide interface with each workstation via fiber
ST connecti ons,

(9) Provide interface to the foll ow ng:

(a) OQher concentrators via 10BASET, 10BASES5,
10BASE2, and 10BASEF connecti ons

(b) Local and renote bridges and repeaters via
10BASE5, SCQE nust be user selectable, and via
10BASE2;

(10) Provide FAO RL signaling.

35.6.2.2 Desired Capabilities are:

a.
b
C.

d.

Expandabl e above 60 ports;
Provide internal FDDI interface
Provi de | EEE 802.5 interface;

Provi de | ocal bridge functions.

35.6.2.3 CLIN 0499, Rack Mounted Fiber Optic LAN Concentrator
Provide a rack nounted 6-port concentrator (expandable to 48 ports) for a
10BASEF fiber optic LAN. The concentrator shall provide the | EEE connecti ons

as specified bel ow

Al fiber optic cable connections shall be nmade using

shap-twi st (ST) connectors.
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35.6.2.4 CLIN 0503, Floor/Wall Mounted Fiber Optic LAN Concentrator. Provide a
floor or wall nounted 6-port concentrator (expandable to 48 ports) for a 10BASEF fiber optic
LAN. The concentrator shall provide the | EEE connections as specified below. Al fiber
optic cable connections shall be nade using snap-tw st (ST) connectors.

35.6.2.5 CLIN 0505, Expansion for Fiber Optic LAN Concentrator
Provi de increnental expansion for both fiber optic LAN concentrators fromthe
original 6 ports up to 48 ports.

35.6.2.6 CLIN 0507, 10BASE5 Interface to Fiber Optic LAN Concentrator. Provide
interface to connect one 10BASE5 segnent to one port on the concentrator

35.6.2.7 CLIN 0509, 10BASE2 Interface to Fiber Optic LAN Concentrator. Provide
interface to connect one 10BASE2 segnent to one port on the concentrator

35.6.2.8 CLIN 0511, 10BASET Interface to Fiber Optic LAN Concentrator. Provide
interface to connect one 10BASET segnent to one port on the concentrator. The segnment shal
connect to the interface with a standard RJ-45 nodul ar connect or

35.6.2.9 CLIN 0513, 10BASEF Interface to Fiber Optic LAN Concentrator. Provide
interface to connect one 10BASEF dupl ex fiber optic segnent to one port on the concentrator
The segment shall connect to the interface with snap-tw st (ST) connectors.

35.6.3 CLIN 0515, Fiber Optic LAN Patch Panel. The patch panel shal
support snap twi st terminations and be rack nountable in ANSI/ElIA-310-C
conpliant 19-inch racks.

35.6.4 CLIN 0517, Fiber Optic LAN Transceiver. The transceiver shal
connect the workstation's GOE network interface card 15-pin, D-type | EEE 802. 3
plug to the fiber snap twi st network interface connection

35.6.5 CLIN 0519, 3-foot Fiber Optic LAN Drop Cable. Provide
connection fromthe transceiver to the workstation via a 3-foot cable.

35.6.6 CLIN 0521, 8-foot Fiber Optic LAN Drop Cable. Provide
connection fromthe transceivelOr to the workstation via an 8-foot cabl e.

35.6.7 CLIN 0523, 3-foot Fiber Optic LAN Patch Cable. Provide a
3-foot ST patch cable for use with concentrators and patch panels.

35.6.8 CLIN 0525, 8-foot Fiber Optic LAN Patch Cable. Provide an
8-foot ST patch cable for use with concentrators and patch panels.

35.6.9 CLIN 0527, 10-foot Fiber Optic LAN Patch Cable. Provide a
10-foot ST patch cable for use with concentrators and patch panels.

35.6.10 CLI0529, 4-strand Fiber Optic LAN Cable. Provide 4-strand
10BASEF cable for a fiber optic LAN orderable by the foot.

35.6.11 CLIN 0531, 6-strand Fiber Optic LAN Cable. Provide 6-strand
10BASEF cable for a fiber optic LAN orderable by the foot.

35.6.12 CLIN 0533, 12-strand Fiber Optic LAN Cable. Provide
12-strand 10BASEF cable for a fiber optic LAN orderable by the foot.

35.6.13 CLIN 0535, 24-strand Fiber Optic LAN Cable. Provide
24-strand 10BASEF cable for a fiber optic LAN orderable by the foot.

35.6.14 CLIN 0537, Fiber Optic LAN Connectors. Provide 10BASEF
connectors for a fiber optic cable.

35.7 Network Interface Cards, CLINs 0539-0552 and 1539-1552. Al N Cs
shal | incl ude:

a. A primary port for standard | EEE 802.3 10BASE5 15-pin D-type
connection (DB-15);

b. Sufficient on-board menory to support the software interface
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and performance requirements of the system

c. Primary or secondary port selection shall be user selectable
during installation.

35.7.1 Intelligent Wrkstation | EEE 802.3 Interface, CLINs 1539-1540. In addition
to NICs listed below, provide all protocols, including X-Wndows, necessary to support
client-server access to all network resources.

35.7.1.1 CLIN 1539, Single-user Wrkstation | EEE 802.3 Interface Software.
35.7.1.2 CLIN 1540, Multiuser Workstation | EEE 802.3 Interface Software.

35.7.2 CLIN 1541, Networked GOE Workstations | EEE 802.3 |nterface.
In addition to NICs listed below, provide the software required to network GOE
wor kstations (Table CG1). GCOE workstations shall be connected to the
super-m ni conputer via the network and have use of all super-m ni computer and
network server software. The GOE workstations shall support Network File
System software that integrates with the Sun M crosystens NFS public domain
product, to include User Datagram Protocol (UDP) RFC 948 and Internet Protoco
(1 P) RFC 768.

35.7.3 Network Interface Card - Type I (NIC 1), CLINs 0539-0554. The
NIC | shall have a secondary port for interface to | EEE 802.3 10BASE2 (BNC
femal e and t-connector).

35.7.3.1 CLIN 0539, Basic Intelligent Wrkstation NIC |.
35.7.3.2 CLIN 0541, Advanced Intelligent Wrkstation NIC I.

35.7.3.3 CLIN 0545, XT Conpatible NIC 1. 8-bit |IBM XT bus
conpati ble N C.

35.7.3.4 CLIN 0547, AT Compatible NIC 1. 16-bit |BM AT bus
conpati ble N C.

35.7.3.5 CLIN 0551, Macintosh Il Conpatible NIC 1. Provide Apple
Maci ntosh Il architecture conpatible N C

35.7.3.6 CLIN 0553, Macintosh SE Conpatible NNIC 1. Provide Apple
Maci nt osh SE architecture conpatible N C

35.7.4 Network Interface Card - Type Il (NIC 11), CLINs 0555-0570.
The NIC Il shall have a secondary port for interface to | EEE 802.3 10BASET
(RJ-45).

35.7.4.1 CLIN 0555, Basic Intelligent Wrkstation NIC |1
35.7.4.2 CLIN 0557, Advanced Intelligent Worrkstation NIC I1.
35.7.4.3 CLIN 0561, XT Conpatible NIC |1

35.7.4.4 CLIN 0563, AT Conpatible NIC I1.

35.7.4.5 CLIN 0565, MCA Conpatible NIC |1

35.7.4.6 CLIN 0567, Macintosh Il Conpatible NIC I1.

35.7.4.7 CLIN 0569, Macintosh SE Conpatible NIC |1

35.8 Fiber Distributed Data Interface (FDDI) LAN, CLINs 0571-0583 and 1571. Wthin a
nmutual |y agreeable tinme frane after the effective date of the GOSIP (FIPS 146-1) version
whi ch specifies FDDl protocols, provide hardware and software components necessary to
install and make operational an FDDI LAN. Until then, the FDDI LAN provided shall comply
with the current |1SO FDDI standards. The FDDI LAN shall provide a ESIS protoco
translation. Conponents shall include but not be limted to all fiber optic cabling, cable
concentrators, splice kits, term nators, class A and class B attachnent stations,
concentrator hubs, repeaters, routers, and bridges. (REF: F4.9)
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35.8.1 CLIN 0571, FDDI LAN Hardware.

35.8.2 CLIN 0573, |EEE 802.3 Fiber Optic Interface.
35.8.3 CLIN 0575, | EEE 802.3 Thin Cable Interface.
35.8.4 CLIN 0577, | EEE 802.3 Thick Cable Interface.
35.8.5 CLIN 0579, |IEEE 802.3 Twisted Pair Interface.
35.8.6 CLIN 1571, FDDI LAN Software.

35.9 Super-mniconputer to Super-mni conputer Interconnect, CLINs 0585 and 1585.
Wthin a nmutually agreeable tine frame after the effective date of the GOSIP (FIPS 146-1)
versi on which specifies FDDl protocols, provide hardware and
software to interconnect co-located super-mniconputers. Until then, the interconnect shal
conply with the current OSI FDDI standards. Link comrunications shall operate in accordance
with the FIPS 146-1 FDDI specification at a speed of 100 Mops. This connection shal
provi de high speed transfer of data files as well as support for interactive processing
sessi ons between super-mni conmputers. (REF: F4.9)

35.9.1 CLIN 0585, Super-mniconputer to Super-mn ni conputer |nterconnect Hardware.
35.9.2 CLIN 1585, Super-m niconputer to Super-m ni conputer |nterconnect Software.

35.10 Bridges, CLINs 0587-0600. Provide bridges to link |ocal area
networks to each other. Al bridges shall

a. Notify the NM5 and discard all franes that contain bit errors;

b. Automatically recognize the addition of a new attachnment to
its connected sub-networks;

c. Provide filtering interfaces to elimnate unnecessary traffic
bet ween any two sub- networks;

d. Be shut down remptely fromthe NVMS via software conmands;

e. Operate in a standby node (i.e. not forwarding franes) such
t hat redundant bridges can span the same two sub-networks;

f. Detect and prevent franmes from | ooping through a nultiple
bri dged network by inplementing the | EEE 802.1 Spanni ng Tree
Al gorithm standard

g. Transmt the contents of forwarding table entries to, and
accept updates from the NMS upon demand (this feature shal
be protocol independent above the |ISO Layer 2);

h. Be able to inplenent an al gorithmwhich shall provide
capability for two bridges to share traffic workl oad;

i. Uilize the I EEE 802.3 10BASE5 15-pin D-type connection as its
networ k connection

j. Include NVS support for configuration, error notification
statistics and self-test functions.

35.10.1 Local Bridge, CLINs 0587-0592. A local bridge shall connect
four collocated sub-networks. The local bridge shall filter data at a m ni mum
rate of 75K packets per second at 128 bytes per packet. The local bridge
shall forward data at a m ni rum of 30K packets per second at 128 bytes per
packet .

35.10.1.1 CLIN 0587, Local Bridge.

35.10.1.2 CLIN 0588, 10 Mops 10BASE2 Coaxial Cable Local Bridge Interface.
Provi de an | EEE 802. 3 10BASE2 coaxial cable with a BNC network connection at 10 Mops.
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35.10.1.3 CLIN 0589, 10 Mops 10BASE5 Coaxial Cable Local Bridge Interface.
Provi de an | EEE 802. 3 10BASE5 coaxial cabr le with 15-pin D-type network connection at 10
Mops.

35.10.1.4 CLIN 0590, 10 Mops Fiber Network Local Bridge Interface. Provide an
| EEE 802.3 10BASEF fiber network connection at 10 Mops.

35.10.1.5 CLIN 0591, 100 Mops FDDI Local Bridge Interface.

Provide a FDDI fiber network connection at 100 Mops.
35.10.2 Renpte Bridge, CLINs 0593-0600. A renote bridge shal

connect sub-networks which have no geographi c boundaries and are |inked via common
carrierand simlar Governnent-owned systens. The renpte bridge shal
operate in conjunction with the standards and comuni cati ons equi prent
provided. The renote bridge shall support a mninmumof tw | EEE 802.3 LANs
and two renpte connections. The renote bridge shall be capable of
| oad-l eveling traffic between two or nore circuits.

35.10.2.1 CLIN 0593, Renpte Bridge.
35.10.2.1.1 Desired Capabilities are:
Provi de nore than 2 renpte connections;
Provi de nore than 2 LAN connecti ons.

35.10. 2. CLI N 0594, 9.6 Kbps Tel ephone Link Renote Bridge Interface.

35.10. 2.

a
b
2

35.10.2.3 CLIN 0595, 19.2 Kbps Tel ephone Link Renote Bridge Interface.
4 CLIN 0597, 56 Kbps Tel ephone Link Renote Bridge Interface.
5

35.10. 2. CLI N 0599, 1.544 Mops Tel ephone Link Renpte Bridge Interface.
35.11 Gateways, CLINs 0601-0616. The network gateways shall provide

conmuni cati ons and protocol conversion between w de area networks (WANs) and

LANs. The gateways shall operate in conjunction with the standards and

conmuni cati ons equi pnent provided. The gateways shall inplement dual protoco

stacks for forwarding of GOSIP and TCP/I P packets. The network | ayer protoco

conversions shall be provided for conmon upper and transport |ayer protocols.

35.11.1 Common Requirenents.
a. Implenent all options |abeled "MJST" and "SHOULD' in RFC 1009;
b. Conformto | EEE 802.3 attachnent unit interface LAN interface;
c. Provide a packet throughput rate of at |east 80 packets per

second for 576 octet |P packets and 600 packets per second for
m ni mum | engt h packet s;

d. Include the capability to process routing tables which
identify routes via internediate systems and end systens and
provi de:

(1) Address Resolution Protocol RFC 826,
(2) Reverse Address Resol ution Protocol RFC 903
(3) Exterior Gateway Protocol RFC 904;
(4) sl 1S-1S Routing exchange protocols (1SO 8473 and
e. Inclgggzzae capability to filter packets based on packet type
and source/ destinati on address;
f. Provide sinmultaneous comunication with at |east 64 users;

g. Include NMS support for configuration, error notification
statistics and self-test functions.
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35.11.2 CLIN 0601, LAN Gateway shall have LAN interface cards as wel
as the power supply and internal supports for the various WAN i nterface cards.

35.11.2.1 Desired Capability. Provide nore than one LAN
interface.

35.11.3 CLIN 0602, X.25 Gateway Interface. Provide a X 25 interface
whi ch supports speeds from 9600 bps to 1.544 Mops and 64 virtual circuits.

35.11.4 CLIN 0609, |ISDN Gateway Interface. Provide an | SDN prinmary
interface.

35.11.5 CLIN 0613, Public Data Network (PDN) Gateway Interface shal
provi de access to Tel enet and Tymmnet.

35.12 CLIN 1650, Application Gateway. Provide software to convert
bet ween applications running over GOSIP and TCP/IP. Application protoco
conversion shall include FTP-to-FTAM and SMIP-to- X 400 (RFC 1148). The
application gateway shall be available for the super-mni conputer andt |east
one other platform (either the network server or the LAN gateway) provided by
the Contractor. Inplenent all options |abeled "MJUST" and "SHOULD' in both RFC
1122 and 1123. If the Contractor provides a hybrid protocol stack, with GOSIP
applications over TCP/IP, then the application gateway shall performthe
transport conversion

35.12.1 Desired Capabilities are:
a. Application protocol conversion for TELNET-to- VT,
b. Operate on the Network Server and on the LAN Gateway pl atform
C36 Asynchronous Interfaces, CLINs 0651- 0660 AND 1651- 1660.

Provi de hardware and software to connect asynchronous devices to the
super-m ni conputer and the network server. These interfaces shall support
both | ocal and wi de area connections. All |/0O connections (except for GOE
wor kst ations, GOE terminals and GCOE printers) shall satisfy Attachment 6
system performance specifications. The GOE workstations and intelligent
wor kst ations shall be capable of file transfer, terminal enulation, and
electronic mail access. The GOE terninals shall be capable of termnina
emul ation and electronic nmail access. The GOE printers shall be capabl e of
printing files transmtted fromthe super-mn ni computer.

36.1 Super-m niconputer Asynchronous Interface, CLIN 0651-0653 and 1651
Provi de hardware and software for the super-m ni conputer for connection of
asynchronous devi ces.

36.1.1 CLIN 0651, Basic Super-m ni computer Asynchronous Connecti ons.
Provide the initial 8 asynchronous connections for nmodens, multiplexers, GOE
wor kst ations, GOE terminals, GOE printers, and intelligent workstations.

36.1.2 CLIN 0653, Super-m niconmputer Asynchronous Connection Expansion. The nunber
of asynchronous connections shall be expandable to at |east 128 connections in increnents of
at | east 8 connections.

36.1.3 CLIN 1651, Super-m ni computer Asynchronous Software. Provide software to
support connecti on of asynchronous devi ces.

36.2 Network Server Asynchronous Interface, CLIN 0655-0657 and 1655.
Provi de hardware and software for the network server for connection of
asynchronous devi ces.

36.2.1 CLIN 0655, Basic Network Server Asynchronous Connecti ons.
Provide at | east 2 connections to connect asynchronous devi ces.

36.2.2 CLIN 0657, Network Server Asynchronous Connection Expansion
Provi de increnental expansion to at |east 8 asynchronous connections.

C
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36.2.3 CLIN 1655, Network Server Asynchronous Software. Provide
software to support connection of asynchronous devi ces.

C37 Super-mni conputer-to-GOE Systens Interfaces, CLINs 0661-0682 and 1661- 1682.

The super-m ni conput er-to- GOE subsystem i ncl udes the hardware and software
to comunicate with GOE systems. It shall support nultiple termnals and
conmuni cati ons applications operating simultaneously.

37.1 |IBM 3274 Systens Network Architecture (SNA) Interface, CLINs 0661 and 1661. The
super-m ni conput er shall have the ability to comunicate with existing |BM and | BM
conpati bl e host systens in an SNA Synchronous Data Li nk Comuni cation (SDLC) environment.
The interface shall:

a. Mke the super-mni conputer appear as an | BM 3274 cl uster
control l er and provide capability for attached term nals and
virtual termnals across the network to emul ate 3278 and 3279
devi ces;

b. Provide nmultisession capability and support up to 16 Logi cal
units simultaneously;

c. Provide full bi-directional ASCII and binary file transfer;

d. Operate at transm ssion speeds of up to 9600 bps;

e. Functionally conformto |IBM SNA Ref erence Manual #SC30-3112.
37.1.1 CLIN 0661, |IBM 3274 Systens Network Architecture (SNA) Interface Hardware.
37.1.2 CLIN 1661, |IBM 3274 Systens Network Architecture (SNA) Interface Software.

37.2 BM 3770 SNA Renmote Job Entry (RJE) Interface, CLINs 0663 and 1663.
The super-m ni conputer shall support full IBM 3770 RJE. The interface shall:

a. Be capable of submitting batch jobs to a host and receiving
the results to a disk file and printer;

b. Provide full bi-directional file transfer;
c. Support reception of compressed data from a host;
d. Operate at speeds of up to 9600 bps;

e. Functionally conformto |IBM System Network Architecture (SNA)
Ref erence Manual #SC30-3112.

37.2.1 CLIN 0663, SNA RIE Interface Hardware.
37.2.2 CLIN 1663, SNA RIE Interface Software.
37.3 [IBM 2780 and 3780 Binary Synchronous Comuni cations Interface, CLINs 0667 and
1667. The super-m ni conputer shall comunicate with existing | BM and
| BM conmruni cati ons conpati bl e conputers in binary synchronous environnments.
The interface shall:

a. Mke the super-mni conputer appear as an | BM 3780 or 2780 RIE
wor kst ati on;

b. Operate at speeds up to 9600 bps;
c. Provide full bi-directional ASCII and binary file transfer;

d. Provide the subm ssion of batch jobs and the reception of the
job output to a disk file and printer.

37.3.1 CLIN 0667, IBM 2780 and 3780 Binary Synchronous Communications |Interface
Har dwar e.
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37.3.2 CLIN 1667, IBM 2780 and 3780 Binary Synchronous Communications |Interface
Sof t war e.

37.4 CLIN 0669, IBM 3270 Binary Synchronous Conmuni cati ons. The
super-m ni conput er shall have the capability to comunicate with existing | BM
and | BM comruni cati ons conpati bl e conputers in 3270 binary synchronous and SNA
environnents. The interface shall:

a. Mke the super-mni conputer appear as an | BM 3271 controller;
b. Operate at speeds up to 9600 bps;

c. Provide interactive sessions of up to sixteen | BM 3277
term nal enul ati ons and provide capability for the reception
of the printer output to a disk file or to a 3287 printer
emul at or.

37.4.1 CLIN 0669, IBM 3270 Binary Synchronous Commruni cati ons Interface Hardware.
37.4.2 CLIN 1669, IBM 3270 Binary Synchronous Commruni cati ons Interface Software.

37.5 CLIN 1671, |1BM Docunent |Interchange Architecture and Docunent Content Architecture
Interface. Provide a utility which is functionally equivalent to the | BM 5798-DQH Cl CS/ VS
File Transfer Program |IND$FILE. The utility shall support use of |IBM s Document
I nterchange Architecture and Document Content Architecture for document exchange and file
transfer. Refer to | BM Reference Manual #GC23-0765.

37.6 OpenNet Gateway, CLINs 0681 and 1681. Provide hardware and software for
interoperability between the super-mni conputer and exi sting OpenNet | ocal
area networks. The OpenNet Gate Pway will be a single level, unclassified
connection. Services to be provided are OpenNet Renote Network File Access,
Virtual Term nal Connections, and Network El ectronic Mil.

37.6.1 Common Requirenents.

37.6.1.1 Gateway, Renpte Network File Access. Provide renmpte
file server access capability between the super-m ni conputer and existing
OpenNet resources (Intel 310, Intel 320, Unisys 5000/80, Unisys 5000/95, and
Arrmy Small Ml tiuser Computer Prime EXL320) in accornce wth:

a. XEN X Networking Software Rel ease 2.0 - External
Architecture Specification;

b. Mcrosoft Networks/ OpenNet - File Sharing Protocol;

c. OpenNet/M crosoft Networks - File Sharing Protocol
Ext ensi ons.

37.6.1.2 Gateway, Virtual Term nal Emul ation. Provide the
capability for the super-mniconputer to establish and di sconnect virtual
term nal connections with existing OpenNet LAN workstations through network
conmands as i nplenented in Mcrosoft Networks/ OpenNet Virtual Terni nal
Pr ot ocol .

37.6.1.3 Gateway, Network Electronic Mail. Provide the
capability to exchange electronic nmail with users on existing resources (Intel
310, Intel 320, Unisys.5000/80, Unisys 5000/95, and Arny Small Miltiuser
Conputer Prine EXL320) within the OpenNet network as inplenmented in:

a. XENI X Networking Software Rel ease 2.0 - External
Architecture Specification;

b. Mcrosoft Networks/OpenNet - File Sharing Protocol;

c. OpenNet/M crosoft Networks - File Sharing Protocol
Ext ensi ons;

d. OpenNet Mil Architecture;
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e. OpenNet Sunmary.

37.6.2 Desired Capabilities. An OpenNet network interface card and
software for the super-mniconputer be provided for interoperability between
t he super-m ni conputer and exi sting OpenNet |ocal area networks. Services to
be provided are OpenNet Renbte Network File Access, Virtual Term na
Connections, and Network El ectronic Mail (as specified above).

37.6.3 CLIN 0681, OpenNet Interface Hardware.

37.6.4 CLIN 1681, OpenNet Interface Software.

C38 Data Communi cati ons Equi pnent, CLINs 0701-0968.

38.1 Modens, CLINs 0701-0901. FIPS conpliant nodens shall be provided
for operation with super-m ni conputer and network server comruni cation
i nterfaces and shall be usable by all workstations.

38.1.1 Common Requirenents.

38.1.1.1 USA and Overseas Versions. Each nodem shall be provided
in both USA and overseas versions.

38.1.1.2 Muiltiple Countries. Overseas nmodemrequirements nmay be
met by nodens approved for multiple countries or by a nmodem approved for each
country. Modens shall be International Network approved for use on circuits
bet ween countries. Mdens shall be host nation approved and connection
aut hori zed for use on the public switched tel ephone network. These devices
shall be available within a mutually agreeable time frame. (REF: F4.8)

38.1.1.3 Host Nation Conpliance. Wth Governnent approval, the
features and functions as specified by the host nation authority for overseas
nodenms shal |l take precedence over this specification wherever such features
and functions shall be determ ned by the duly authorized regul atory body of
the host nation to be contrary to their statutes and regul ations.

38.1.1.4 NModem Cables. Three-neter |ong data conmuni cati ons
cables, with the appropriate connectors for the country in which the nodemis
used, shall be provided with all nodens.

38.1.1.5 NMs Interface. Al nodens shall be configurable (except
CLIN 0855) by the NM5 and shall be provided with diagnostics which integrate
with the NMS. These nodens shall al so satisfy the NMS requirenents for
physical level (OSI Level 1) fault isolation and performance nonitoring.

38.1.1.6 Moddem Packaging. All nodens shall be provided in both
nest nount and standal one versions. Provide card nests for nest nountable
versions of all nobdems. Card nests shall include sufficient power supplies
and be nountable in ANSI/ElI A-310-C conpliant 19-inch racks.

38.1.2 Desired Capability. Early availability of host nation
approved overseas nodens (see |list of |ocations in paragraph F6).

38.1.3 Limted Distance Mom (LDM - 19.2 Kbps, CLINs 0703-0750.
Thi s nodem shal |

a. Operate from9600 bps to at least 19.2 Kbps, with a
m ni mum di stance of 4 mles at 19.2 Kbps;

b. Be suitable for point-to-point and nultipoint applications
and operate in both synchronous and asynchronous nodes,
full- and hal f-dupl ex over both 2-wire and 4-wire circuits;

c. Have an ElIA-232-D or EIA RS-232-C conpliant interface.

38.1.3.1 CLIN 0703, LDM - 19.2 Kbps, Nest-nount.

38.1.3.2 CLIN 0705, LDM - 19.2 Kbps, Standal one

C
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38.1.4 LDM - High Speed, CLINs 0751-0800. This nodem shall

a. Operate at data rate of at |east 56 Kbps over a distance
of at least 5 niles on 24 AWG wire;

b. Be capable of point-to-point synchronous operation, full-
and hal f - dupl ex;

38.1.4.1 CLIN 0751, LDM - High-speed El A Nest-mount shall have
either an EIA RS-449 with ML-STD 188-114 (bal anced) or ElI A-530 connection.

38.1.4.2 CLIN 0753, LDM - High-speed ElI A Standal one shall have
either an EIA RS-449 with ML-STD 188-114 (bal anced) or ElI A-530 connecti on.

38.1.4.3 CLIN 0759, Card Nest, LDM

38.1.5 19.2 Kbps Leased Line Mbdem CLINs 0801-0850. This nodem
shal I :

a. Be capable of 19.2 Kbps synchronous full-dupl ex operation
over 4-wire Bell 3002-D1 and CCITT M 1020 conditi oned
| eased |ines;

b. Have selectable data rates of at |east 19.2 Kbps and 14.4
Kbps with fallback rates of at |east 14.4 Kbps and 9600
bps.

38.1.5.1 CLIN 0801, 19.2 Kbps Leased Li ne Modem Nest-nount.

38.1.5.2 CLIN 0803, 19.2 Kbps Leased Li ne Modem Standal one.

38.1.5.3 CLIN 0805, 19.2 Kbps Leased Line Modem 4-channel Ml ti plexing.

Provi de 4-channel nultiplexing for 19.2 Kbps | eased |ine nodens.
38.1.5.4 CLIN 0813, Card Nest, 19.2 Kbps Leased Li ne Mbdem
38.1.6 CCTT V.32 Modem CLINs 0851-0900. This nodem shall

a. Provide 300 to 9600 bps full duplex operation over 2-wire
switched lines and 2- or 4-wire |eased |ines;

b. Be CCITT V.32 (9600/4800 bps), CCITT V.22 bis (2400 bps),
CCQ TT V.22 (1200 bps), and Bell 103J/113 (300 bps)
conpliant;

c. Provide synchronous and asynchronous operation

d. Provide "AT" comand set conpatibility;

e. Provide auto answer/dial functionality and user adjustable
vol une control

f. Provide CCITT V.42/V.42 bis error correction/data
conpr essi on;

g. Provide EIA-232-D (or 232-C), and V.24/V.28 interfaces;

38.1.6.1 CLIN 0851, CCITT V.32 Modem Nest-nmount. User
adj ust abl e vol une control not required.

38.1.6.2 CLIN 0853, CCITT V.32 Mbdem Standal one.
38.1.6.3 CLIN 0855, CCITT V.32 Modem Wrkstation shall be

internally mounted in the system or expansion chassis. Synchronous operation
user adjustable volune control, and V.24/V.28 interfaces are not required.

38.1.6.4 CLIN 0857, CCITT V.32 Modem Dial-line Backup and Look- back

di al -1ine backup and | ook-back capabilities for USA V.32 nodens.
38.1.6.5 CLIN 0867, Card Nest, CCITT V.32 Mddem

C
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38.1.7 CLIN 0901, Modem Cabinet shall include an ANSI/El A-310-C
conpliant 19-inch rack and shall have National Electrical Mnufactures
Associ ation conpliant or equivalent internal power receptacles. The cabinet
shall be at least 1.5 neters high with a hinged, see-through front door
Modem nests shall be mountable in this cabinet.

38.2 56 Kbps D/CSU, CLINs 0905-0908. This DSU CsSU shall connect the
DDN Interface with a USA DDN packet swi tching node (PSN) access circuit. The
DSU CSU shal | operate at 56,000 bps on this dedicated, four-wire line. Al
DSU CSUs shall be NMS manageabl e.

38.2.1 CLIN 0905, High-speed EIA DSU CSU. Provide a DSU CSU with
either an EIA RS-449 with ML-STD 188-114 (bal anced) or ElIA-530 connection.

38.3 CLIN 0909, Data PBX. The data PBX shall be increnentally expandabl e
to support up to a mnimmof 500 lines. The lines shall support the nodens
(ref: C38.1) and the direct connect asynchronous ports (ref: C36). The data
PBX shal | support simultaneous calls for at |east half the configured
lines/ports (i.e., 250 simultaneous calls for a 500 |ine configuration). The
nodem pool shall include all hardware (except nmodens and circuits) and
software for an auto-answer and auto-dial interface to:

a. Connect the super-mniconputer to renpte nodens through the
swi tched tel ephone network;

b. Establish connections on the basis of user entered address and
synbol i ¢ nane;

c. Provide switching anong nultiple connections;

d. Termnate a connection automatically when no activity occurs over
t hat connection during a Government selectable time interval;

e. Termnate a connection if DITR is de-asserted fromthe attached
devi ce;

f. Termnate a connection if circuit CDis discontinued fromthe
attached devi ce.

38.4 Statistical Tine Division Multiplexer (STDM, CLINs 0951-0968. The
STDMs shal |l be under network managenent. All STDVs shall be configurable by
the NMS and shall be provided with diagnostics which integrate with the NVS.
These STDMs shall also satisfy the NMS requirenments for physical |evel (CSI
Level 1) fault isolation and performance nonitoring.

38.4.1 STDM Chassis, CLINs 0951-0956. The STDM chassis shall be
provided in nodels supporting 8 and 16 input ports. The STDM chassis shall

a. Provide at | east one conposite output link at speeds from
9600 bps to at least 19.2 Kbps;

b. Provide internal and external clocking;
c. Include the follow ng features:
(1) Flow control

(2) Renote device configuration via supervisory
control port,

(3) Buffer support,

(4) Password protection,
(5) Echopl ex, autobaud,
(6) Autoparity,
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(7) Switching with contention
d. Include the follow ng di agnosti cs:
(1) Self-test,
(2) Conposite link test,
(3) Local and renote | oopback
(4) Test character generator
(5) LEDs/LCDs,
(6) Buffer overflow.
38.4.1.1 CLIN 0953, 8-Port STDM Chassis.
38.4.1.2 CLIN 0955, 16-Port STDM Chassi s.
38.4.2 CLIN 0957, ElA-232-D (or 232-C) and V.24/V.28 STDM Channel Card shall
a. Support synchronous line speed of 9.6 Kbps;
b. Provide ElA-232-D (or 232-C) and V.24/V.28 interfaces.
38.4.3 CLIN 0959, High-speed EI A STDM Channel Card shall
a. Support asynchronous input at line speeds up to 9.6 Kbps;

b. Have either an EIA RS-449 with M L-STD 188-114 (bal anced) or
El A-530 connecti on.

C39 Communi cations Cabling, CLINs 0969-0989.

Cabling systens shall adhere to all applicable building and fire codes.

39.1 CLIN 0969, 9-Conductor Bulk Exterior Cable. Data cables with
exterior grade PVC coating, orderable in 1000-foot reels w thout connectors.

39.2 CLIN 0970, 25-Conductor Bulk Exterior Cable. Data cables with
exterior grade PVC coating, orderable in 1000-foot reels w thout connectors.

39.3 CLIN 0971, 37-Conductor Bul k Exterior Cable. Data cables with
exterior grade PVC coating, orderable in 1000-foot reels w thout connectors.

39.4 CLIN 0973, 9-Conductor Bulk Plenum Cable. Data cable with snoke
retardant coating, orderable in 1000-foot reels w thout connectors.

39.5 CLIN 0974, 25-Conductor Bul k Pl enum Cable. Data cable with snoke
retardant coating, orderable in 1000-foot reels w thout connectors.

39.6 CLIN 0975, 37-Conductor Bulk Plenum Cable. Data cable w th snoke
retardant coating, orderable in 1000-foot reels w thout connectors.

39.7 CLIN 0977, DB-25 Connector Kit. Connector kit having two connectors
and all associated parts to include hoods, cable inserts, etc.

39.8 CLIN 0979, DB-9 Connector Kit. Connector kit having two connectors
and all associated parts to include hoods, cable inserts, etc.

39.9 CLIN 0981, DB-37 Connector Kit. Connector kit having two connectors
and all associated parts to include hoods, cable inserts, etc.

39.10 CLIN 0985, Bulk Pl enum Twi sted-pair Cable. Unshielded, 4-pair 24
AWG solid conductor twi sted pair cable with snoke retardant coating, orderable
in 1000-foot reels.

C40 Maintenance, CLINs 2001-4999 and 8001-8989.

C
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40.1 Ceneral Requirenents. The Contractor shall provide naintenance
service as described herein and the mai ntenance plan in Attachment 11.

40.1.1 Effectiveness Level. Mintain a mninmm conponent
effectiveness | evel of 98%

40.1.2 Maintenance Calls. Provide a point of contact 24 hours per
day, seven days per week, to receive notification of the need for renedial
mai nt enance by tel ephone for all sites. Provide at |east one toll free
t el ephone nunber in the continental United States (CONUS) for all CONUS sites
and at | east one outside of CONUS (OCONUS) tel ephone nunber for all OCONUS
sites. A maintenance technician shall respond to all maintenance service
calls (a recorded answering service is unacceptable).

40.1.3 Renpte Assistance. Provide, within security constraints, a
renote techni cal assistance capability for the super-mniconputer. Wen
requested by the Governnent, maintenance personnel shall diagnose and resolve
problems froma renote |ocation using a tel eprocessing |ink. The Contractor
shal |l provide all hardware and software for renpte assistance. The Governnent
will provide the dial-in phone line.

40.1.4 Time-to-repair. Conplete the repair of the mal functioned
conponents within the time franes |listed below. The tinme-to-repair hours
apply only during periods of ordered OCPPM PCPPM and OPPM The time frane
is measured fromthe tine a bona fide attenpt is nade by the Governnent to
notify the Contractor of required maintenance.

Ti me-t o- Repair (Hours)

CONUS OCONUS except
Hawaii and Hawaii and
Mal f uncti oned Component Al aska Al aska
Core Conponents 4 24
(Ref. Table C 2, Conponents List)
Al Oher Components 8 48

40.1.5 Incidental Charges. All maintenance includes parts, travel,
and all other incidental charges related to the mai ntenance action. (See
paragraph H11.5 for further details.)

40.1.6 Preventive Miintenance. Provide preventive mai nt enance
services as part of all maintenance options (excluding mail-back/carry-in) to include al
material and | abor necessary to perform preventive mai nt enance.
For each delivery, the Contractor shall specify, in witing prior to the start
of acceptance testing, the frequency and duration for preventive maintenance
requi red for each conponent listed on the delivery order. The designated
CGovernment representative at the site will then establish a schedule for
preventive mai nt enance.

40.1.7 Diagnostics. Provide a full range of system di agnostics that
shall, as a mnimum identify the faulty conponent and subcomponent. The
di agnostics shall test all applicable equipnent provided under this contract,
be avail able on the conputer system and be password protected. There shal
be adequate online diagnostics for the conputer operator to isolate hardware
failures.

40.1.8 Worldwi de Technical Assistance. Provide information, advice
and techni cal assistance supplenmentary to that provided in nanual s and
publications for all hardware and software included in this contract by
t el ephone to designated Governnment personnel. At |east one toll free
t el ephone nunmber shall be provided. Tel ephone access shall be nade avail abl e
bet ween the hours of 0800 to 1700 local tinme for each Governnent site, Monday
t hrough Friday excludi ng Governnment holidays. This assistance shall include
the identification, tracking, and resolving of hardware and software problens
and questions raised by the Governnent.
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40.1.9 Canni balization. Cannibalization of conmponents shall not be
utilized to ensure the availability of other system conponents unless approved
by the Governnent.

40.1.10 dearances. Wen requested by the CGovernnent, the Contractor
shal | provi de nmai ntenance personnel who possess security clearances at the
hi ghest | evel of classification required at the site. See Atch. 1 (DD254).

40.1.11 Purging of Defective Conponents. Conponents and parts of

conponents, which may contain non-volatile nenmory will not be renbved from
Government control until an approved decl assification procedure has been
conpl eted by Government personnel or until it is deternmned that the part
contains no classified materi al

40.1.12 Site Mintenance Journal. The Contractor shall maintain a
Site Mai ntenance Journal which includes an equipnent list and a chronol ogy of
all system mai ntenance activity. The chronol ogical list of Contractor
mai nt enance activity shall include, but is not Iimted to, diagnostic tests,
preventive mmi ntenance, system upgrades and renedi al mai ntenance. Each
journal entry shall include the nane(s) of Contractor personnel working on the

system and shall be signed by the senior Contractor representative in
attendance and the senior Government representative. The journal shall remain
the property of the Government. MBCI malfunction reports, when subnmitted by
the Contractor, will be posted to the site maintenance journal by the

CGover nment .

40.2 CLINs 2001-2989, On-call Principal Period of Mintenance (OCPPM .
Provide an unlimted nunber of calls for renmedial and preventive nai ntenance
for all conmponents during the principal period of maintenance (PPM from 0800
to 1700 local tinme Mnday through Friday except Governnent holidays. Provide
optional extended coverage as |isted bel ow

a. N ne Hour PPMfrom 0800 to 1700 | ocal tinme Monday through Saturday
except Governnent holidays;

b. Nine Hour PPMfrom 0800 to 1700 |ocal tine seven days per week
except Government holidays;

c. Thirteen Hour PPM from 0600 to 1900 | ocal time Mnday through
Friday except Governnent holidays;

d. Thirteen Hour PPM from 0600 to 1900 |ocal time Mnday through
Sat urday except CGovernnent holidays;

e. Thirteen Hour PPMfrom 0600 to 1900 local time seven days per week
except Governnent holidays;

f. Eighteen hour PPM from 0600 to 2400 |ocal tine Mnday through
Friday except CGovernnent holidays;

g. Eighteen hour PPMfrom 0600 to 2400 | ocal time Mnday through
Sat urday except Governnent holi days;

h. Ei ghteen hour PPM from 0600 to 2400 | ocal tine seven days per week
except Government holidays;

i. Twenty-four hour PPM Monday through Friday except Gover nnment
hol i days;

j.  Twenty-four hour PPM Monday through Saturday except Governnent
hol i days;

k. Twenty-four hour PPM seven days per week includi ng Government
hol i days.

40.3 CLIN 2991, Per-call Principal Period of Mintenance (PCPPM .
Provide a per-call renedial and preventive mai nt enance coverage for al
conponents other than the core conponents during the principal period of
mai nt enance from 0800 to 1700 | ocal time Monday through Friday except

C
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CGovernment hol i days and conplete the repair within the tinme frames stated in
par agr aph C40. 1. 4.

40.4 CLIN 2995, Per-call Qutside the Principal Period of Mintenance
(OPPM . Provide renmedial and preventive mai ntenance coverage at all tines
out side of the ordered OCPPM and PCPPM and conplete the repair within the tine
frames stated in paragraph C40.1. 4.

40.5 Software Support, CLINs 3001-4999, shall be provided in accordance
wi th paragraph H5. The structure shall provide a primary and a secondary
| evel of support.

40.5.1 CLINs 3001-3999, Primary Site software support shall be
provided for all central design agencies as designated on the delivery order
(primary site). The primary site support shall include at |east tel ephone
access, software distribution, and docunmentation distribution. Prinmary
support sites shall receive a copy of the software updates and documentation
for thensel ves and all associ ated secondary support sites after acceptance of
t he software.

40.5.2 CLINs 4001-4999, Secondary Site software support shall not
i nclude direct tel ephone access, direct software distribution, or direct
docunentation distribution. Primary sites will be responsible for tel ephone
access, software distribution, and docunentation distribution to associ ated
secondary sites. Software updates and docunentation shall be delivered to the
associated primary site (as identified on the secondary site delivery order)
for all secondary sites. All secondary sites nust be associated with a
primary site. There shall be no limt on the nunber of secondary sites that can be
associated with a primary site.

40.6 CLINs 8001-8989, Mail-back/Carry-in (MBCI) Maintenance shall be
provided at the Contractor's repair facilities, for any nalfunctioning unit
returned to a repair facility by mail or carried in by Governbement personnel
This option shall be provided for those itens listed in Table C 3.

40.6.1 Ceneral Requirenents.

40.6.1.1 The Contractor shall have 5 working-days fromthe tine
of receipt to repair or replace the malfunctioning hardware and turn it over
to a shipper for return to the user (mail-back) or make available for pick up
by the user (carry-in).

40.6.1.2 The Government will mail-back/carry-in whole units or
| ess than a whole unit (e.g. connector cable, board replacenment, or a conplete
sub-unit replacenent such as a detachabl e keyboard). The Contractor shal
identify any itemwithin a CLIN that the Governnent nay return as |less than a
whole unit. On itens for which return at less than a whole unit is allowed,
return of less than a whole unit will be at the discretion of the Governnent.

40.6.1.3 CGovernnent personnel will either ship or carry in the
mal f uncti oni ng whol e unit, sub-unit, connector cable, or replaceable board as
agreed upon when the nmal function was originally reported to the Contractor's
desi gnated service center. The CGovernnent will be responsible for all costs
associated with the delivery of all defective hardware itens to the
Contractor's facility.

40.6.1.4 For each mail-back/carry-in maintenance order, the
Contractor shall mail/hand the Governnent a witten notification of receipt of
t he mal functi oni ng equi pnent. This notification shall, as a mnimm contain
a uni que nmai ntenance tracki ng number, date and | ocal tine the equi pnent was
recei ved by the Contractor for repair and the name of the Contractor
representati ve who accepted the defective equi pnent. Upon conpletion of the
repair, the Contractor will submit, with the returned item a malfunction and
di agnosti ¢ mai ntenance record. This record shall contain, as a mninmm the
mai nt enance identification nunber, date and | ocal tine the equiprent was
received by the Contractor for repair, type, nodel, and serial nunber of the
equi prent (include old and new serial numbers if the equi pment has been
exchanged), description of the malfunction, and description of the repair
i ncluding parts replaced, nane of the Contractor technician, and date and

C



F19630- 93- D- 0001
Page 530 of 666

local tinme the repair was conpl et ed.

40.6.1.5 Upon receipt of a defective part that is still covered
by the original warranty, the Contractor shall replace the defective part, at
no cost to the Governnent. Al Government-installed conponents shall have the
identical warranty as those installed by the Contractor

40.6.1.6 The Contractor shall return the repaired or replacenent
whol e unit, sub-unit or board via neans consi dered acceptable to both the
Contractor and the user (fourth class mail will not be acceptable). The
Contractor shall be responsible for all costs associated with the return of
all repaired/replaced hardware iten(s) to the user

40.6.1.7 The Contractor shall, as a mninmm provide at |east
three (3) mail-back/carry-in facilities, one each in the:

a. Continental United States (CONUS);
b. European theater
c. Pacific theater

C41 Training, CLINs 5001-5999.

41.1 Ceneral Training Requirenents. The Contractor shall provide technical services
and materials to train Governnent personnel. Training shall be acconplished using M L-STD
1379D (Mlitary Structured Contract Training Programs) as a guide.

41.1.1 Nunber of Attendees per class shall not exceed 20 students. Wen a course
requires laboratory instruction, the student-to-instructor ratio shall be a naxi mum of ten
students to one instructor.

41.1.2 Conbi ning of Courses. Courses may be conbined with standard comerci a
trai ning courses, where applicable, provided all training requirements are net. However,
required training courses listed in paragraph C41.3 shall be separately orderable.

41.1.3 Instructors shalbe fully qualified personnel who are know edgeabl e of the
provi ded hardware and software. All instructors shall have previously taught the course
they are instructing.

41.1.4 Hands-on Training is required utilizing production and support equiprent.
Where interactive term nals are used by students in support of training, the ratio of
termnals to students shall be a maxi num of two students to one terminal

41.1.5 A Training Plan shall be provided for each course in accordance w th Exhibit
B, CDRL BO0O1.

41.1.6 Course conpletion reports shall be provided in accordance with Exhibit B
CDRL B002.

41.2 Types of Training.

41.2.1 On-site Training. Training shall be provided in Governnment furnished
classroomfacilities, on-site, at both CONUS and OCONUS sites as specified by the
Gover nent .

41.2.2 Contractor-facilities Training. Training conducted at the Contractor's
facility shall be provided on both a course by course and a per student basis.

41.2.3 Desired Capabilities (Types of Training). |If Video-Audio Instruction (VAl)
or Computer Assisted Instruction (CAl) courses are proposed, they shall neet the m ninum
requi renents as stated bel ow.

41.2.3.1 SLINs 5001AD-5999AD, CAl Courses shall be provided which can be used
on-site to train personnel on the use, operation, and nai ntenance of the system CAl
courses, as a mnimum shall operate under single-user workstation operating system or
Ms- DOS. CAl courses shall be updated as necessary when changes are made to the components
for which they provide training. CAl courses shall incorporate the following criteria:
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a. An easy to use menu driven format;

b. Instructions on using the course and how to
progress through the individual |essons;

c. Termination and resunption of the course at the
student's option.

41.2.3.2 SLINs 5001AE-5999AE, VAl Courses for on-site use shall be provided on
VHS nedia. VAl courses shall becone the property of the Governnent. The Government shal
be authorized to reproduce any of the VAl student materials where such reproduced materia
is used only with the super-m niconputer systens(s) for which it is intended to be used.
VAl courses shall be updated as necessary when changes are nmade to the conmponents for which
t hey provide training.

41.3 Training Courses Required. A conplete cadre of training for the systems provided
under this contract shall be provided. At a mininumthe followi ng courses shall be
provi ded.

41.3.1 CLIN 5001, Executive Overview. This course is intended for managers
i nvol ved in the managenent, operation and use of the equi pment and software. The course
shal | provide an overview of the function and features of the hardware, software, and
Contractor's support plans. The course shall be directed to upper and middl e managers. The
estimated | ength of this course is one day.

41.3.2 CLIN 5005, System Administrator Training. This course shall include the
necessary information and hands-on experience to enabl e personnel to performthe duties of
the systens administrator. This course shall be directed to students that have a m ni mum of
si x nmonths progranm ng experience. The estimated length of this course is five days. The
course shall include training in the operation and adm nistration of the system (through
bot h nenus and shell access) to include the foll owi ng areas:

a. Physical and operational characteristics of hardware
devices and all uni que software features;

b. Operational overview of each software package;

c. Consol e operation

d. Systemconfiguration and reconfiguration

e. Use of diagnostics routines;

f. System operation;

g. Error nessages;

h. Task control and utility routines;

i. Systemsoftware operations (library nmanagenent, file
sharing features, security software, periphera
software);

j. File nam ng conventi ons;

k. Use of the security system

I. Monitoring operational systemefficiency;

m Catastrophic error recovery;

n. System usage accounting routines;

0. Dunmp and restore;

p. Conmmunications facilities;

g. Installing a systemfromthe ground up
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r. Booting fromtape;

s. Problemand error reporting and correction procedures
and ot her admi nistration tasks;

t. Menu nmani pul ation
u. Add and renove users fromthe system
v. Oher system software uni que features.

41.3.3 CLIN 5007, System Programmer Training. This course shall include the
necessary information and hands-on experience to enabl e personnel to performthe duties of
the system progranmer. This course shall be directed to students that have a m ni num of six
nmont hs progranmi ng experience. The estimated length of this course is three days. The
course shall include training in the operation and adm nistration of the system (through
bot h nenus and shell access) to include the foll owi ng areas:

a. Physical and operational characteristics of hardware
devices and all unique software features;

b. System performance tuning;

c. System debuggi ng;

d. Systeminternals;

e. Use of diagnostics routines;

f. Error nessages;

g. Task control and utility routines;

h. Use of the security system

i. Catastrophic error recovery;

j. System usage accounting routines;

k. Installing a systemfromthe ground up

41.3.4 CLIN 5011, Operator Training. This course shall provide the necessary

i nformati on and hands-on experience to enable personnel to performthe duties of the systemns
operator. The course shall be directed to entry | evel conputer operators. The estinmated
length of this course is three days. The course shall include classroom and hands-on
training in the follow ng areas:

a. Start-up procedures;

b. Shut-down procedures;

c. Emergency procedures;

d. Nornal operating procedures;

e. Problemdefinition and solution (abnornmal operating
condi tions);

f. File and disk backup and recovery procedures;

g. Degraded nodes of operation

h. Equi prent interface requirenents;

i. Routine housekeeping chores such as changing printer
ri bbons, cleaning display screens and ot her operator

mai nt enance.

41.3.5 CLINs 5101-5199, Basic Operating System Training. These courses shall be
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directed at personnel with no prior experience. The estimated |length of these courses is

three days. These courses shall include classroomand hands-on experience in the follow ng
ar eas:

a. Directory structure;

b. Use of online manual s;

c. Shell commands;

d. Print conmands (Direct connect and sl ave);

e. Text editor;

f. Basic stem conmands.

41.3.6 CLINs 5201-5299, Advanced Operating System Trai ning. These courses shal

i ncl ude cl assroom and hands-on experience. These course shall be directed to nore advanced
users such as the system administrators and programrers. The estimated | ength of these

courses is three days. They shall include:
a. Advanced text editor;
b. Shell programm ng techni ques;
c. Special files (character device files, block device
files);
d. Environnent nodification
e. Pipes and filters;
f. File manipulation utilities;
g. Text manipulation utilities;
h. Process control utilities.
41.3.7 CLINs 5301-5399, Applications Programm ng Training. These courses provide

training on special features of all the |anguage processors. These courses shall be
directed to journeyman conputer progranmers in the | anguage being taught. The estimated
| ength of these courses is three days.

41.3.7.1 Courses to be provided incl ude:

a. COoBO.;

b. FORTRAN

c. Pascal;

d. 'C Programm ng Language;
e. Ada.

41.3.7.2 Course Content shall include:

a. Special features and extension of the conpiler;
b. Debug facilities;

c. Input and output routines;

d. Diagnostic interpretation

e. Menory utilization

f. Array usage;
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g. Systeminterface calls;

h. Subroutine interface;

i. Data statenents;

j. File structures;

k. Make files;

. Programlinkage;

m Text editor;

n. Any other processor unique features;
0. Shell programm ng;

p. Source code control system

41.3.8 CLIN 5401, Intelligent Wrkstation Training. This course shall be directed
to students with basic know edge of personal computers. The estimated |ength of this course
is two days. The intelligent workstation course shall include:

a. The basic operating instructions and control |anguage
required to use the intelligent workstation

b. Administration and nanagenment of the intelligent
wor kstation and its resources;

c. Use and functions of basic utilities and
conmuni cations features to performfile transfers;

d. Howto use the intelligent workstati on as an
interactive termnal to the super-m ni computer
processor.

41.3.9 CLINs 5501-5549, RDBMS Training. RDBMS training shall be at begi nner
i nternedi ate, and advanced |l evels and include training in every aspect of the RDBVMS. These
courses shall be directed to personnel with little or no RDBMS experi ence (beginner), at
| east six nonths experience with an RDBMS (intermedi ate), and extensive experience with an
RDBMS (advanced). The estinmated |ength of these courses is three days.

41.3.10 CLINs 5551-5599, 4G Training. The 4G training shall be provided at
begi nner, internediate, and advanced | evels. These courses shall include training in every
aspect of the 4G.. These courses shall be directed to personnel with little | or no
experience in 4G.s or RDBMSs (beginner), at |east six nonths experience with 4Gs or RDBMsSs
(internedi ate), and extensive experience with 4Gs or RDBMSs (advanced). The estinmated
l ength of these courses is three days.

41.3.11 CLIN 5601, Conmunications Overview. This class shall be directed to
personnel with no prior conputer experience through journeyman conputer progranmers. The
estimated Il ength of this course is two days. The communicati ons overvi ew course shal
i ncl ude

a. An overview of the different comuni cati ons concepts,
techni ques and capabilities associated with the
equi prent and software avail abl e under this contract;

b. Basic techniques used for conmunicati on between the
super-m ni conput er and wor kstations, renote printers,
progranmabl e wor kst ati ons, personal conmputers, and
ot her super-m ni conput ers;

c. Techniques needed to use direct short and | ong
di stance comuni cations, dial-up connections,
conmuni cati ons through LAN, and any ot her
significant nmethod used to transfer data.
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41.3.12 CLIN 5651, Network Adnministration Training. This course shall teach
adm ni stration of the network hardware and software. The course shall be directed to
personnel with a general background in nicroconputers and networking. The estimated |ength
of this course is two days. The course shall provide in-depth adm nistrative instruction to
i ncl ude:

a. Installation and managenment of all LAN hardware and
sof t war e;
b. Inplenentation of security;

c. LAN configuration and reconfiguration

41.3.13 CLIN 5701, Network Managenment System Qperator Course. This course shal
i ncl ude cl assroom and hands-on experience for students who have conpleted, as a mnimm a
formal entry level course in NVS operations. The instruction shall cover overal
supervisory functions performed by system operators, and the operation of all system
conponents provided under this contract. The estimated |length of this course is three days.
At the conclusion of the training the students shall be able to:

a. Start up, configure and operate the system using
various applicable system configurations;

b. Respond to systemcontrol nessages and reconfigure the
system as required;

c. Determ ne system status;
d. Control, assign and reconfigure nanaged devi ces;

e. Select NMS input/output files, load NVS prograns,
files, and databases;

f. Isolate and diagnose causes of network mal functions
due to failures and perform necessary system
recoveries;

g. Performall system shutdown procedures;
h. Performall equi pment power-on and off procedures;

i. Performall operating tasks under m ni num supervision
whi |l e neeting system demands for speed and accuracy;

j. Explain when and why tasks shall be done;
k. Use the operations nmanual provided for the system

41.3.14 CLIN 5751, LAN Users Training. This course shall teach network users how
to effectively use their LAN workstation. The course shall provide instruction in the use
of the LAN systemto include user interface with the operating ersystem This course shal
be directed to entry level office workers up to experienced conputer personnel. The
estimated |l ength of this course is two days.

41.3.15 CLINs 5801-5899, Application User Training. These courses shall teach how
to effectively use the application prograns. The courses shall provide instruction in the
use of the various applications programs, to include the user interface with the operating
system These courses shall be directed to entry level office workers up to experienced

conput er personnel. The estimated |ength of these courses is one to two days. Courses
shal |l be provided for all of the follow ng office autonmati on software:

a. User directory;
b. Cal endar;
c. Electronic authentication

d. Electronic filing;
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e. Project nanagenent;
f. Task and Suspense nanagenent;
g. Electronic mil;
h. Spreadsheet;

i. Word processing to include: spell checking, thesaurus,
| exi cal anal yzer, and docunent conversion

j. Fornms generation and managenent;
k. Business graphics;
I. Statistical analysis package;

m  Conposition graphics.
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41.3.16 CLIN 5901, Hands-on CASE Tools Training. This course is intended for
system anal ysts, designers, programers, engineers, and managers. The estimated | ength of
this course is three days. This course shall cover as a mininumtraining in the follow ng

ar eas:

a. Introduction to CASE including the software
devel opnent process and productivity inprovenents;

b. Hands-on experience with analysis and design tools to
i nclude using the in class workstation to understand
user interface and developing an initial system design
with data flow and entity relationship diagrans, and
data dictionary;

c. Using rapid prototyping tools for screen generation
and report generators;

d. Using support tools for consistency and conpl et eness
checks on the system design

e. Using tools for system docunentation

f. Inplenenting a pilot project.

41.3.17 CLIN 5951, C2 Security Training. This course shall include the necessary

i nformati on and hands-on training for security personnel. This course shal
system adnini strators, and security personnel wth one year of experience.
length of this course is two days. This course shall include the follow ng
t he use of menus:

a. Overview of operating system security;

b. Root |og-on;

c. Advanced files and perni ssions;

d. Password security;

e. Mnitoring system usage;

f. Termnal security;

g. Addition and renmoval of user accounts;

h. Text editor;

i. Shell conmmands.

be directed at
The esti mat ed
areas through

41.3.18 CLIN 5952, Bl Security Training. This course shall include the necessary

i nformati on and hands-on training for security personnel. This course shal
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system adnmi ni strators, system evaluators, and security personnel with one year of
experience. The estinmated length of this course is two days. This course shall include the
foll owi ng areas through the use of nenus.

a. Overview of operating system security;

b. Root |o0g-on;

c. Advanced files and permni ssions;

d. Password security;

e. Mnitoring system usage;

f. Termnal security;

g. Addition and renoval of user accounts;

h. Text editor;

i. Shell commands.

41.4 CLIN 5961, Acceptance Test Faniliarization Training. Provide familiarization
training to the Governnent acceptance test team (consisting of approximtely twenty (20)
personnel) on the capabilities and operational features of the hardware and software under
test sufficient to enabl e Governnent personnel to operate the system Training shall start
after delivery of the acceptance test system and be conpleted prior to the start of the

acceptance test. The training shall be conducted at the Government's acceptance test sites
and shall be for a mnimmof forty (40) hours.

C42 CLINs 6001-6999.

42.1 GCeneral Requirenents. Manuals and conpl ete docunentation shall be
provided for all systens, software, hardware, comunications, and services
ordered. Al software shall include a quick reference card or keyboard
template. Al manual s and docunentation shall conmply with the Contract Data
Requirenents List (CDRL) and associated Data Item Descriptions (DI Ds) set
forth in Exhibits A through E

42.1.1 Index. Al manuals provided under this contract shall contain
an index to the manual .

42.1.2 Binding. Al nanuals delivered shall be either bound nmanual s or contai ned
i n hardback bi nders.

42.2 Commercial NManual s.

42.2.1 CLIN 6001, Hardware NManuals. Provide all OEM nmnual s for each
hardware item (CDRL A001)

42.2.2 CLIN 6201, Software Manuals. Provide all original software
manuf acture manual s for each software item (CDRL A002)

42.2.3 CLIN 6301, System Administration Manuals. The Contractor
shal |l provide a systemadm nistration nmanual (to include systemtuning) to aid
the system administrator in performng his duties. The system administration
manual shall contain the specific informati on nost commonly used by the system
admi ni strator, systemtuning gui dance, and a reference/cross reference to
other systeminformation |ocated in other docunents. (CDRL A003)

42.2.4 CLIN 6311, Network Admi nistration Manual. The Contractor
shal |l provide a network adm nistration manual to aid the network admi nistrator
in performng his duties. The network adm nistration manual shall contain the
specific informati on most commonly used by the network administrator and a
reference/ cross reference to other systeminfornmation |ocated in other
docunents. (CDRL A004)

42.2.5 CLIN 6321, System Operations Manual. The Contractor shal
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provi de a system operations manual to aid the systemoperator in performn ng
his duties. The systemoperations nmanual shall contain the specific

i nformati on most commonly used by the system operator and a reference/cross
reference to other systeminfornmation |located in other docunents. (CDRL A005)

42.3 Training Materials.

42.3.1 Training Plan. Provide a training plan for each course
ordered. (CDRL B001)

42.3.2 Trainee and Trai ni ng Course Conpl etion Reports. Provide

course conpletion reports for each student attending ordered training. (CDRL B002)

42.4 Site Preparation Requirenents and Installation Plan. A Site
Preparati on Requirements and Installation plan shall be submitted to the
CGovernment. (CDRL C001)

42,5 Security Data and Docunents, CLINs 6701-6799. Available comrercia
equi val ent docunents or copies of docunents used for the NCSC eval uati on can
be provided in lieu of docunents conplying with the DID format(s). The
security documents shall be included with the super-m ni conputer operating
system (CDRLs FO0O01l-F011) and shall also be separately orderable (CDRLs
DO01-D011). See also Attachnent 7. Updated, separately orderable CDRLs (SLIN
67xxAB) can only be ordered if that site has previously separately ordered
that CDRL (SLIN 67xxAA).

42.5.1 CLIN 6701, Risk Assessnent (Internal). (CDRL D0OO1)

42.5.2 CLIN 6702, System Security Plan. (CDRL D002)
42.5.3 CLIN 6703, System Security Concept of Operations. (CDRL D003)
42.5.4 CLIN 6704, Operations Security (OPSEC) Plan. (CDRL D004)
42.5.1 CLIN 6705, Informal Conputer Security Policy Mdel. (CDRL
D0O05)
D00S) 42.5.6 CLIN 6706, Security Test and Eval uati on Master Plans (TEWMP) Annex.

42.5.7 CLIN 6707, Certification Plan. (CDRL DO07)

42.5.8 CLIN 6708, Security Test and Eval uation (ST&E) Test Report.
(CDRL DO08)

42.5.9 CLIN 6709, Certification Support. (CDRL D009)
42.5.10 CLIN 6710, Security Features User's Quide. (CDRL D010)
42.5.11 CLIN 6711, Trued Facility Manual. (CDRL DO011)

42.6 List of Items Delivered During the Termof a Contract. (CDRL EO001)

C43 Contractor Technical Services, CLINs 7001-7999.

Prices for Contractor technical services shall include travel, I|odging,
nmeal s, and any other applicable incidental costs.

43.1 Pre-installation Site Survey, CLINs 7001-7049.

43.1.1 Common Requirenents.

43.1.1.1 Scope of Survey. The pre-installation site survey shal
i ncl ude:

a. A determination that the physical space allocated for the

equi prent i s adequate and accessible within the
requi renents of Section C of this docunent;
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b. A determination that the flooring is adequate to support
the configuration of the equi pnent to be installed;

c. A determination that adequate electrical power is
available into the building and within the building to
accommodat e t he equi pnent and that proper grounding is
avai | abl e;

d. A determination that adequate air circulation and
air-conditioning are avail abl e;

e. A determination that the cable paths are accessible and
usable (still roomto install new cables);

f. A determ nation that tel ephone |ine connections are
avai | abl e and accessi bl e;

g. Evaluation of existing cables which may be used;

h. Preparation of a conplete list of all materials required
for proper systeminstallation (i.e. connectors, cables,
power plugs and connectors, etc.);

i. Conpiling any other information the Contractor deens
pertinent to the installation of the system

j.- An estimate of installation man-hours and charges.
43.1.1.2 Site Preparation Requirements and Installation Analysis. Using the

dat a obtained during the site survey, the Contractor shall prepare a detailed site
preparation, requirenents analysis, and installation plan, includ

i ng hardware and software, in accordance with CDRL C001. 1In addition to the required
information listed in the referenced Data Item Description, the insta
I ati on plan shall include:

a. A diagram of the physical |ayout of the equi pment
i ncludi ng cabl e routes, power |ocations, signal paths,
environnental controls for super-nniconputer and renote
equi prent ;

b. Hardware testing to be acconpli shed,;
c. How the software installation will be conpleted;

d. How the entire systemw ||l be tested after the
installation is conpleted;

e. Recommended user training.

43.1.2 CLIN 7001, 30-user LAN Site Survey. Conduct a pre-installation site survey
for a 30-user intra-building LAN.

43.1.3 CLIN 7011, 75-user LAN Site Survey. Conduct a pre-installation site survey
for a 75-user intra-building LAN.

43.1.4 CLIN 7021, 128-user LAN Site Survey. Conduct a pre-installation site survey
for a 128-user intra-building LAN

43.1.5 CLIN 7031, Geater than 128-user LAN Site Survey. Conduct a
pre-installation site survey for an intra-building LAN tsupport nore than
128 users. This CLINw Il only be ordered in conjunction with CLIN 7021, and
shall be for increnents not to exceed 32 users.

43.1.6 CLIN 7041, Backbone LAN Site Survey. Conduct a
pre-installation site survey for an inter-buil ding backbone LAN.

43.2 CLIN 7101, Communications Installation. Provide services necessary
to install Contractor LAN conponents (CLINs 0419-0616 and 1419-1655) and GOE
conmuni cati ons equi pnent in accordance with the Governnent approved
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installation plan to include:

a. Install network communi cation equi pment (e.g. network interface
cards, repeaters, bridges, gateways, etc.);

b. Install and route all direct connect and network cabling to
i ncl ude cabl e raceways and troughs as necessary to satisfy safety
consi derati ons;

c. Verification and test of all comruni cation network equi pnment and
cabl i ng.

43.3 CLIN 7103, Network Server On-site Upgrade. Provide services
necessary to configure internal conponents at the Governnent site to include:

a. Install and test internal network server equi pnment (CLINs
0053- 0083, and 0141) and cabli ng;

b. Load and test all network server software.
43.4 CLIN 7105, Network Server Factory Configuration. Provide services

necessary to configure internal conponents, as specified on the delivery
order, at the factory prior to shipnment to include:

a. Install and test internal network server equi pment (CLINs
0053-0083, and 0141) and cabli ng;

b. Load and test all network server software.
43.5 CLIN 7107, Intelligent Wirkstati on On-site Upgrade. Provide

services necessary to configure internal conponents at the Government site to
i ncl ude:

a. Install and test internal intelligent workstation equipnent (CLINs
0105, 0107, 0111, 0113, 0115, 0119, 0121, 0123, 0125, 0129, 0141,
and 0855) and cabl i ng;

b. Load and test all intelligent workstation software.
43.6 CLIN 7109, Intelligent Wirkstation Factory Configuration. Provide

services necessary to configure internal conponents, as specified on the
delivery order, at the factory prior to shipnment to include:

a. Install and test internal intelligent workstation equi pnent (CLINs
0105, 0107, 0111, 0113, 0115, 0119, 0121, 0123, 0125, 0129, 0141,
and 0855) and cabl i ng;

b. Load and test all intelligent workstation software.

43.7 Relocation, CLINs 7201-7202.

43.7.1 CLIN 7201, Relocation - Technical Assistance. Provide
techni cal assistance as described in this section when super-m ni computer equi pnent is to be
rel ocated, to include:

a. Survey of the newsite to determine if adequate facilities
(space, environnental controls, power, etc.) exist at the new
site;

b. Provide a not-to-exceed estinate of the nunmber of hours of
Contractor time required to performrel ocation services;

c. De-installation of all conmponents which are to be rel ocat ed;

d. CGuidance in the packing and crating of the conponents which
are to be rel ocat ed;

e. Quidance in the unpacking and uncrating of the components at
the new site;
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f. Reinstallation of the conponents at the new site;

g. Test and check out of the conponents at the new site including
regeneration of software required to bring the systemup to
its fully operational state

43.7.2 CLIN 7202, Relocation - Packing/ Unpacki ng and Moving. Provide
the foll owi ng services:

a. Packing and crating of the conponents which are to be
rel ocat ed;

b. Transporting the equi pnent to the new | ocation;
c. Unpackg and uncrating of the conponents at the new site;

d. The Contractor shall provide all materials required for
rel ocati on of previously installed equiprent.

43.8 CLIN 7301, Performance Mnitoring and Tuning Services. Provide
noni toring and tuning services capabl e of evaluating system perfornmance and
det erm ni ng hardware, software, and conmunications limtations and performance
characteristics. The Contractor's technical personnel shall performthe types
of services described bel ow.

43.8.1 System Response Analysis to include:
a. Hardware configuration variations;
b. Operating system configuration variations;
c. Application prograns variations.
43.8.2 System Monitoring to include an evaluation of the foll ow ng:

a. |Impact of system performance by new software packages,
i ncl udi ng new rel eases of existing software;

b. Trends in system| oad;
c. A specific job(s), class of jobs, and type of job;
d. Program performance during software devel opnent stage;

e. Program performance during production phase while still in the
devel opnent st age.

43.8.3 System Tuning to identify the foll ow ng:

a. The need for hardware expansion to maintain systemthroughput
as the processing | oad increases;

b. Choke points which inpede term nal response (either hardware
or software);

c. Choke points which Iint batch processing capacity (either
hardware or software).

43.9 CLINs 7401-7409, On-site Systens Anal yst and Engi neering Support.
Systens anal yst and engi neering personnel shall be thoroughly know edgeable in
the provided systens to include all hardware and software. Support personne
shal | be available for eight consecutive hours per day, plus an official neal
period (not to exceed one hour per day), during the period 0700 to 1800 hours
Monday through Friday, excluding federal holidays. The follow ng technica
support shall be provided:

a. Survey, analyze, evaluate and provide technical advice pertaining
to the performance and functionality of the system
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Anal yze and eval uate the application software design and its
integration into the Contractor provided hardware and software;

Provi de assi stance and gui dance on installing software;

Provi de consultation and gui dance to Government system anal yst and
progranmers pertaining to the application systens design

Provi de assi stance and gui dance to the system operators pertaining
to system generation, troubleshooting and general system operation;

Assist in the detection and resolution of system and application
program errors.



F19630- 93- D- 0001
Page 543 of 666

TABLE C-1
GOVERNMENT- OWNED EQUI PMENT (GOE) - HARDWARE
TERM NALS Par agr aph Ref erences
C6. 12, Ci15.1.g¢,
C28.7, C36
AT&T 605G (VT-100 or VT-220 enul ation) Cl.3
AT&T 700 (AT&T 605G emul ati on) Cl.3
DEC VT-100, VT-220 C3
Uni sys 1220/1224 (VT-100 or VT-220 enul ati on) C1.3
Wang PC 'C assic' (VT-100 | evel emul ation) Cl1.3
Wse 60, 75, 370 Cl.3
WORKSTATI ONS AND PERSONAL COVPUTERS Cl1.3, C6.12,
Cl5.1.f,
C28.7, C35, C35.4.6,
C35.5.4, C35.6.4,
C35.7.2, C36, C36.1.1
AT&T 386/20, (4MB RAM UN X SVID version 3.2, VGA
11/0 open slot, DCS 4.01, 85-600 MB Hd, nouse) C35.7.3.4, C35.7.4.4
Appl e Macintosh Il (Apple DOS, 1 MB RAM
1 1/0 open slot) C35.7.3.5, C35.7.4.6
Appl e Maci ntosh SE (Apple DOS, UNI X, 1 MB RAM
1 1/0 open slot) C35.7.3.6, C35.7.4.7

Ever ex 3000D (MS-DCS, UNI X, 1 MB RAM
80386-20 CPU, 80387 nmath co-processor, 1 open

16-bit AT slot, two serial ports, VGA nouse) C35.

| BM PC XT conpatibles (640KB RAM 1 open sl ot,

20MB HD, Ms-DCS 3.0 or later) C35.

| BM PC AT conpatibles (1MB RAM 2 open expansion
slots, 5.25-inch DS-DD disk drive, 20 MB HD,

DOS version 3.0 or later, SCO UN X) C35.

PC 80386/ 80486 or 100% comnpati ble (4MB RAM 2 open
expansion slots, 40 MB HD with an MM or |DE di sk

interface, DOS 4.1 or later, POSI X, VGA, nouse) C35.7.3.4, C35.7.4.4
| BM MCA conpatibles (1IMB RAM O'S 2, 1 open slot) C35.7.4.5
Uni sys B28, (4MB RAM Et hernet Bus, 40-300 MB HD,

BTOS Il version 3.0 or later, 1 open slot) C35.7.3.4, C35.7.4.4
Uni sys B38, (8MB RAM Et hernet Bus, 140-300 MB HD,

BTOS Il version 3.0 or later, 1 open slot) C35.7.3.4, C35.7.4.4
Uni sys B39, (24MB RAM Et hernet Bus, 140-300 MB HD,

BTOS Il version 3.0 or later, 1 open slot) C35.7.3.4, C35.7.4.4
Uni sys PW800/16, PW800/20 (1MB RAM DCS 4.0 or |ater,

PCSI X, 1 open slot, 80386, VGA, npuse) C35.7.3.4, C35.7.4.4
Zenith Z-248, (1MB RAM AT-bus, 2 open slots,

5.25-inch DS-DD disk drive, 20 MB HD,

DCS version 3.0 or later, SCO UN X) C35.7.3.4, C37.7.4.4

COVPUTERS Cl.3, ©6.12, C35,

C35.4.6, C35.5.4,
C35.6.4, C36

Intel 310, 320 C37.6.1.1, C37.6.1.3
Prinme EXL320 C37.6.1.1, C37.6.1.3
Uni sys 5000/80 (4MB RAM 3 open slots, 170MB HD, UNIX) C37.6.1.1, C37.6.1.3
Uni sys 5000/ 95 (4MB RAM 3 open slots, 170MB HD, UNIX) C37.6.1.1, C37.6.1.3
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TABLE C- 1
GOVERNMENT- OANED EQUI PMENT ( GOE) - HARDWARE (conti nued)
Par agr aph Ref erences

PRI NTERS Cl.3, 06.12, 8.6.1j,
C16.1b(3), C28.7,
C36, C36.1.1

Al ps ALQR24EGX (RS-232C serial and Centronics paralle
i nterfaces)
Al ps AL@B24EGX (RS-232C LEserial and Centronics paralle
i nterfaces)
Al ps P2000 (RS-232C serial and Centronics parallel interfaces)
Canon LP8-3 (RS-232C serial and Centronics paralle
i nterfaces)
Canon LP8-2 (RS-232C serial and Centronics paralle
i nterfaces)
Citoh 467, 414 (RS-232C serial interface)
Dat aproducts 9044 (draft/near letter quality, RS-232C
serial and Centronics parallel interfaces)
Dat apr oducts 9044C (col or graphics printer, RS-232C
sial and Centronics parallel interfaces)
Dat aproducts 9034 (24 wire printhead dot-matrix, RS-232C
serial and Centronics parallel interfaces)
Fujitsui M3176 (RS-232C serial and Centronics paralle
i nterfaces)
Juki 6300 (RS-232C serial interface)
Kyocera F-1000A (desktop laser printer, 10 ppm
RS- 232C serial and Centronics parallel interfaces)
Kyocera Q 8010 (graphics laser printer, 10 ppm
RS- 232C serial and Centronics parallel interfaces)
Kyocera F-3010 (hi gh-speed |laser printer, 18 ppm
RS- 232C serial and Centronics parallel interfaces)
Mannesmann Tal |y MI645 (heavy duty dot matrix, 450 | pm
RS- 232C serial and Centronics parallel interfaces)
O fice Automati on System Laserpro Express series |
(RS-232C serial and Centronics parallel interfaces)
ki data Laserline 24 (RS-232C serial and Centronics
paral l el interfaces)
kidata Mcroline 321 (RS-232C serial and Centronics
paral l el interfaces)
Qut put Technol ogy Corp. 2180 (RS-232C serial and
Centronics parallel interfaces)
Qune Sprint 1155 (letter quality, RS-232C serial and
Centronics parallel interfaces)

OPTI CAL DI SK STORAGE SUBSYSTEM C8.11
Pi oneer DD-S5001 (SCSI interface)

BAR CODE EQUI PMENT C8.10, C28.6

AF Contract F19630-88- D- 0005
(Welch Allen BCCD Mbdel HBD-M cro 2)

LOGVARS DAHC 94-88- D- 0007

(Fi xed Bar Code Reader (FBCR) Intermec

nodel s 9510 and 9570, Point of Sal e Scanner

(POS) Metrol ogi c nmodel MsS260

and nodem Omi Tel Encore nobdel 1200SD)



TABLE C-1

GOVERNMENT- OANED EQUI PMENT  ( GOE)
LOCAL AREA NETWORKS ( LANSs)

AT&T Star-LAN 10 Network
B-NET |, from USCG contracts
B-NET Il, from USCG contracts
Et her net LAN

LAN from Army SMC contract
LAN from ULANA contracts

Navy PC LAN contract

OpenNet

TABLE C-1
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HARDWARE (conti nued)

C6.12, C28.7, C35

C35
C35
C35
C35
C35
C35
C35

C31f (2),

C37.

GOVERNMENT- OWNED EQUI PMENT (GCOE) - SOFTWARE

BAR CODE SOFTWARE
AF Contract F19630-88- D- 0005

C37.6
6.1, C37.6

.2

666

Par agr aph Ref erences

(Bar Code Utilities FSD-BCU release 1.0.0

or later)
LOGVARS DAHC 94- 88- D- 0007

GRAPHI CS

Art Designer version 2.0 or later

Har vard Busi ness Graphics version 2 or |ater

Sunma Gr aphi cs

RELATI ONAL DATABASE NMANAGEMENT SYSTEMS

Informx 2.0 or later
Oracle V6 or later
Progress V5 or |ater
Unify 2000 V1.3 or later

SPREADSHEETS

20/ 20

Enabl e version 1.15 or |ater

EXCEL version 2.1 or |ater

Ext ended Multiplan version 2 or |ater
Lotus 1-2-3 version 2 or |ater

Pr el ude

Uni pl ex version 6.10

Uni sys/ OFI S spreadsheet version 1.1 or |ater

C8.10, C28.6
C8.10, C28.6
Cl6.2.1.
Cl6.2.1.9g, C28.3.z
Cl6.2.1.¢
Cl6.2.1.¢
C26.1.1.10
C26.1.10
C26.1.1.10
C26.1.1.10
C27.9av, C27.9aw
Cl6. 2.1g, C27.9av
Cl16.2.1g, C27.9av
Cl6. 2.1g, C27.9av
Cl16.2.1g, C27.9av
Cl6. 2.1g, C27.9av
Cl16.2.1g, C27.9av
C27. 9av

C27. 9av



PROJECT MANAGEMENT

Pi nnel | Cl16.
Prel ude Task Manager C16.
Timeline 3.0 or |ater Cl16.

TABLE C-1
GOVERNMENT- OWNED EQUI PMENT ( GOE)

SOFTWARE (conti
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2.1g
2.1g
2.1g

nued)

001
666

Par agr aph Ref erences

STATI STI CAL ANALYSI S Cc28.
Prel ude version 3. A0 1 Statistical Analysis

E MAI L Cc27.
Ascent E-nmai l
B- MAI L, USCG contracts
MVDF2
Prel ude E-MAIL
PROFS
Star Mail (SMIP), USCG contracts
Uni pl ex version 6.10

LAN SOFTWARE
CBI S- ST DOS LAN-SWversion 1.0 C35
CENTURY- OpenNet version 1.0 C37.
Intel -SMC Lan- SW OpenNet version 1.0 C37.
Interactive-ST UNI X LAN-SW OpenNet version 1.0 C37.
Reti x- SMC LAN-SW GOSIP version 1.0 C35¢c
Reti x- ST DOS LAN-SW GOSIP version 1.0 C35c¢
Reti x-ST UNI X LAN-SW GOSIP version 1.0 C35¢c
Sun M crosystems NFS C35e
W N 3B (TCP/ I P) C35e

TABLE C-1
GOVERNMENT- OWNED EQUI PMENT ( GOE)

SOFTWARE (conti
WORD PROCESSORS

Conver gent/ Uni sys Doc Designer version 2.2 c27.
DI SPLAYWRI TE C27.
Enabl e version 1.15 or |ater C16.
C27.

LYRI X version 5.0 or |ater C27.
M crosoft Word 5.0 or later C16.
C27.

M crosoft Wrd for Wndows version 1.0 or |ater C27.
MJULTI MATE version 3.3 or |ater C16.
C27.

Quadratron Q One version 1.96 or |ater c27.
SAMNA Word |11 version 3.0 or |ater C27.
Uni pl ex version 6.10 c27.
WANG (to include VS, OS, W Plus, and WANG PC WP) c27.
WORDPERFECT version 4.0 or |ater C16.
C27.

WORDSTAR version 3.3 or |ater C16.
C27. 15

WORDSTAR Pr of essi onal C27.

TABLE C-2

CORE COVPONENTS

1j

8

6
6
6

nued)

15
15

2.1g, C27.10a,
15, C29.1.1.1

10a, C27.15
2.1g, C27.10a,
15, C29.1.1.1
10a, C27.15
2.1g, C27.10a,
15

si 10a, C27.15
10a, C27.15
10a

10a, C27.15
2.1g, C27.10a,
15, C29.1.1.1
2.1g, C27.10a,
, C9.1.1.1
10a, C27.15
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1. Super-mniconputer and rewitable DAS devices (CLINs 0001-0032)
2. Designated 9-track drive (CLIN 0047)

w

Desi gnat ed network server(s) and rewitabl e DAS devices
(CLI Ns 0051-0059)

Desi gnated system printer (CLINs 0191-0215)

Desi ghat ed super-m ni conput er power conditioner (CLINs 0231-0237)
Desi gnat ed super-m ni conputer UPS (CLINs 0241-0249)

Desi gnhat ed network server UPS (CLIN 0251)

& N o 0 &

Desi gnated LAN and bridge conponents:

Super - m ni conput er WAN interface (CLINs 0403, 0407, 0409)
Net wor k Server WAN i nterface (CLIN 0405)
Super-m ni conputer LAN interface (CLIN 0419)

Net wor k Server LAN interface (CLIN 0421)

Backbone (10BASE5) (CLINs 0433-0450)

Backbone (10BASE2) (CLINs 0451-0464)

Backbone (10BASET) (CLINs 0465-0498)

Backbone (10BASEF) (CLINs 0499-0538)

Backbone (FDDI) (CLINs 0571-0583)

Super - m ni conput er to super-nini conputer interconnect
(CLIN 0585)

k. Bridges (CLINs 0587-0600)

. Gateways (CLINs 0601-0616)

m Data PBXs (CLIN 0909)

i i (o BN o N el eai]

NOTE: Core conponents will be designated (identified) on the delivery order
TABLE C-3
CLI Ns COVERED BY MAI L- BACK/ CARRY- 1 N MAI NTENANCE

CLIN  DESCRI PTI ON

0039 Ext er nal WWORM

0043 Ext ernal CD- ROM

0099 X-term nal Workstation

0101 Basic Intelligent Wrkstation

0102 Hi gh-resolution Basic Intelligent Workstation

0103 Advanced Intelligent Wirkstation

0104 Hi gh-resol uti on Advanced Intelligent Wrkstation

0105 Basic Intelligent Wrkstation Menory Expansion 1<?8 €0107 Advanced Intelligent
Wor kst ati on Menory Expansi on

0111 Intelligent Workstation 5.25-inch Floppy Disk Unit
0113 Intelligent Wirkstation 3.5-inch Diskette Unit

0115 Intelligent Workstation Internal Renpvabl e DAS Device
0119 Basic Intelligent Wrkstati on DAS Devi ce

0121 Advanced Intelligent Wrkstation DAS Device

0123 Large Workstati on DAS Device

0125 Very Large Workstation DAS Devi ce

0129 Internal Intelligent Wirkstati on DAS Backup Device

C



0131
0133
0135
0137
0141
0191
0193
0195
0197
0199
0201
0203
0205
0213
0215
0219
0221
0223
0225
0261
0263
0457
0459
0461
0463
0473
0477
0481
0483
0485
0487
0491

CLIN

0507
0509
0511
0513
0517
0539
0541
0545
0547

0551
0553
0555
0557
0561

0563
0567
0569
0573
0575
0577
0579
0587
0588
0589
0590
0591
0593
0594
0595
0597
0599
0601
0602

External Intelligent Workstati on DAS Backup Device
Digitizing Tabl et
GCE Bar Code Equi prent Interface(s)
GOE Optical Disk Interface
Facsinmle Card
Low speed Page Printer
Low speed Page Printer Menory Expansion
Medi um speed Page Printer
Medi um speed Page Printer Menory Expansion
Hi gh- speed Page Printer
Hi gh- speed Page Printer Menory Expansion
Col or Page Printer
Col or Page Printer Menory Expansion
Character Printer
Character Printer Buffer Expansion
Character Printer Cut Sheet Feeder
Plotter
Scanner
Scanner Autonmatic Sheet Feeder
Basic Intelligent Wrkstation UPS
Advanced Intelligent Wirkstation UPS
Thi n-cabl e | EEE 802.3 LAN Transcei ver
Thi n-cabl e | EEE 802.3 LAN 8-port Fan-out Unit
Thi n-cabl e | EEE 802.3 LAN 16-port Fan-out Unit
Thi n-cabl e | EEE 802. 3 LAN Repeat er
Rack Munted tw sted-pair LAN Concentrator
Wal | Mounted Twi sted-pair LAN Concentrator
10BASE5 Interface to Tw sted-pair LAN Concentrator
10BASE2 Interface to Tw sted-pair LAN Concentrator
10BASEF Interface to Tw sted-pair LAN Concentrator
RJ-45 Interface to Twi sted-pair LAN Concentrat or
Twi st ed-pair LAN Patch Transcei ver
Table C-3 continued
DESCRI PTI ON

10BASE5 Interface to Fiber Optic LAN Concentrator
10BASE2 Interface to Fiber Optic LAN Concentr ator
RJ-45 Interface to Fiber Optic LAN Concentrator
Snap-twi st Interface to Fiber Optic LAN Concentrator
Fi ber Optic LAN Transcei ver

Basic Intelligent Whrkstation N C

Advanced Intelligent Wrkstation N C

XT Conpatible NIC |

AT Conpatible NIC I

Maci ntosh Il Conpatible NIC I
Maci nt osh SE Conpatible N C I

Basic Intelligent Wrkstation NIC |
Advanced Intelligent Wrkstation NIC I
XT Conpatible NIC |1

AT Compatible NIC Il 1<?8 €0565 MCA Conpatible N C |

Maci ntosh Il Conpatible NIC I

Maci nt osh SE Conpatible NIC I

| EEE 802.3 Fiber Optic Interface

| EEE 802.3 Thin Cable Interface

| EEE 802.3 Thick Cable Interface

| EEE 802.3 Twi sted Pair Interface

Local Bridge

10 Mops 10BASE2 Coaxi al Cable Local Bridge Interface
10 Mops 10BASE5 Coaxi al Cable Local Bridge Interface
10 Mops Fi ber Network Local Bridge Interface

100 Mops FDDI Local Bridge Interface

Renot e Bridge

9.6 Kbps Tel ephone Link Renpte Bridge Interface

19. 2 Kbps Tel ephone Link Renote Bridge Interface

56 Kbps Tel ephone Link Renpte Bridge Interface

1. 544 Mops Tel ephone Link Renpte Bridge Interface
LAN Gat eway

X. 25 Gateway Interface
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0609
0613
0703
0705
0751
0753
0801
0803
0805
0851
0853
0855
0857
0905
0957
0959
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| SDN Gat eway

Public Data Network (N) Gateway | nterface

LDM - 19.2 Kbps, Nest-nmount

LDM - 19.2 Kbps, Standal one

LDM - Hi gh-speed, Nest-nount

LDM - Hi gh-speed, Standal one

19. 2 Kbps Leased Line Mbdem Nest-nount

19. 2 Kbps Leased Line Modem Standal one

19. 2 Kbps Leased Line Modem 4-channel Ml tiplexing
CCTT V.32 Modem Nest - nount

CClI TT V.32 Mddem Standal one

CCTT V.32 Modem Wirkstation

CC TT V.32 Modem Dial-line Backup and Look- back

Hi gh- Speed EI A DSU/ CSU

El A-232-D (or 232-C) and V.24/V.28 STDM Channel Card
Hi gh- speed EI A STDM Channel Card



