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SYSTEM SECURI TY_REQUI REMENTS C2_and Bl LEVEL

12 June 1991

1 General System Security Requirenents.

Al'l requirenents apply to C2 | evel and higher Trusted Conputing Base (TCB)
systenms unl ess ot herw se marked.

1.1 DOD Policy. The systemshall be devel oped in conpliance with current
DOD policy concerning protection of classified infornation. The policy deals
with authorizations to access informati on by a user based on the user's
security clearance and the information's security label. The security
policies are contained in:

a. Information Security Program Regul ation (DOD Regul ati on 5200. 1-R
and AFR 205-1);



b. Security Requirenents for ADP Systens (DOD Directive 5200.28);

c. ADP Security Manual - Techni ques and Procedures for I|nplenenting,
Deactivating, Testing, and Eval uating Secure Resource Sharing ADP
Systens (DOD Manual 5200.28-M and AFR 205-16);

d. Industrial Security Manual for Safeguarding Cassified Informtion
(DOD Manual 5220.22-M;

e. National Security Information (Executive Order 12356);
f. DOD Password Management Cui delines (CSC-STD- 002-85).

g. Guidance for security of Federal autonmated systemis found in OVB
Crcular A 130.

h. Trusted UNI X Working Group (TRUSI X) Rationale for Selecting Access
Control List Features for the UNI X system (NCSC- TG 020- A Version-1).

1.2 Security Label. The security label of a unit of information (object)
shal | consist of nandatory and discretionary security attributes.

1.3 Discretionary Security. The discretionary security attributes of the
i nformation shall consist of need-to-know access perm ssion assignnments (e.g.
assi gnments of groups or specific individuals and their respective nodes of
access to the information) for the systemusers. The nultiuser systens shal
support at |east 1000 need-to-know groups with 400 subjects per group. The
singl e user systens shall support at |east 10 need-to-know groups.

1.4 SystemHi gh. The systemshall operate in system high node in
accordance with (I AW DOD Directive 5200.28 and AFR 205-16

1.5 (Bl level and higher) Security Cl earance. A user security clearance
shal | consist of hierarchical personnel security clearance or authorization
(e.g. Top Secret, Secret), nonhierarchical security conpartnment clearances or
aut hori zati ons, and necessary bi ographical user data (e.g. U S. or foreign
citizen, Governnent enpl oyee, Contractor enployee, etc.) to determn ne
applicability of the mandatory security attributes of the information to be
accessed.

1.6 (Bl level AFl and higher) Mandatory Security Attributes. The mandatory
security attributes of the information shall consist of hierarchica
classification level (e.g. Secret, Top Secret, Unclassified) and
nonhi erarchi cal security conpartnments or categories (e.g. SlI, TK, SIOP, FOUO.

1.7 (Bl level and higher) Miltilevel Security. The systemshall operate
in multilevel security node | AWDOD Directive 5200.28 and AFR 205-16.
Application software shall also support multilevel security processing.
2 Ceneral Design Requirenents.

2.1 Trusted Conputing Base. The system security requirenments are stated
interms of the security requirements for the system s conputing base. The
conputi ng base of the system which is security relevant, shall be trustable
and shall be called the systenis TCB. The TCB shall consist of all the
system s rel evant security hardware, firmvare, and software. Further TCB
details are provided later. The TCB capabilities shall be an integral part of



the total system solution. The TCB shall not be devel oped i ndependently from
the other requirenents. The TCB shall be devel oped along with the other
functional needs of the system

2.2 Individual Accountability. The TCB shall enforce individua
accountability.

2.3 Secure Access Control. The TCB shall include secure access contro
mechani sns that prevent:

a. Unauthorized disclosure (conprom se) of classified information;

b. Unauthorized alteration (data integrity) of information processed
by the system

c. Unauthorized alteration (systemintegrity) of the TCB
3 Operational Level Conputer Security Requirenents.

Ef fective operational |evel computer security requirenents the system nust
fulfill shall be applicable to the testing and verification of the systens
TCB. This requirenent is concerned with how the systemas a whole effectively
operates to support and conpl enent the procedural security policy of the sites
where systens shall be installed.

3.1 Operational Level Requirenents. The follow ng basic conputer
security requirenents are derived for the systemfromregul ati ons and security
policy specified in paragraph 1 and the DOD Trusted Conputer System Eval uation
Criteria document (DOD 5200.28-STD). These requirenents shall be applicable
for the TCB, and shall apply for the devel opnent and operation (nultileve
operation for Bl and hi gher TCB) of the system

3.2 (Bl level and higher) Labels. The TCB shall preserve sensitivity
| abel s associated with each subject and storage object under its control

3.2.1 (Bl level and higher) Sensitivity.

3.2.1.1 (B1 level and higher) The TCB shall ensure sensitivity
| abel s accurately represent the security |level of specified subjects and
obj ects. Wen exported by the TCB, sensitivity |labels shall accurately and
unanbi guously represent the internal |abels and shall be associated with the
i nfornati on being exported. To inport non-labeled data, the TCB shall request
and receive the security level of the data from an authorized user

3.2.2 (Bl level and higher) Usage. The l|abels of information shal
be used as the basis for access control decisions.

3.3 (Bl level and higher) Mandatory_Security. The TCB shall enforce
control of information based on security classification |level, security
conpartnents, and security clearances with users requesting or creating
classified information.

3.3.1 (Bl level and higher) Read Access. A subject may be permitted
read access to an object if the subject's security |level dom nates the
object's security level and is authorized access based on need-to-know.

3.3.2 (Bl level and higher) Wite Access. A subject nay be pernmtted



wite access to an object if the object's security |evel dom nates the
subject's security level and is authorized wite access based on need-to-know.

3.4 Discretionary Security. The TCB shall enforce need-to-know access
restrictions placed on informati on managed by the system The need-to- know
access restrictions for information when created or changed shall be
determ nabl e by the office of prinmary responsibility or the originator of the
information. Only users who are determned to have a "need-to-know' for
i nformati on (and who have legitimte access to the information based on
cl earance) shall have the capability to access the information.

3.4.1 ldentification. he TCB shall require users to identify
thensel ves to it before perfornming any other actions the TCB is expected to
nmedi ate. Identification and authorization data shall be used by the TCB to
det erm ne user access to information (and shall be associated with every
active element performng a security relevant action). User identification
and aut hori zation data and sensitivity | abels of resources associated with the
system (e.g. terminals, access lines) shall be initially established and
subsequently protected by the systemis security adm nistrator, and shall be
managed by the TCB

3.4.2 Accountability. The capability shall exist to audit al
accesses and attenpted accesses to objects controlled by the TCB. The TCB
shal I provide continuous individual accountability through selective auditing
(i.e. by providing an audit trail of selectable events) so that actions
perfornmed in the systemaffecting security can be traced to the responsible
i ndividual. The capability to select audit events to be recorded is necessary
to minimze the expense of auditing and to allow efficient analysis. The data
to be audited shall meet the requirements of applicable DOD policy docunents
for the using agency. A capability shall exist for an authorized agent to
access and eval uate accountability information by a secure neans within a
reasonable tine (e.g. one day to do security evaluation of relevant audit
data). (REF: paragraph 4.11)

3.4.3 Continuous Protection. The TCB shall be self-protecting to
prevent unauthorized on-line changes. All changes to the TCB and attenpts to
change the TCB (software and firmware portions) shall be audited.

3.5 (Bl level and higher) Operational Level Security Architecture. The
system shall be used in a variety of environnments which will include al
| evel s of security clearances, varying |levels of a need-to-know (e.g. Privacy
Act, no foreign, restricted data, etc.), and the full range of configurations
possible with the proposed systenms and conponents.

3.6 Security Evaluation and Certification Criteria. The systemw || be
certified for the selected security node of operation. The DOD Trusted
Conput er System Eval uation Criteria docunment shall be an inmportant part of the
system security certification and eval uati on process. The Government wll use
this specification and the DOD Trusted Computer System Evaluation Criteria for
class C2 and Bl as the basis for the security evaluation and certification
criteria for the system This specification shall be used in cases of
conflict with the DOD Trusted Computer System Evaluation Criteria. The
establ i shnent of the systemis TCB | AWthe security requirenments is essentia
to the eval uation process.

3.7 Certification and Accreditation |Issues. The Governnent eval uation
authority for class C2 and Bl is the National Conputer Security Center



(NCSC). The Governnent certification authority is the Program Manager or
ot her office designated by the Program Manager

3.7.1 Contractor Tasks. The Contractor shall performthe follow ng
tasks to support the Governnent in providing a TCB certification for its
system The Accreditation Authority (i.e. Designated Approval Authority
(DAA)) will use the Governnent's analysis of the Contractor's performed tasks
or the NCSC evaluation(s) in determ ning whether the systemw || be approved
for operation. Wen an NCSC eval uated system(s) is delivered, it nust also
neet this specification.

3.7.1.1 The CDRL Dxxx deliverables, that are separately
orderable, shall followthe DID format (or the conmercial equivalent) and be
specifically tailored to the Governnent users' system

3.7.1.2 The CDRL Fxxx deliverables, that are included with the
super-m ni conput er operating system shall followthe DID fornmat (or the
conmer ci al equi val ent) and be a generic version. For those portions of the
del i verabl e which the Contractor cannot conpl ete because of a | ack of specific
user related information, the Contractor shall include in its place specific
instructions for the user to follow. These instructions should guide the user
t hrough the steps required for themto conplete those portions of the generic
del i verabl e t hensel ves.

3.7.2 Risk Assessnment. The Contractor shall conduct a Risk Analysis
and provide a risk assessnent (internal) report. (REF: CDRL D001, FO001)

3.7.3 System Security Plan. The Contractor shall analyze and devel op
a plan to acconplish the security requirenents for the system The Governnent
authority will approve the sufficiency of the security approach. (REF: CDRL
D002, F002)

3.7.4 System Security Concept of Operations. The Contractor shal
devel op a system security concept of operations for the proposed system This
docunent shall address the functional allocation of security requirenents to
features of the systemto include security related aspects of operating

positions and fault isolation and correction. Further, it shall include
functions such as secure performance of database and software changes. The
CGovernment authority will review the systemsecurity concept of operations to

ensure security control neasures are conpletely and accurately covered.
Formal coments shall be coordinated with the program nanager for this
project. (REF: CDRL D003, F003)

3.7.5 (Qperations Security (OPSEC) Plan. The Contractor shall devel op
prelimnary security procedures based on an evaluation of the systemsecurity
requi renents. The Governnment authority will validate these procedures and
eval uate the allocation of security functions between technical enforcenent
and procedural enforcenent. (REF: CDRL D004, F004)

3.7.6 Informal Conputer Security Policy Mddel. A security policy
description (security policy nodel for Bl and hi gher TCB) shall be devel oped
by the Contractor. The description/nodel nust reflect the systemsecurity
policy as expressed in this attachnent and the security architecture. Review
of the description/nmodel will identify systematic definitions of system
operation in ternms of "subjects," "objects," and their related sensitivity
levels. (REF: CDRL D005, FO005)



3.7.7 Security Test and Eval uation Master Plans (TEMP) Annex.
Contractor devel oped system security test plans and procedures for hardware,
software, firmware, and procedural security controls shall assist in the
security evaluation and subsequent certification. The Contractor is tasked to
devel op system security test procedures. The Governnment authority will review
the system security portions of procedures and system security test procedures
and validate their sufficiency for certification. (REF:. CDRL D006, F006)

3.7.8 Certification_Plan. The Contractor shall develop a
certification test plan and procedures. A Contractor-devel oped nodul ar
certification test plan and procedures shall assist in systemsecuritd y
certification. The Governnment authority will review the plan to ensure that
testing is sufficient for certification. (REF: CDRL D007, FO07)

3.7.9 Security Test and Eval uation (ST&E)Test Report. The
Contractor shall conduct security tests. All security related sub-systens
shall be tested to ensure each operates as specified by the security policy.
Prior to systemtesting of the TCB, it is necessary to ensure each sub-system
functions as expected and they properly interface with one another. (REF
CDRL D008, F008)

3.7.10 Certification Report. The Contractor shall conduct
i ndependent verification and validation of specific tasks in the areas of the
Contractor's system desi gn, specifications devel opment, testing, and
i mpl enentation. The Contractor shall develop a certification support document
that focuses on the act of certifying the comunications-conputer system The
Government authority will review the Contractor's certification support to
val i date the adequacy and correctness of those features to satisfy security
requirenents. This reviewis a continuing process perforned in parallel with
TCB desi gn and devel opnent. (REF: CDRL D009, FO009)

3.7.11 Security Features User's Guide. Provide a security features
user's guide to include a checklist to be used by the system security nanager
when i npl ementing the various | evels of protection. Provide one copy with
each delivered system (REF: CDRL D010, FO010)

3.7.12 Trusted Facility Manual. Provide a trusted facility manua
(TFM that explains how the systemsecurity officer, system adm nistrator, and
system operator establish, operate, and naintain a secure system It shal

descri be procedures for selecting security options such that the system neets
operational requirements in a secure nmanner. The Governnent authority wll
review the manual to validate the adequacy and correctness of those features
necessary for the security officer, systemadm nistrator, and system operator
to maintain systemsecurity. Provide one copy with each delivered system
(REF: CDRL D011, FO11)

3.7.13 Rating Mintenance Phase (RAMP) Process. The Contractor shal
participate in the NCSC RAMP process to reeval uate updates and nodifications
to its system Updated, upgraded, and new versions of components shal
mai ntain the evaluated rating from NCSC within a nmutually agreeable tine
frane. (REF: F4.8)

3.7.14 Covernnent's Tasks. The Government's subt asks incl ude:
a. Conduct a final review of the results of the Contractor's

activities and use their input in determ ning the degree of
certification;



b. Ensure that for the hardware, software, and firmwvare of the
system the following itens have been assessed by the
Contractor:

(1) Security capabilities of the TCB

(2) Correctness of TCB operations in relation to
criteria, herein,

(3) Security inpact of the TCB interfaces to untrusted
processes,

(4) Operation of workstations, in relation to security,

(5) Security inpacts of maintenance routines and
di agnosti cs.

4 Trusted Conmputing Base Security Requirenents.

4.1 TCB Data Processing Capabilities. The TCB shall include within it
all data processing capabilities to be provided for protecting information
processed and managed by the system The TCB shall include parts of the
operating systemand the application software as well as all hardware and
firmvare providing the security protection specified herein. As such, the TCB
shal |l enforce the operational |evel requirenents as delineated in paragraph 3.

4.2 TCB Inplenentation. The TCB inplenmentati on may span across conputer
software configuration itens and system configuration itens. However, in
ternms of stating required generic capabilities of the TCB, the TCB is to be
vi ewed as a single conceptual entity.

4.3 TCB Requirenments Topics. The TCB requirenents are organized into the
topics listed below. Each of these topics is individually specified in
subsequent paragraphs:

a. ldentification of Subjects and Objects;

b. Sensitivity Labels;

c. Security in the Managenent of Interactive Term nals;

d. Security in the Managenment of Storage;

e. Security Rules for Access Controls;

f. Security in the Managenment of User Working Environments;

g. (Bl level and higher) changes in Sensitivity Levels of Ohjects;
h. Auditing Functions to Enforce Security;

i. Security Adm nistrative Functions.

4.4 ldentification of Subjects and Objects. The detailed security
requirenents for the TCB are described in terns of subjects, objects and the

-



interactions. This involves mappi ng of named system resources into these
categories and defining their relationships.

4.4.1 Definitions and Concepts. The ternms subjects and objects are
i ntroduced here for use in defining some of the detailed security requirenents
for the TCB. In particular, the properties of and rel ationshi ps between these
entities are described bel ow

4.4.1.1 Subject Definitions. A subject is defined as an active
entity that can cause information to fl ow anobng objects or change the system
state. It can take the formof a device, a program being operated (usually
called a process), or a generic systemtermnal user. The use of the term
"generic" is to indicate that a term nal user can include any person working
at an systemterminal, or an external systemwhich is connected to the system
such that its activities are architecturally viewed as occurring at an
operational termn nal

4.4.1.2 Object Definition. An object is a passive entity
containing information. Access to an object potentially inplies access to its
contai ned information. Objects can be hardware resources or software
creations; they can be physical resources or |ogical abstractions; they can be
per manent or tenporary; or they can be the sensitive information itself.

4.4.1.2.1 Some hardware exanples are disks, tapes, termnals,
printer or conmunication services. Objects nay al so be subdivisions of the
above, such as nenory bl ocks, displays, keyboards, or comruni cation channels.

4.4.1.2.2 Some software exanples are menory buffers, records,
files, programs, pages, segnents, directories, or directory trees.

4.4.1.3 Object Security Level Categories. C2 level object
security usage shall be categorized as single level. Bl |level and higher
obj ect security usage shall be categorized into single level and multilevel.
The distinction is based on its mandatory security attributes, as foll ows:

a. A single |level object/device shall be assigned just one
security label at any one tine, but the assignnment can be
changed while the systemis in operation;

b. (Bl level and higher) A nmultilevel object/device can
si mul taneously hold data objects with different security
classification |evels.

4.4.2 Requirenents.

4.4.2.1 Naned resources accessible to the systemshall be nmapped
i nto subjects and obj ects.

4.4.2.2 Every object and every subject under control of the TCB
shal |l be provided with a unique identifier

4.4.2.3 For every subject, the TCB shall be able to determne its
type (e.g. nonprivileged, adm nistrator, nonadmi nistrator, or system function)
as well as its security access characteristics (i.e. discretionary for C2
| evel , mandatory and di scretionary for Bl | evel and higher).

4.4.2.4 Oy subjects shall be permtted access to objects.



Every attenpt by a subject to access a naned object shall be controlled by the
TCB. The access shall be permitted only when the subject's security
characteristics are fully conpatible with those of the object, as defined

wi t hi n paragraph 4.8.

4.5 Sensitivity Level. Security requirenents, as applied to subjects and
obj ects, include a nunber of components. The nanmes given to these conponents,
both individually and collectively, are described bel ow, these ternms are used
to define the requirements specified herein.

4.5.1 Security Conponents.

4.5.1.1 (Bl level and higher) Security C assification Level.
This term establishes hierarchical distinctions. For exanple, four levels are
commonl y defined (Unclassified, Confidential, Secret, and Top Secret).

4.5.1.2 (Bl level and higher) Security Conpartnments/Categories.
These synonynmous termnms apply to nonhierarchical distinctions. Exanples of
this type of component could be data fromcertain types of sensors, the
performance characteristics of the sensors, certain types of operational or
contingency plans, sone special handling restrictions (e.g. no foreign), or
sone types of distribution [imtations (e.g. US citizen only). These
categories can be in w despread usage (e.g. all DOD), or they can apply nore
narromy (e.g. to a particular systemor installation).

4.5.1.3 Distribution Restrictors or Enablers. These designators
establ i sh which individuals or groups (e.g. by name or office synbol) may be
permtted to access the information. These nay al so be used to prohibit
access by individuals or groups.

4.5.1.4 (Bl level and higher) Access Type Restrictors. These
designators shall be used to limt the type of access pernmitted to an object
(e.g. access can be restricted to read only or wite only).

4.5.2 Collective Designations.

4.5.2.1 Security Label. This termincludes the totality of al
security control conponents described in paragraph 4.5.1. above.

4.5.2.2 (Bl level and higher)
Security Level, Sensitivity Label, and Mandatory Attributes. Al of these
terns apply collectively to above paragraphs 4.5.1.1. and 4.5.1.2. Security
Level applies to the sensitivity of the information itself, an object within
which the information resides, or the security clearance assigned to a
subject. The sensitivity label is a snall data group attached to or
associated with the information and its containing object. The |abe
identifies the security level of the information; it also identifies the |eve
of an object and shall indicate the permitted range of classification |evels
for an object, when appropriate.

4.5.2.3 Discretionary Access Attributes. This termapplies
collectively to the attributes descri bed above in paragraph 4.5.1.3.
(paragraphs 4.5.1.3 and 4.5.1.4. for Bl |level and higher). These controls are
termed discretionary in the sense that a subject with certain access
perm ssion can pass that perm ssion (perhaps indirectly) to another subject.
Al'l data objects shall be required to have attached discretionary access
limters; other objects, such as storage containers or conmunications



channel s, are not required to possess discretionary attributes.

4.5.3 (Bl level and higher) Security Label Information Integrity.
The TCB shall assure that all security |label data assigned to each subject and
object is retained and is correctly and reliably associated with its object or
subject. It shall also assure that all of the security |abel data, their
associations with the subjects and objects, and the data content of the
objects are not altered, deleted or created other than under its control

4.5.4 (Bl level and higher) Specific System Security Level Range.

4.5.4.1 (Bl level and higher) This system shall provide for eight
(8) classification |evels.

4.5.4.2 (Bl level and higher) This system shall provide for 29
security conpartnents.

4.5.4.3 (Bl level and higher) This system shall provide for a
m ni mum of 1000 i ndividuals or groups to be included on the discretionary
distribution restrictor/prohibiter lists, as defined in paragraph 4.5.

4.5.5 Subject Security Data.

4.5.5.1 Security Information, as defined in paragraph 4.4.2.3.
shal | be associated with each subject.

4.5.5.2 Wenever the subject is an operating conputer program
(i.e. a process), that process shall be directly associated with just one
i ndi vidual user, i.e. the person being served by the process. The subject
data i nfluenci ng access deci sions shall contain the personnel security data
associated with the individual user. Accountability records regarding subject
and object transactions shall also include the user's identification

4.5.5.3 (Bl level and higher) The security level and ot her
subj ect data influencing access decisions shall be within the range of
personnel security clearances associated with the individual user
Accountability records regardi ng subject/object transactions shall also
i nclude the user's identity | abel

4.5.6 (Bl level and higher) Object Security Data Attachnent. The
sensitivity | abel shall be securely and reliably connected (logically
attached) to its associated object. These |abels, their data content, and
some of their usage rules, are defined bel ow

4.5.6.1 (Bl level and higher) Single Level hjects/Devices.

4.5.6.1.1 (Bl level and higher) The sensitivity |abel for
each single | evel object/device shall contain the range of security levels
permitted for that object/device. Wen the object/device is in use, the |abe
shall also include the currently assigned |evel; no level shall be assigned
outside the range of levels permtted for that object/device.

4.5.6.1.2 (Bl level and higher) Wen a single |leve
object/device is initially allocated by the TCB to a subject, the subject
shal | establish, under direct TCB control, the current object/device security
| abel before the object/device can be utilized by the subject (e.g. the
printing of files of a given security label on a printer). A reliable



conmuni cati on nmechani sm shall be provided for the subject to comunicate the
object's device's current security label to the TCB. (REF:. paragraph 4.9)

4.5.6.1.3 (B1 level and higher) It shall be possible for the
subject to alter, under direct TCB control, the current security |abel of the
single | evel object/device allocated to the subject (e.g. the current security
| abel of a user terminal that is already in use). The subject shall reliably
conmuni cate to the TCB the object/device's new security label. Alteration
shal | be possible at convenient intervals, depending upon how the single |eve
device is used, and shall not conpronm se sensitive informtion.

4.5.6.2 (Bl level and higher) Miltilevel Objects/Devices.

4.5.6.2.1 (Bl level and higher) The sensitivity |abel for
each multil evel object/device shall contain the range of security levels
permtted for that object/device.

4.5.6.2.2 (Bl level and higher) The security |evels of data
obj ects exported/inported over a nultilevel object/device shall be within the
range of all owable security levels assigned to the object/device.

4.5.7 Informati on Export and Inport. The export/inport of
i nformati on shall be controlled by the TCB and shall follow access contro
rul es defined in paragraph 4.8.

4.5.7.1 (Bl level and higher) Wen information contained in an
object is exported fromthe system there shall be a nmeans for the TCB to
accurately and unanbi guously associate the object's sensitivity label with the
i nformati on bei ng exported.

4.5.7.2 (Bl level and higher) Further requirenents for
i nport/export of data objects are dependent on the object security type, as
del i neat ed bel ow.

4.5.7.3 Single |level Ohjects.

4.5.7.3.1 Inport. The TCB shall be provided a reliable
mechani sm for communi cating with a subject to enable inport of a data object.
Thi s mechani smshall permt the TCB to determine the object to be enpl oyed.

4.5.7.3.2 (Bl level and higher) Inport. Wen a data object
is imported by a subject over a single |evel object, a reliable comunications
support mechani sm shall be provided to enable the TCB in determnining the data
object's security label. This nmechanismshall pernit the TCB to deternine the
current security label of the information to be inported and the single |eve
object to be enployed. The TCB shall ensure the sensitivity |levels of the
subj ect and object are such that the nandatory security policy is enforced.

4.5.7.3.3 Export. The follow ng procedures shall be
supported when a user wi shes to export a data object via a single | evel object.

4.5.7.3.3.1 A subject that is part of the TCB shal
assure the object is available and is conpatible with the data object. Also,
the TCB shall assure any discretionary restrictions on the data object are
conpatible with any inposed on the object.

4.5.7.3.3.2 (Bl level and higher) A subject that is part



of the TCB shall assure the single |level object is available and its range of
security levels is conpatible with the |abel on the data object.

4.5.7.3.3.3 |f the above conditions are net, the TCB
subj ect (who will have been given explicit privilege to performthis type of
action) shall establish the object's discretionary controls to be the sane as
t he data object's.

4.5.7.3.3.4 (Bl level and higher) If the above conditions
are net, the TCB subject (who will have been given explicit privilege to
performthis type of action) shall establish the single |level object's
security label to be the sane as the data object's.

4.5.7.3.3.5 The export shall then be performed by the
subj ect, who need not be a part of the TCB

4.5.7.4 (Bl level and higher) Miltilevel Objects.

4.5.7.4.1 (Bl level and higher) Inmport. The sensitivity
| abel of an inported data object over a nultilevel object shall be within the
range of security |abels assigned to the nmultilevel object. The sensitivity
| abel of an inported data object over a nmultil evel object shall be trusted by
t he TCB.

4.5.7.4.2 (Bl level and higher) Export. Wen a data object
is exported a nmultilevel object (e.g. a storage disk or a control unit used
for storing multilevel data), the sensitivity | abel of the data object shal
al so be exported by the TCB and shall reside on the sane physical medi um as
the exported data object and shall be in the same form (i.e. nachi ne readabl e
or human readable form. The sensitivity |label of the exported data object
shall be within the range of security levels assigned to the nultilevel object.

4.5.7.4.3 (Bl level and higher) Conmunication Protocol. Wen
information is inported or exported over a multilevel object (e.g. a
conmuni cati on channel), the discipline used in comrunicating with the
nultil evel object (e.g. the protocol multiplexed) shall dynanically provide
for the unanbi guous pairing between the sensitivity |abels and the associ ated
i nformati on exported or inported.

4.5.7.5 Labeling Human Readabl e Qut put. The system admi ni strator
shall be able to specify the printed or displayed classification (sensitivity
for Bl | evel and higher) label that is to be associated with exported
i nformati on. The TCB shall mark the begi nning and end of all human readabl e,
paged, hard copy output with human readabl e sensitivity |labels that properly
represent sensitivity of the output. The TCB shall, by default, nmark the top
and bottom of each page of human readabl e, paged hard copy output with human
readabl e sensitivity labels that properly represent the overall sensitivity of
the informati on on the page, including all |abels of required discretionary
controls. The TCB shall ensure the hunman readabl e sensitivity |abels
accurately represent the current security |label of the single | evel object
over which the information is exported.

4.6 Interactive Term nal Security Managemnent.
4.6.1 User Accountability. Every activity within the system (e.g.

accessing or printing a file, sending a nessage) nust be accountable to sone
systemuser. To enforce accountability, all users nmust identify thenselves to



the system The identification is perfornmed when the user | ogs onto the
system through an interactive termn nal

4.6.2 Interactive Terminals. Interactive term nals shall be
controlled by the TCB. Active terminal users are subjects. The access
control rules (a feature which is a part of the TCB) shall be applied to al
accesses between active termnal users and objects (REF: paragraph 4.8).

4.6.2.1 Access control rules consist of discretionary access
controls.

4.6.2.2 (Bl level and higher) Access control rules consists of
mandat ory and di scretionary access control s.

4.6.3 Information Export/Inport. Export/inport of information over
interactive termnals shall be IAWthe rules for export and inport of
i nfornmati on over single | evel objects (REF. paragraph 4.5.7).

4.6.4 ldentification, Authentication and Accountability.

4.6.4.1 User ldentification. |In the use of an interactive
termnal by a user, the TCB shall require the user to identify hinfherself
bef ore perforning any other actions. The TCB shall authenticate every user
identity. The authentication data profile of each user shall include:

a. The unique user identity (e.g. user nane and password);

b. (Bl Ievel and higher) The user's authorized security
cl ear ance;

c. The user's security pertinent biographical and other data.

4.6.4.2 Termnal Security Label. The security level of the user
shall be equal to that of the terninal

4.6.4.3 (Bl level and higher) Termnal Security Label. A current
security label shall be required to be established when a single |eve
termnal is toer be used. This label of the ternminal shall be reliably
establ i shed by the TCB during the | og-on procedure. During the |og-on, the

user will informthe TCB of the desired current security label. The TCB shal
ensure the requested security label lies within the range all owed for the
termnal. The TCB shall also ensure the requested security level lies within

the range authorized for the user, as indicated in the user's authentication
data profile.

4.6.4.4 Conputer Process Security Level. The security |evel of
any computer processes (subjects) created on behalf of an active termi nal user
shall be equal to the security level of the active termnal user. For
audi ting purposes the identity of these subjects shall be the sane as the
active termnal user.

4.6.4.5 (Bl level and higher) Conputer Process Security Level.
VWhen these subjects access objects, the TCB shall use the security |evels of
t hese subjects, supplenented with other information fromthe authentication
data profile of the active term nal user, in order to apply access controls.

4.6.4.6 Authentication Data Protection. Authentication data



profiles shall be protected so they cannot be acquired by unauthorized users.
The TCB shall be able to enforce individual accountability by using the unique
identification of each active term nal user. The TCB shall al so provide the
capability of associating this identity with all auditable actions of the
active termnal user. (REF. paragraph 4.11)

4.7 Storage Security Managenent.

4.7.1 Storage nject Type. When a storage object is created, its
type shall be established. Wenever an object used for data storage is
initially assigned, allocated or reallocated to a subject fromthe TCB s poo
of unused objects, the TCB shall assure the object contains no data for which
the subject is not authorized.

4.7.2 Storage bject Security Level. Each storage object shall be
considered to be at its assigned single security |evel.

4.8 Access Control Security Rules. The access control rules define the
condi tions under which subjects are allowed to access objects within the
system These rules are intended to prevent the conprom se of information
contained within the system Hence, the access control nechanisns are
considered very critical in preserving the security provided by the system
The TCB shall nediate all accesses between naned subjects and objects | AW
appl i cabl e access control rules.

4.8.1 (Bl level and higher) Mandatory Access Control Rules.

4.8.1.1 (Bl level and higher) Access to an object by a subject
shall be nediated in part by the mandatory access control nechanismw thin the
TCB. This nechanismshall be applicable only for objects which are not
nmultilevel. Access controls for nultilevel objects are stated separately.
(REF: paragraph 4.8.2).

4.8.1.2 (Bl level and higher) The TCB shall apply the mandatory
access control nechani sm whenever a subject directly accesses an object which
is not nultilevel.

4.8.1.3 (Bl level and higher) The nandatory access contro
mechani sm shall enforce the two mandatory access control rules stated bel ow
for read access and wite access.

4.8.1.3.1 (Bl level and higher) Read Access. The TCB shal
allow a subject to read an object only if the hierarchical classification
| evel of the subject is higher than or equal to the hierarchica
classification | evel of the object, and the collection of the nonhierarchica
security conpartnents of the subject include the collection of the
nonhi erarchi cal security conpartnment of the object.

4.8.1.3.2 (Bl level and higher) Wite Access. A subject
shall be allowed to wite an object if the subject's hierarchica
classification level is |lower than or equal to the object's hierarchica
classification | evel and the collection of the object's nonhierarchica
serity conpartnent includes the collection of the subject's nonhierarchica
security conpartnents.

4.8.2 (Bl level and higher) Miltilevel Objects Access Control Rule.



4.8.2.1 (Bl level and higher) Access to multilevel objects shal
be controlled by a nultil evel object access control nechanismand this
mechani sm shall at |east enforce the mandatory access control policy of the
system Different access control mechanisnms nmay be required for different
kinds of multilevel objects, depending upon the format structure of the
sensitivity | abels associated with data objects exported or inported over each
ki nd of object.

4.8.2.2 (Bl level and higher) Only the TCB shall be allowed to
directly access multilevel objects.

4.8.3 Discretionary Access Control Rules.

4.8.3.1 Access to objects by subjects shall be nediated in part
by a discretionary access control nechanismw thin the TCB

4.8.3.2 The TCB shall nedi ate user access to objects based on
need-t o- know.

4.8.3.3 (Bl level and higher) The need-to-know access restriction
shal |l be further divided into nbdes which distinguish between users who are
allowed to only examne (read) the object, users who are allowed to alter
(wite) the object during exam nation, and users who are allowed to only
append (wite) data to the object w thout exam nation

4.8.3.4 The discretionary access control mechanismshall operate
such that a subject shall be allowed access to an object only if the
di scretionary access enforcenent nechani smindicates the subject has been
granted the discretionary access pernission (i.e. need-to-know).

4.8.3.5 (Bl level and higher) The discretionary access contro
mechani sm shal |l operate such that a subject shall be all owed access to an
object only if mandatory access rules are satisfied and if the discretionary
access enforcenment mechani smindicates that the subject has been granted the
di scretionary access permi ssion (i.e. need-to-know).

4.8.3.6 The discretionary access control mechanism (e.g. self/

group/ public controls, access control lists) shall allow users to specify and
control sharing of data objects. The discretionary access control nechani sm
shal |, either by explicit user action or by default, provide that objects are

protected from unauthorized access. These access controls shall be capabl e of
i ncludi ng or excluding access to the granularity of a single user. Access
permi ssion to an object by users not already possessing such perm ssion shal
only be assigned by authorized users.

4.9 User Working Environnment Security Managenent. |n order not to
conpromi se information it is necessary to properly isolate the working
envi ronnent of each user. The follow ng requirenents shall pertain to al
secure working environnents:

a. The TCB shall control the working/processing environnent for each
active termnal user;

b. The TCB shall nanage the associati on between an active term na
user and the working environnent of the user

c. Every working environnent shall be mappable onto one or nore



subj ects and obj ects;

d. (Bl level and higher) The security |level of the working
environnent shall be equal to the security level of the active
term nal user associated with the working environnment and every
wor ki ng envi ronment shall be nappable to only one subject;

e. The TCB shall have a capability to isolate each working
environnent (e.g., through the provisions of distinct address
space(s));

f. The TCB shall be able to uniquely identify the working environnent
of each user;

g. The TCB shall provide a capability to create a working
envi ronnent, associate distinct address space(s) to the working
environnent, a associate a sensitivity |label with each subject
and obj ect of the working environnent;

h. The TCB shall preserve the integrity of working environments (i.e.
by preventing one working environment frominterfering with the
proper functioning of another);

i. The TCB shall provide a capability to dissolve a working
envi ronnent, di sassoci ate address space(s) fromthe working
environnent, and renove each subject and object of the working
envi ronnent ;

j. It shall be possible for the TCB to determnine the active termnina
user associated with each subject;

k. Two distinct subjects of the working environnents shall be able to
conmuni cate wi th each ot her depending on the access control rules
bet ween subj ects and objects. (REF: paragraph 4.8)

4.10 (Bl level and higher) Changes in (bject Sensitivity Levels. The TCB
shall allow the systemadm nistrator to di sable objects from use.
Requirenents for the alteration of sensitivity |abels are stated bel ow.

4.10.1 (B1 level and higher) Label Changes. The TCB shall provide a
capability that allows a system adnministrator to change or nodify the contents
of the sensitivity |labels of objects under explicitly defined and carefully
controll ed conditions:

a. (Bl level and higher) The range of allowable classification
levels for multilevel and single | evel objects shall be
changeabl e, but only while the objects are disabled from use;

b. (Bl Ievel and higher) The current security level of a single
| evel termnal shall be changeabl e whether or not it is in use;

c. (Bl level and higher) The current security |evel of other
obj ects shall be changeable only under explicitly defined and
carefully controlled conditions.

4.10.2 (B1 level and higher) Label Control. Only a system
adm ni strator, under direct TCB control, or the TCB itself shall be capabl e of



changi ng an object's sensitivity | abel

4.10.3 (B1 level and higher) Label Sensitivity Level. A subject
shall be allowed to nmodify an object's sensitivity level only if the object's
before and after hierarchical classification |levels are less than or equal to
the subject's hierarchical classification |level and the object's before and
after nonhi erarchical conpartnents are included within the subject's security
conpartnents and the after rmust domi nate the before.

4.10.4 (B1 level and higher) Label I|naccessible During Change. An
obj ect whose sensitivity label is to be changed shall remain inaccessible for
any usage until the sensitivity |label nodification is conpleted.

4.11 Auditing Functions to Enforce Security. A capability shall be
provided to allow an authorized agent to access and eval uate audit information
by secure neans.

4.11.1 Audit Trail. The TCB shall be able to automatically create an
audit trail of accesses or attenpted accesses to each object and the system
itself to maintain and protect it fromnodification or unauthorized access or
destructi on.

4.11.2 Audit Data Protection. The TCB shall protect audit data so
read access is limted to subjects authorized to exani ne audit data.

4.11.3 Auditing Functions.
4.11.3.1 Mninmally, each audit record shall identify the active
term nal user, type of event, success or failure of the event, and tine and
date of the event. For object access or deletion events, the audit record
shal | incl ude:
a. The name of the object;
b. The object type;
c. (Bl level and higher) The security | evel of the object.
4.11.3.2 The system administrator shall be able to selectively
audit the actions of any one or nore users, or subjects acting on their
hal f, based on individual identity or object security level. As a m ninmm
the followi ng events shall be audited:
a. Al unsuccessful access attenmpts to resources;

b. Systemfaults and restarts;

c. Al actions of systemsecurity admnistrators and
operators;

d. (Bl level and higher) Sensitivity |abel change actions
(successful and unsuccessful);

e. Diagnostically detected errors;

f. Modification to users authentication profile;



g. Use of identification and authentication mechanisns (i.e.

all | og-ons successful and unsuccessful);
h. Introduction of objects to subjects (e.g. file open, file
cl ose);

i. Creation and deletion of objects;

j. User log-off activity;

k. (Bl level and higher) Changes in users security |evel;
[. Any override of human readabl e out put marki ngs;

m O her events as needed.

4.11.4 Data Reduction Tools. Data reduction tools assist the system
security adm nistrator investigating security problenms. The data reduction
tools shall present the audited data in a formthat is easily accessed and
easi |y understood by humans. The data reduction tools for the audit trai
shal | be provided to support the follow ng activities:

a. Accountability of data;

b. Investigations of suspected security violations;

c. Retrieval and printing of selected audit records based on
range of specified values of sone of the itemtypes and sone
of the audit record types and neani ngful conparisons between
different type itens.

4.12 Security Admi nistrative Functions. The security admnistrative
functions provide necessary capability to manage security aspects of the

system

4.12.1 Security Adm nistrator Support. As a mininum the follow ng
security related system adm ni strator support features shall be provided:

a. Activate/deactivate optional security audit features;

b. Determine systemconfiguration (e.g. termnals, peripherals,
tape units, printers);

c. (Bl level and higher) Establish sensitivity |abels of objects;
d. Establish, nodify, activate and deactivate access
aut hori zations of users (based on infornmation included in the

user's authentication profile);

e. Enable and disable capabilities to establish user and network
connecti ons;

f. Audit security related activities;
g. Run security confidence tests for hardware (off-Iline);

h. Selectively enable and di sabl e equi prent checkout diagnostics;



i. Allow selective auditing of the actions of one or nobre users
based on individual identity;

j. (Bl level and higher) Allow selective auditing of the actions
of one or nore users based on classification |levels of the
obj ects bei ng accessed;

k. (Bl Ievel and higher) Establish and nodify a range of
al | owabl e security designations that are applicable for
nmultilevel and single |level object/devices.

4.12.2 Security Adm nistrator ldentification/Authentication
I ndi vi dual identification and authentication procedures shall be specifically
established for systemadm nistrators (i.e. the TCB shall be explicitly
cogni zant about active term nal users which are systemadm nistrators).

5 Assurance Controls for TCB Devel oprent.

Thi s paragraph states explicitly the inplenmentation structure of the TCB
the kinds of controls that nust be foll owed, and the kinds of methodol ogi es
that rmust be used for the devel opment of the TCB. The kinds of assurance
factors required for TCB construction (which provide for ease of nodification
and evaluation, nore error free inplenentation, and | ess opportunity for the
i ntroduction of "Trojan Horses" for the level of trust required in the system
are stated bel ow.

5.1 TCB Design and Testing Control. The nethods to be used for designing
and testing the TCB shall be as foll ows.

5.1.1 Design Specification and Verification

5.1.1.1 The TCB design and i npl enentati on shall be based on the
DOD security policy. The Contractor's design shall be shown to express the
DOD security policy.

5.1.1.2 (B1 level and higher) The TCB design and inpl ementation
shal |l be based on an informal or fornmal nobdel of the DOD security policy. The
nodel shall be shown to express the DOD security policy.

5.1.2 TCB Testing and Anal ysis.

5.1.2.1 The systenms security nmechani sns shall be tested and
found to work as specified herein. This process shall include thorough
anal ysis and testing for detecting violations of all TCB protected resources.
A report of the security testing results shall be provided.

5.1.2.2 (B1 level and higher) Al discovered design flaws shal
be renoved or neutralized, and the TCB retested to denpnstrate they have been
elimnated and new fl aws have not been introduced.

5.1.2.3 The CGovernment will thoroughly review of the Contractor's
testing of the design, docunentation, source code, and object code to uncover
all design and inplenentation flaws that can permt classified data to be
conprom sed, and to assure that no subject (wthout explicit authorization)



woul d be able to cause the TCB to enter a state such that it is unable to
respond to conmunications initiated by other subjects.

5.2 Inmplenentation Control. The follow ng constraints shall be adhered
to in the devel opnent of the TCB

5.2.1 TCB Dommin Constraints. The TCB shall be inplenented such that
it is protected fromexternal interference or tanmpering. Specifically,
software and firmnvare, which inplement its various functional compartnents,
shal |l be confined to donmins that are separate fromthose used for other
system functions. This requires hardware features, as well as storage and
processi ng strategies, be enployed to isolate data and processing activities
wi thin each domain fromthose in other domains. The establishment of these
domai ns shall be I AWthe follow ng:

a. The domains used for the TCB shall be entirely separate from
t hose used for other system functions;

b. Hardware and/or software features shall be provided that can
be used to periodically validate the correct operation of the
on-site hardware and firmmvare el ements of the TCB

5.2.2 Software Devel opnent Constraints. Current software engi neering
techni ques shall be applied in all phases of system devel opnent. Software
production shall be consistent with nbdern engi neering practices (e.g. top
down structured programm ng, infornmation hiding, |oop free nodul e hierarchy,
step-wi se refinenents, stubs).



